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Abstract 

Cross-border payments are an intrinsic part of the global economy, supported by a complex network of banks and financial 

institutions that enable multisec­ond to multiday transactions guided by static APIs. Calls to improve this state of affairs abound, 

yet prevailing modernization approaches offer limited benefit. Leveraging concepts such as digital identifiers and tokenization, 

changes to payment messages or settlement mechanisms are proposed as improvements. Autonomous financial agents are 

presented to provide a different perspective on the problem by oper­ating across silos and on a transaction-by-transaction basis. 

Agent-based cross-border payment orchestration utilizes individuals as digital tokens of the services they offer; service 

availability, conditions, and costs are negotiated; and transactions are managed from initiation to settlement. The benefits of such 

orchestration rest on valuable improvements but the completion of the tem­plate raises concerns that warrant consideration. 

Establishing a trade-off between minimization of overall latency and easy verification of compliance with regulations and 

service-level agreements calls for the design of a sound initiation-and-negotiation protocol. The lifecycle from transaction 

initiation to settlement of the payload causes certain parts of processes undertaken by agents functioning as service gateways to 

be inferred by interacting agents rather than exchanged through interaction. Future research discussion should encompass the 

development of an appropriate transaction-mechanism capacity for agents, regular measurement of latency and overall 

transactional activity in the current architecture, and the real or perceived risks of abuse in agent-based orchestration. Addressing 

these issues would facilitate further deployment of agents in financial services while serving preparation for their use in the 

payment space. 
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1. Introduction

 
Cross-border payments are financial transactions where 

money is moved from a payer's bank account in one 

country to another bank account located in a different 

country. Central banks, commercial banks, other licensed 

banks (such as money service businesses and other licensed 

PayPal-like payment platforms) are considered the primary 

stakeholders for cross-border payments. Payments can be 

either buy-side or sell-side; the intent will be to build a 

service that enables financial institutions to transmit their 

customer requests to complete a payment without putting 

the funds at risk. Any payment demand can be executed 

when there is sufficient liquidity to complete the customer 

transaction. Currently, cross-border payments are built 

using static API implementation using the GET and POST 

protocols. The only transaction-related data is the request 

URL where specific transaction details are sent in the body. 

Consequently, messages between the wallet and the 

backend follow different schemas and access patterns. 
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A customer wallet sends a request to the backend, which in 

turn sends the data to the respective payment gateway. The 

requirement to pass structured data solely through the URL 

path or body does not allow additional enrichment for 

better governance and views. As a result, transaction status 

updates cannot be sent directly to the customer wallet. 

Additional costs may arise as the payee's bank must send 

separate SWIFT messages to the payee with information or 

manage an alternative interface. The centralized nature of 

APIs also brings with it the risk of data breaches and the 

associated costs. 

 

1.1. Introduction to Cross-Border Payment Innovation 

Cross-border payments by definition use two or more 

currencies, involve correspondents in different 

jurisdictions, engage multiple parties, and span national 

boundaries. These payments allow companies to purchase 

goods and services from international vendors, enable 

people to send money to family and friends living abroad, 

and allow travelers to pay for expenses incurred outside 

their home countries. Although cross-border payments 

comprise only around 2% of the global payment volume (as 

compared with 75% for domestic payments), they are 

heavily regulated and costly to process. Total cross-border 

payment volumes are nonetheless significant—around $156 

trillion per year. 

Cross-border payment with transactions can involve more 

than two parties in the process, generating massive amounts 

of data and requiring orchestration to sequence and 

synchronize the activities and closely monitor progress. 

Operations can include monitoring transaction progress and 

being notified of deviations, rejections, and, in some cases, 

failures. In addition, the activity can be centralized by 

messaging or flow control systems such as SWIFT or by 

operational call centers but is mostly decentralized. 

Although cross-border payments with transactions are more 

costly, complex, and slower than domestic payment, efforts 

have been made to modernize payment gateways and 

payment messaging to improve cost and speed. A shift has 

also been proposed in payments, with the virtualization and 

digitalization of cash providing the basis for digital 

payment–enabled Central Bank Digital Currencies 

(CBDCs). However, operational and regulatory 

considerations can complicate the introduction of these 

solutions, especially when integrating cross-border digital 

payment systems that span multiple jurisdictions. 

 
Fig 1: Navigating the $156 Trillion Friction: 

Orchestration Challenges and CBDC Integration in 

Global Cross-Border Payment Systems 

 

2. Background: Static APIs and Current 

Cross-Border Payment Architectures 
 

MSG-READ-ONLY sections are generated in-line in 

response to the user query and transformed from human-

readable text into LaTeX markup style suitable for 

integration into the document. 

Static APIs drive the data exchanges necessary to close 

currency and liquidity gaps present when payment systems 

denominated in two currencies interact. Current actor 

positions and the corresponding direction of the payment 

flits are extracted from the market. These data elements are 

exchanged through APIs using protocols such as MC-

PROXY or SWIFT and follow a routing pattern similar to 

those used by READ commands. Static APIs provide the 

least change to current infrastructures, allowing gateway 

providers to add support for a new currency without 

internal development effort. However, strong dependencies 

on external actors exert frictions that increase costs and 

latency. 

Architecture models that are mainly based on static API 

designs attempt to improve cross-border processes by 

applying specific modernization principles. However, these 
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models are limited by the conservative nature of their 

approach; they enable only minimal changes to the existing 

actor ecosystem and add only a single new capability: the 

use of static APIs. Hence, static API-based models do not 

mitigate well-known pains such as the burden of coordinate 

actors, maintaining oversight about payment flows, the risk 

of error during exception handling, the difficulty of 

monitoring compliance along the flow, the need to trust 

third-party vendors of a payment service, and the cost, 

latency, and risk exposure inherent in using intermediaries. 

 
Equation 1 — “SLA single scoring function” 

(counterparty selection) 

Step-by-step construction 

Step 1 — define risk elements 

Let the SLA/risk vector for counterparty 𝑗 be: 

𝐫𝑗 = (𝑟𝑗,1, 𝑟𝑗,2, … , 𝑟𝑗,𝑘) 

Example components (consistent with the paper’s themes): 

 𝑟𝑗,1: expected delay risk 

 𝑟𝑗,2: exception-handling quality risk 

 𝑟𝑗,3: auditability / explainability risk 

 𝑟𝑗,4: regulatory exposure risk 

 etc. 

Step 2 — normalize each component 

To combine heterogeneous metrics, normalize into [0,1]: 

𝑟̃𝑗,𝑖 =
𝑟𝑗,𝑖 −min(𝑟𝑖)

max(𝑟𝑖) − min(𝑟𝑖)
 

Step 3 — weight them 
Let 𝑤𝑖 ≥ 0 and ∑ 𝑤𝑖𝑖 = 1. Then define the SLA risk score: 

𝑆𝑗 =∑𝑤𝑖

𝑘

𝑖=1

  𝑟̃𝑗,𝑖  

Step 4 — add monetary terms (fees + penalties) 

Let fee quote be 𝑓𝑗 . Let expected penalty be 𝑃 ⋅ 𝑝nc,𝑗(𝑣). 

Define total expected cost: 

𝐶𝑗(𝑣) = 𝑓𝑗 + 𝜆 𝐿𝑗(𝑣) + 𝑃 ⋅ 𝑝nc,𝑗(𝑣) + 𝜇 𝑆𝑗 

where: 

 𝐿𝑗(𝑣) is predicted latency if choosing 𝑗 

 𝜆 converts minutes to “money-equivalent” (or 

utility weight) 

 𝜇 weights SLA non-monetary risk score 

Step 5 — select counterparty 

𝑗∗ = argmin
𝑗
𝐶𝑗(𝑣) 

2.1. Overview of Static API Limitations in Cross-Border 

Payments 

Static APIs impose constraints that hinder the effectiveness 

of orchestrating cross-border payment transactions. A static 

API is defined as a system or service that only supports a 

specific, well-defined set of transactions in an unchanging 

manner. In contrast, a modern software architecture often 

supports business processes and transactions that are 

defined at runtime. Typically, these support multiple 

workflows and allow alternative paths of execution. In the 

case of cross-border payments, these include alternative 

messaging flows, gateway destinations, and settlement 

paths, among others. 

The static API approach to cross-border payments relies on 

payment messages being directed from one payment 
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gateway to another. The flow of cross-border payments can 

be likened to the flow of goods in the global supply chain: 

payments are moved from one financial institution to 

another via payment gateways, with messages and funds 

being exchanged according to pre-established rules and 

standards. Given that payment gateways are part of the 

formal global financial system, they both report specific 

flows to the regulatory authorities and maintain an adequate 

level of compliance with anti-money laundering (AML), 

counter-terrorist financing (CFT), and sanction regulations. 

Despite the design of the cross-border gateway API and the 

national payment systems that support it, certain key 

variables need to be synchronized for the cross-border 

payment to be operational. These include, at a minimum, 

the following messages: the identity of the originators, the 

amounts and currencies, the beneficial owners, the purpose 

of the transaction, the originator and beneficiary banks, and 

all other operational conditions related to the transaction. 

Static APIs create bottlenecks when other variables need to 

be handled—those that are not usually part of such 

transaction but require flexibility (e.g., exception handling 

or time delays when a message is temporarily blocked). 

Because all interaction must comply with the rules 

established by the payment gateways, the absence of a 

dedicated agent with the capability of handling operational 

exceptions in a timely manner can generate significant 

latency. 

 

3. Limitations of Traditional 

Orchestration in Global Transactions 
 

The orchestration of cross-border payments is inherently 

complex, stochastic, and capillary. Hence, its 

implementation across the entire route remains challenging 

in terms of coordination and real-time status visibility. 

Certain events, such as unexpected delays, typically require 

manual intervention and reconciliation, increasing costs 

and the risk of errors. Organizational boundaries between 

intermediating parties in transaction routes, combined with 

the asymmetry of information flow and fulfillment, often 

pose additional hurdles for processing. 

Data operational considerations fundamentally limit the 

amount of information exposed to the whole transaction 

route. Sovereign regulations restrict the use of user data 

outside national borders, leading to data fragmentation. 

Institutional aspects that require compliance with 

regulations within the organizational ecosystem that 

operates a payment route enforce a distinction between a 

transaction and its execution. Regardless of the route, it is 

still a violation of the terms that rule its execution. The 

necessity of collective compliance rules introduces an 

additional regulatory burden for all of the counterparties 

involved in a transaction, limiting globalization when 

transacting with countries with radically different 

regulatory policies. The need for different compliance 

obligations for counterparties in a transaction may even 

increase transaction costs and processing time, making 

them less attractive. 

Moreover, the operation of static APIs creates lock-in 

conditions with a payment service provider, especially for 

users on the sell-side of the transaction. A payment service 

integrates a new payment route solely to enable 

transactions for its users, maintaining the status quo for all 

other transaction routes. As a consequence, the 

provisioning of that payment route is only beneficial for the 

users needing it, whereas the other users still face the same 

transaction costs and delays with static APIs. Hence, 

despite the availability of multiple payment routes, they are 

not fully leveraged. 

 

3.1. Challenges in Traditional Global Transaction 

Orchestration 

The architecture of global transaction orchestration is 

primarily determined by the orchestration of agents and the 

residue of the initiator and responders. All other 

components are required to either transparently facilitate 

operations with these orchestration agents or require 

(advanced) controls and conditions to primarily fulfil a 

limited set of control functions (e.g., anti-money 

laundering). Local and regional payment service providers 

have focused on rolling the dynamic transaction data into 

more coherent approximate construction of business 

objectives (e.g., through price indications), searches for 
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desirable counterparties, or cumulative data channels that 

smooth regulatory checks but have not solved the 

fundamental problems in global coordination. 

Consider the traditional challenges and the role of the 

infrastructure supplier behind the communication messages 

in cross-border payments. Cross-border orchestration has 

some of the hardest coordination problems: All participants 

in cross-border payments have acknowledged that, while it 

might not currently be needed in most, the economy breaks 

down once a payment between two individuals in different 

countries goes wrong, and that dealing with an exception 

might be complex, slow and expensive, and should avoid 

the need for other contemporaneous and future payments to 

also be intercepted. The foundational problems are 

transparency and audit behind the communication 

messages: the only topics where there is systemic (non-

voluntary) risk are those related to settlement. 

 
Fig 2: Systemic Settlement Risks and Agent 

Orchestration: A Framework for Transparency and 

Audit in Global Transaction Architectures 

 

4. Emergence of Autonomous Financial 

Agents 
 

Despite ambiguity in the literature, the terminology of the 

payments and fintech community is familiar and an 

autonomous agent is a construct that can be placed at the 

intersection of those two domains. An autonomous 

financial agent collects funds from its owner and attempts 

to satisfy as many payment requests for others as possible, 

at low cost and with minimal risk. Such payment requests 

may cover a large number of use-cases and may be 

obligation-based (contractual) or demand-based, with non-

fulfilment being either acceptable (non-critical) or 

associated with penalties (critical). An agent may act on the 

request of a single party (1:1) or of many parties (1:n). 

These requests can be local (intra-region) or global (cross-

border). An agent can handle risk through negation and 

accept automatic off-loading to another agent when risk 

exposure exceeds a predefined level. 

Transactions cannot be processed without affected parties 

knowing, and at least authorizing, any charge on ledgers 

under their control. To fulfill requests an agent must first 

obtain or negotiate the conditions of a financial contract 

with each counterparty. These negotiations must take into 

account what data will be exchanged during the transaction 

life-cycle between the counterparty agents, so as to detect 

inconsistencies. Above all, negotiated contracts must 

contain SLA (Service Level Agreement) information that 

connects various non-monetary risk elements into a single 

scoring function. This function is essential when agents 

select the best counterparty in order to minimize monetary 

and reputational loss. Since such selection must not be 

made in excess of risk analytical capabilities, any request 

being handled by more than one party creates a natural risk-

sharing mechanism. When an agent’s risk exposes it to 

possible loss it automatically off-loads the request – 

temporarily or permanently – by offering the service to 

another agent with uncommitted capacity or capability. 

Decision points emphasize the autonomous decision-

making task of agents (e.g., risk-filtering, contracting, 

counterparty selection). Initiation and negotiation processes 

are described in detail, including aspects of the initial 
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contract that specifically apply to initiation, together with 

risk filtering when demand exceeds supply, and 

counterparty discovery when agents need to find suitable 

partners. 

 

Equation 2 — Latency vs verification trade-off 

(protocol objective) 

 minimizing latency 

 easy verification of compliance with regulations 

and SLAs 

Step-by-step derivation 

Step 1 — split latency 

𝐿(𝑣) = 𝐿0 + 𝑇ver(𝑣) 

where 𝐿0 is baseline orchestration time (routing, 

messaging, settlement mechanics), and 𝑇ver(𝑣) is extra time 

for verification. 

Step 2 — model verification time 
A common smooth model is convex (strong checks cost 

more and more): 

𝑇ver(𝑣) = 𝑎 + 𝑏𝑣2, 𝑎, 𝑏 ≥ 0 

Step 3 — model non-compliance probability 
More verification reduces risk; a standard diminishing-

returns model: 

𝑝nc(𝑣) = 𝑝0𝑒
−𝑘𝑣, 𝑝0 ∈ (0,1),  𝑘 > 0 

Step 4 — expected penalty 

𝔼[Penalty(𝑣)] = 𝑃 𝑝0𝑒
−𝑘𝑣 

Step 5 — define one optimization objective 
Minimize “latency + risk cost”: 

𝐽(𝑣) = 𝐿(𝑣) + 𝛼 𝔼[Penalty(𝑣)]

= (𝐿0 + 𝑎 + 𝑏𝑣2) + 𝛼𝑃𝑝0𝑒
−𝑘𝑣 

Step 6 — find best 𝑣 

Differentiate and set to zero: 

𝑑𝐽

𝑑𝑣
= 2𝑏𝑣 − 𝛼𝑃𝑝0𝑘𝑒

−𝑘𝑣 = 0 

So the optimum satisfies: 

2𝑏𝑣 = 𝛼𝑃𝑝0𝑘𝑒
−𝑘𝑣 

 

4.1. Definitions and Core Capabilities 

An autonomous agent is defined as an entity that 

undertakes a task for another agent in a decentralized 

system according to a set of rules or a contract. Financial 

autonomy is the ability of an agent to make decisions about 

sources and uses of funds, whereas functional autonomy 

requires that an agent can independently undertake a 

conceptual step in the task, thus allowing for specialization. 

Both forms of autonomy can span multiple decisions over 

time. Autonomous agents can operate without central 

entities orchestrating simple tasks, yet coordination of more 

complex tasks remains necessary because of constraints 

such as hard-to-predict horizontal interoperability issues. 

Autonomous agents can use computational primitives such 

as contracts, negotiation, reconciliation, and dispute 

resolution—also called the building blocks of autonomy—

at different degrees of independence. Some tasks, such as 

credit risk assessment, must be centralized owing to data 

aggregation constraints. Regional regulatory constraints 

may force data segregation, leading to multiple autonomous 

systems that are still separated in the vertical dimension. 

Each agent is responsible for its own compliance and 

operates in a sandbox whenever possible. In the event of a 

failure, every agent ensures that its governance rules are 

compatible with safe failure propagation to the entire cross-
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border system. Every executed contract is auditable, while 

explainable AI addresses explainability issues. 

 

Stage 

Static 

API 

latency 

(min) 

Agent-

based 

latency 

(min) 

Improvement 

factor 

(Static/Agent) 

Initiation 5 1 5.0 

Negotiation 30 5 6.0 

Execution 240 30 8.0 

Confirmation 60 5 12.0 

Settlement 720 60 12.0 

Total 1055 101 10.4× 

 

4.2. Governance, Compliance, and Risk Management 

Autonomous financial agents must be capable of operating 

with appropriate levels of governance, compliance, and risk 

management. The decisions they take during transaction 

orchestration must be auditable; their actions should be 

explainable, with clear reason codes if they are rejected; 

and agents must operate in accordance with regulatory 

requirements, which may differ across jurisdictions. In 

systems with low latency or high volumes, custodial and 

other third-party responsibilities should be segregated into 

different agents, with custody of client funds residing with 

a separately registered payment institution or bank known 

to possess a license to operate at the required settlement 

layer. 

These requirements can be addressed as follows. First, 

agents can be designed to log their actions and decisions in 

immutable form, with verification keys provided to a 

trusted third party, thus enabling third-party audit while 

maintaining the agents' inherent capacity for autonomous 

operation. Second, agents can be deployed in a way that 

third parties can probe them and seek explanations for 

rejected offers and other actions (up to a suitable limit). 

Third, agents' operations with clients can be constrained 

and enforced with the use of (non-positive) contracts. In the 

case of cross-border payments, this opens the pathway to 

enabling compliance by design. A Regulatory Compliance 

Agent could acquire the necessary licenses and oversee all 

parties in the payment operation—service providers, 

gateways, banks—ensuring that all regulatory requirements 

with respect to customer identification, money laundering 

detection, risk taking, and costs are met. All contracts, 

including risk filters, could be registered and visible to this 

third party and used for automatic sanction or embargo 

checks. Custody management of client or institutional 

funds can be allocated to a separate Payment Custodian 

Agent, trusted by all the other agents and registered as a 

licensed financial institution. 

 

 

5. Architectural Paradigms for Cross-

Border Orchestration 
 

Two architectural paradigms emerge when considering the 

orchestration of complex actions in cross-border 

transactions. The first is an abstract, multi-layered stack 

consisting of the following components: a central layer that 

coordinates and steers the various participants; 

orchestration engines that are specific to the function and 

control the processes of individual stakeholders; and 

terminal connections that set up the transaction with users, 

payment systems, and liquidity providers. The second is a 

service-oriented approach supported by a microservices 

architecture, where external developers can create new 

capabilities for the transaction processes and institutions 

can offer their services and assets as APIs. 
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The orchestration of autonomous financial agents and other 

automated decision-makers is best viewed as a central 

layer. Such systems are charged with acting in the best 

interest of constituents—initiating transactions, identifying 

real-time pricing, selecting service providers, spotting 

market anomalies for settlement optimization, coordinating 

multiple participants to complete a transaction, managing 

exceptions, and more. The services provided to these agents 

are defined by the execution of specific contracts, with 

well-defined input information and exit criteria, and their 

addressability follows a request/reply pattern. Any 

established standards for the structuring of messages, 

especially message schemas, can be reused and supported, 

including harmonization of data in explicit message 

transformations. Other aspects that require definition and 

standardization are the creation of identities and 

cryptographic sets, the specification of security measures, 

and the management of data access rules. Many of these are 

already covered by the ISO 20022 Mapping for the Cross-

Border Payments and Reporting plus Additional 

Requirements Message Set. 

 
Fig 3: Autonomous Financial Orchestration: Multi-

Layered Stacks and Microservice Architectures in ISO 

2022-Compliant Cross-Border Systems 

 

5.1. Agent-Based Orchestration Layer 

The agent-based orchestration layer supports the 

management of autonomous agents and serves as their 

primary interface for interaction with the underlying data 

and service environment. It performs four main functions: 

(1) managing the lifecycle of individual agents, (2) 

mediating interactions between agents during transaction 

processing, (3) reconciling data from various sources, and 

(4) linking to legacy systems of record and control. 

The orchestration layer does not define solution logic or 

provide specialized service functions; rather, it enables 

other layers (e.g., business process, choreography) and 

third parties to build value-added services. Like other 

layers, it must be designed with properties such as user 

experience, security, availability, and performance in mind. 

Fault tolerance is crucial, not least because agent-based 

approaches are still unproven and many agents might not 

be subject to constant or rigorous operational controls. 

Various levels of service and autonomy within 

autonomous-agent approaches will require programmability 

across a spectrum—from proactive control through explicit 

choreography and orchestration to true autonomy with 

agent-based approaches. This also implies potential agent 

interoperation with legacy systems, support for externally 

managed agents (e.g., for auditing), and appropriate levels 

of central coordination. 

 

Verification 

strength 𝑣 

Total 

latency 

(min) 

Non-

compliance 

probability 

Expected 

penalty ($) 

0.0 45.0 0.2500 1250.00 

0.1 45.6 0.1852 925.95 

0.2 47.4 0.1372 685.82 

0.3 50.4 0.1016 508.04 

0.4 54.6 0.0753 376.63 

0.5 60.0 0.0558 278.95 

0.6 66.6 0.0413 206.58 

0.7 74.4 0.0306 153.05 

0.8 83.4 0.0227 113.36 

0.9 93.6 0.0168 83.97 

1.0 105.0 0.0124 62.25 

 

5.2. Protocols and standards for Interoperability 
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A number of considerations are critical for agents design 

decisions: the properties required for agents’ operations to 

be efficient and effective; the necessary terminology for 

implementation; and the protocols and standards 

guaranteeing agents’ interoperability through both 

hardware and software that enable their joint operation. 

Both the messages exchanged between the participating 

parties and the semantics of the messages are to be 

specified. Data needs to be harmonized according to the 

infrastructure on which the agents operate, addressing 

issues that are essential for message and algorithm 

execution. Infrastructure component policies (identity 

management and crypto certificate issuing, key 

management, access APIs, etc.) are considered for agents’ 

software implementation and operation. Such policies are 

covered by common standards, which should preferably be 

re-used. The main focus here is on software protocol 

standards from the software layer perspective. 

Interoperability between agents warrants the joint 

performance of the multi-party automated execution of 

transaction life cycles, considering several aspects and 

addressing associated problems. Message schemas and 

bothersome issues are detailed here Lack of compliance 

between parties generates delays (loss of efficiency) or 

leaving such problems unattended can expose participants 

to fraud. It is common and necessary to maintain such 

properties in any electronic transaction; therefore, it is 

necessary to guarantee that agents check such properties 

and services operate in compliance with regulations. The 

problem should be reduced to one party not complying 

after execution and thus submitting the system to risk. 

Auditable agents exposed the problem and provided 

explanation and accountability features. They comply with 

regulations. 

 

6. Transaction Lifecycle with 

Autonomous Agents 
 

The autonomous agent-based model of transaction 

orchestration provides a new lens for examining the 

transaction lifecycle with implications for all stages, from 

initiation through negotiation and execution to confirmation 

and settlement. Each stage is linked by relevant decision 

points that confirm, shape or alter the data requirement–

gathering process and agent actions. Figure 10 illustrates 

the stages of the lifecycle and associated autonomous 

decisions. 

In the initiation stage, an entity wishing to send a payment 

or other asset generates a contract together with any 

accompanying SLA and risk filters required by the nature 

of the asset, the underlying business purpose, any 

regulatory requirements, and the risk appetite of the 

initiator. The contract is then published to the matching 

service where agent entities acting in the capacity of 

senders can discover and evaluate the contract. Dashboards 

allowing manual confirmations are feasible at this stage for 

agents assisting humans. 

 
Equation 3 : Core variables  

 Latency (multi-second to multi-day in current 

systems) 

 Compliance verification (AML/CFT/sanctions + 

contractual/SLA compliance) 

 SLA scoring to choose counterparties and 

minimize monetary + reputational loss 

 Negotiation/contracting + risk filters + 

penalties 

We’ll define: 
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Lifecycle latency 

Let the stages be 𝑠 ∈ {init,neg,exec,conf,settle}. 
Let stage latency be ℓ𝑠 ≥ 0. 

Then total end-to-end latency: 

𝐿  =  ∑ℓ𝑠
𝑠

 

Compliance verification “strength” 

We’ll model: 

 Verification increases time: 𝑇ver(𝑣) 

 Verification reduces probability of non-

compliance: 𝑝nc(𝑣) 

Expected penalty / loss 

If non-compliance happens (regulatory breach, SLA 

violation, failed exception handling), let penalty be 𝑃 

(money + expected reputational cost). 

Expected penalty: 

𝔼[Penalty] = 𝑃 ⋅ 𝑝nc(𝑣) 

6.1. Initiation and Negotiation 

Cross-border transactions are instantiated and negotiated 

within the agent-based orchestration layer. An initiating 

agent submits a transaction request that specifies the 

originator and beneficiary of the transaction, the relevant 

amount in the originator's currency, and the expected 

settlement timing. All Data fields described in Section 2.2 

need to be filled in for the transaction to be processed, even 

if only implicitly. The agent starts the initiation process by 

choosing the messaging schema for the transaction request 

based on the originator's and beneficiary's own Data 

schemas and thereafter, finding an interoperable Data 

schema with sufficient coverage supported by the 

counterparty's Data Access Layer. All Data fields can then 

be filled with the help of the Data Access Layer applied to 

the originator's identity and its Data Access Layer. 

Typically, the request will also include a Service Level 

agreement (SLA) with performance bounds and penalties. 

The message is propagated downward until a complete 

transaction description is obtained and the negotiation of 

contract terms is triggered. The initiation and negotiation 

stages include several key decision points. Risk filters may 

be applied on the service contracts proposed by the 

counterparty agents or on the set of initial counterparts 

available to the initiating agent. A party's potential failure 

in fulfilling the agreement may be accounted for by proper 

penalty terms at the outset. Counterparty discovery may be 

based on reputation and trust systems, possibly involving 

closed or federated trust domains, or ad-hoc. The process 

captures some of the complexity required to support real-

time inter-institutional contracts at the time of business 

deal-making without having to accommodate for every 

transaction class and its special features beforehand. 

Once the transaction contract, possibly integrating multiple 

service contracts, is formed, it is sent back towards the 

initiating agent side for validation. The actual embedding 

contract is next negotiated, ensuring that every contract 

element—also including timing terms and motives—are 

verified and validated. If all is considered correct, the 

transaction leaves the initiation–negotiation phase for the 

execution stage in the transaction life cycle. 

 

7. Conclusion 
 

The proposed agent-based orchestration layer offers a new 

approach to automating complex workflows for cross-

border transactions among decentralized networks. The 

benefits of cross-border transaction orchestration using 

agent-based technology outweigh the associated risks. 

Automated regulatory compliance, risk assessment, and 

auditing functions, when plant in agents of different types, 

relieve individual parties from extensive regulatory burdens 

and reduce the overhead of auditing access to identity 

photos and other sensitive information. Nevertheless, 

research is required to ensure that the increased agent 

market does not become a source of risk concentration in 
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the global system. 

 
            Fig 4: Distribution of Systemic Outcomes 

 

Future research should also develop technical and 

operational specifications for payment systems and explore 

pathways toward governance and regulatory frameworks 

that establish credibility and trust in agents supporting 

cross-border transactions among parties lacking a 

preexisting relationship. For example, a decentralized 

public-key infrastructure could provide a credible trust 

anchor for a public-key (crypto)identity scheme. The net 

outcome of successful research and implementation in 

these areas would be a set of agents incorporating official 

KYC/AML lists and other commonly controlled 

information that banks could use to augment the semi-

autonomous capabilities of their payment systems without 

exposing them to the risk and expense associated with a 

general proposal for the public adoption of agent 

technology. 

 

7.1. Future Directions and Implications for Cross-

Border Payment Systems 

Future Directions and Implications for Cross-Border 

Payment Systems 

The findings suggest that agent-based orchestration 

provides new opportunities for scaling cross-border 

payments, but also creates risks that must be addressed 

through regulation, oversight, and continued evolution of 

the payments ecosystem. These benefits and risks merit 

exploration as implementation becomes possible. Having 

the flexibility to specify transaction management 

characteristics such as conditions, service level agreements, 

risk appetite, and other factors opens up the possibilities for 

cross-border transactions with different characteristics. 

Obviously, embracing flexibility comes with the challenge 

of associating governance and controls that provide for a 

desired assurance level or risk profile. 

The level of support for cross-border payment service 

standardisation will be an important consideration for 

payments and fintech architects. Potentially agent-based 

orchestration could evolve into an approach to 

measurements of performance, security, and resilience that 

go beyond traditional Service Level Agreement 

specifications for transactions and better assess the 

integration of processes along the transaction lifecycle. 

Industry initiatives that have been working on defining the 

structure and reducing the complexity of cross-border 

transactions could also have a role to play. It remains to be 

seen whether other stakeholders will embrace agents as a 

way forward and whether the standardisation of agents and 

their governing processes will eventually become a 

regulatory requirement to protect against the risks of a 

vendor lock-in and a lack of resilience. 
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