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Abstract

Fraud detection has been at the forefront of technology and research for decades, focusing on the right techniques and tools for
accurate detection in a digital banking system. With the introduction of big data in various domains, its technologies and tools
lend eyes and ears to businesses, ensuring rapid and accurate decision-making. The financial domain has evolved immensely with
the introduction of cards, mobile banking, and internet banking; security has also become crucial for banks and their customers.
Fraud detection and prevention in the banking environment is a costly affair, leading to financial losses for banking sectors,

retailers, and the customers themselves.

Members of the fraud detection and prevention team work under increasing pressure to act blazily and investigate major frauds.
To meet these demands, state-of-the-art and new technologies have been explored. The use of big data analytics techniques and
algorithms on the can detect fraud effectively and help in fraud prevention. When applied to a banking environment, red-flags are
generated in an ethical manner, providing the necessary information to the fraud detection team so they can act decisively
regarding standing transactions. The use of Big Data Analytics can help detect fraud early in the banking process.

Keywords : Big Data, Data Mining, Big Data Mining, Data Security, Security Activities, Cloud Environment, Banking Sector,
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1. Introduction

“The digital banking revolution has led to changes not only
for customers but also for fraudulent activity. Thieves are
now taking advantage of stories of banks’ digital makeovers
and computerized systems to create new and illicit ways of
stealing money.” A comprehensive survey on the detection
and analysis of online banking fraud has been presented in,
which provides an overview of different types, stages, and
detection schemes of online banking fraud.

Banking data is typically accumulated over a long period of
time. Thus, it possesses intrinsic characteristics relating to
the level of exploration. It is tedious for fraud analysts to
identify items that can potentially help develop systems that
allow significant improvements in the detection of fraud. In
response to this challenge, an exploratory method for new
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fraud patterns has been presented in—a parallel temporal-
driven approach proposed based on the fact that fraud can be
detected at different levels, types, and characteristics of data.
Methods for banking fraud detection have also been studied.
In addition, Wikipedia has provided an overview of the
different fraud detection methods: behavior-based,
engineered feature-based, simulation-based, correlation-
engineered, game-theoretic, and graph-based methods.

In a distributed banking environment, graphical analysis
tools that can visualize fraud detection results, cluster
algorithms that enable automatic cluster settings, and heat
map views that summarize change patterns are also
necessary.
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Fig 1: Big Data for Fraud Detection

2. Fundamentals of Big Data Analytics in
Banking

Digital disruptive technologies enable the digitalization of
bank service operations — such as mobile banking operations
through near-field communication — that generate large-
quantity transaction data. These transaction data serve as a
basis for bank management and risk control. In the banking
sector, information technology serves as a support system
that complies with regulatory requirements and reduces
operational costs. However, it cannot replace the core
competence of banking institutions. To maintain sustainable
competitiveness, banks have to constantly learn and utilize
analytic tools to create new business value. Fraud detection
using a large quantity of digital transaction big data every
second can be useful for prevention and can guarantee
customer trust.
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In a digitalized banking enterprise, a fraud detection system
needs immediate detection and alert functions, with control
decision-making based on big data analytics. Banking
system design and information architecture must be
improved to support real-time data access instead of periodic
data batches. Tools such as Big Data Analytics with
sufficient computing power, storage, access speed, and tool
library become indispensable and even urgently needed
prerequisites that should be introduced into the banking
operation. Using Big Data Analytics tools for fraud detection
can be an appropriate application area.

Equation 1: Risk Equation (Fraud Risk Score) —
complete derivation

[ ]
e  Xx3:device change (0/1)
e x4:geo mismatch (0/1)

e  x5: merchant risk score (0..1)

Step 2 — Put indicators on comparable scale (normalization)

If x; is “amount” and x, is “velocity”, their numeric ranges
differ, so we standardize.
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For each numeric indicator x, define mean p, and standard
deviation o,:

1 1
Hx = ;2?:1 Xi0x = |7 ?:1("1' = Ux)?

Then the z-score standardized value is:

X = Hx
z7=—"=
Oy

Step 3 — Weighted risk score (“risk equation™)

Let weights be wy, ..., wy. Then:

k
=

where X; are normalized/standardized indicators (or raw 0/1
indicators for boolean features).

Expanded for 5 indicators:

R = wi X + wyX, + WaXx3 + Wyxy + WsXs
3. Fraud Typologies in Digital Banking

Fraud typologies in digital banking are categorized into
Unauthorized Access, Phishing Fraud, and Hacking Theft.
Unauthorized access occurs when an account holder is
denied access to their accounts due to hacking, loss of
password, etc., and an illegal person gains access to their
accounts. Phishing fraud involves spurious emails from
attackers masquerading as banks or banking-related
organizations, and if users click on these emails, their system
gets infected with a Trojan horse and the consequent theft of
their bank credentials. In hacking theft, fraudsters resort to
corrupting the server of the banking institution with the aim
of theft of data from the banking institution.

Fraud Indicator (On the bank-uploader) is determined based
on various parameters, through which it can be known

whether there is a fraud risk involving a specific transaction.
The Risk Equation for Banking Fraud on the Bank Uploader
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determines risk by reviewing various indicators. The
position of the indicator is detected by techniques from the
field of statistical quality control. When risks are detected,
the "risk indicator" position is immediately sent to the search
engine, from where the corresponding result is displayed as
1if fraud is detected and as 0 if it is not detected.
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Fig 4: Digital Payment Frauds

4. Data Quality, Governance, and
Compliance

The success of implementing fraud detection models
depends on the quality of data used for training and testing.
Organizations can incur huge losses if wrong decisions are
made owing to a poor quality dataset. Government
regulations such as the General Data Protection Regulation
(GDPR) and Payment Card Industry Data Security Standards
(PCI DSS) affect the organizations in the banking and
finance sector. Improper handling of Personally Identifiable
Information (PI1) or confidential data, which has an impact
on customer privacy or sensitive data related to security, can
result in heavy penalties. Companies should have data
security mechanisms in place at sensitive locations such as
smartphones, tablets, operating systems (Windows, UNIX,
i0S), databases, and web applications. Data governance
mechanisms ensure the right people can access the right data
at the right time for the right reason. The ChoiceNet dataset,
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captured from real financial transactions, originates from a
digital banking application and a banking partner.

Framework Processing style Key idea
Apache True real-time compute as data
Storm (event-by-event) arrives
Spark Micro-batch batch small time
Streaming slices
Apache S4 Stream processing | sensor/event

stream focus

Table: Streaming frameworks mentioned

Blockchain is becoming a very popular technology,
especially in finance. Blockchain-based solutions for fraud
prevention are emerging daily, and such models need
organizations to consider the security, privacy, and
confidentiality aspects of the customer. These attributes can
be assured in blockchain-based models, as blockchain
ensures that sensitive customer information along with smart
contracts remains secure, private, confidential, and
immutable. Security mechanisms such as zero-knowledge
proofs, multi-party computation, and differential privacy can
address privacy concerns in blockchain-based applications.

Equation 2: Statistical Quality Control (SQC) threshold
— step-by-step (control limits)

Step 1 — Compute mean and std of risk score

Given recent scores Ry, ..., Ry:
_1yn R _ |lymn R: — 2
Hr = nzi:1 i Op = nzi:1( i~ Hr)

Step 2 — Upper Control Limit (UCL)

UCL = 12573 + 30'R
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Step 3 — Use UCL as threshold
y =1[R = UCL]

That is exactly how “SQC detects the indicator position” can
be implemented mathematically.

5. Analytical Techniques for Fraud
Detection

The pervasive reliance on technology in modern banking
systems has resulted in increased vulnerability and
susceptibility to fraud. Expenses incurred in responding to
and preventing fraud are augmenting year on year. Online
access provides criminals with new ways to penetrate
financial institutions, increasing their ability to target
customers and operate undetected. Fraudulent transactions
encompass a diverse spectrum of threats, originating from
various actors and taking place across different vectors.
Fraud detection is thus considered one of the major
applications of the Big Data analytical technique. The intent
of applying holistic fraud assessment models is to determine
customers with more risk, thereby predicting and reducing
fraudulent incidents, mitigating losses incurred from fraud,
and combating fraudsters effectively.

All companies, regardless of size, must devise effective and
competent plans to manage fraud. The more prevalent the
detection of a crime in a bank's client database, the greater
the risk it faces. Fraud detection poses a challenge for
strategies and processes in banking institutions. Advanced
data mining techniques are used to identify hidden patterns
and are useful for predicting trends. Financial institutions are
frequently targeted by fraudsters as it is relatively easy to
initiate an activity on the Internet without being detected.
Moreover, it is possible to drain a customer's bank account
directly without being verified, since many banks provide a
set of algorithms for fraudulent detection. However, these
algorithms often fail to provide satisfactory results in
mitigating and predicting fraudulent transactions.
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Fig 3: Modern Fraud Detection Using Data
Analytics

6. Machine Learning and Al in Fraud
Prevention

Machine learning and Al-based systems provide several
advantages over traditional rules-based fraud detection
approaches. Instead of requiring constant and complex
tuning to take account of changing fraud behaviours, these
systems automatically adapt to new fraud characteristics,
allowing for a wider range of potential fraud types to be
covered. Instead of requiring long history datasets, the online
learning capabilities of these models allow the use of short
datasets by continuously training on history observations.
Finally, the capability of ensemble techniques to combine
multiple models trained on different datasets and feature
representation allows the creation of models with higher
detection accuracy even with small training samples. Future
research needs to investigate the performance of these
systems on online datasets with a wider range of fraud types
and their computational time.

New imitation-based fraud types are not detected in a timely
manner using existing rules or feature heuristics. Detecting
such new fraud types is highly important in fraud detection.
From the feature representation of the feature space, it can
be observed that data points using multiple different feature
representatives are dispersed, y while data points imitating
the representatives of K-rings are relatively concentrated.
This suggests that the creation of detection systems that
cover these K-rings is highly important. Ensemble
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techniques that can create multiple models using different
subsets of the dataset can capture such concentrated data.

Equation 3: ML/AI scoring equation (aligned to section
“Machine Learning and AI”)

Step 1 — Linear score

k
S=b+ZWij
j=1

Step 2 — Convert score to probability (sigmoid)

Sigmoid function:

1
1+es

o(s) =

So fraud probability is:

1
P(fraud | x) = ————F—————
( U | ) 1+ e—(b+ZWij)

Step 3 — Convert probability to decision 0/1
With probability threshold :
9 =1[P(fraud | x) = 7]

This is the ML version of producing the same “1 or 0”
output described in the paper.

7. Real-Time Analytics and Streaming
Frameworks

Along with batch processing, streaming processing is also a
significant concern for Big Data, with examples ranging
from stock price tickers to sensor data management and
analysis. Any data source that produces data continuously
and that requires real-time analysis falls into this category.
The current use of techniques from large-scale data stream
processing centers arises from business applications with
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high availability requirements and also from fundamentally
different data-generating processes (e.qg., different types of

widely distributed sensor networks, ranging from scientific
to commercial usage).

llustrative fraud typoiogles (fravdulent subset)
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The most popular and important real-time processing
framework is the Apache Storm real-time stream processing
framework. The main difference to Hadoop’s MapReduce is
that it continues to compute in real time, processing data as it
arrives, and does not require a multi-stage data-intensive
workflow structure. Storm does provide all the
implementation building blocks to compute on streaming
data in real time in the typical MapReduce model, and it
builds on a similar fault-tolerant mechanism to Hadoop’s
HDFS. The second major framework is Apache Spark
Streaming, which extends the Spark Big Data Analytics
framework into the real-time processing space. The Spark
Streaming core differs from real-time frameworks, such as
Storm, in that it preprocesses incoming data into micro-
batches and still exploits an existing Big Data Analytics
framework abstraction and engine. The third important real-
time data processing framework has been designed
specifically to manage and process the incoming sensor data
in an efficient, fault-tolerant manner: the Apache S4
framework.
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Fig 4: BankNet Real-Time Big Data Analytics

8. Conclusion

In conclusion, information mining digs through massive
databases to find earlier unknown, and useful relationships
and patterns that help improve business decisions in many
domains, such as retail, web, and digital banking. Fraud is
not only a gradual theft of the banks in a large fictional
amount but also a complete breakdown of user trust in
institutions and creditability. Whenever traditional methods
are employed to uncover symptoms of fraudulent activities,
it becomes exhaustively impractical as transactional activity
mounts. The detection of fraud through a traditional model is
not only not cost-effective but also an issue that consumes
many resources, spending much time to analyze past
historical data and on extensive supervision-assisted
monitoring.

But the widespread outbreak of the Internet with the
popularity of the WWW (World Wide Web) contributes to
the accompany of an innovative banking system under the
advent of the digital revolution; user-friendly ideas, common
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characteristics; click-and-brick, and click-and-mortar; many
e-business model as well as examine online securities
trading in retrospective support a new challenge for banks
enterprises. Along with the rapid growth of online banking,
it also attracts criminals, basic front-line business
departments constantly encounter various new types of
suspicious transactions, and to offer the bank more effective
and complete fraud detection services in the background,
which requires fraud experts to build fraud detection system
in time. The topics mentioned in this paper are not just a
blue screen but a gentle venture of an innovative banking
environment. The social environment and banking system
present an innovative state under the support of the digital
revolution.
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