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Abstract: Financial systems are becoming increasingly 

decentralized, comprising distributed nodes that interact 

fluidly with customers, suppliers, regulators, and other 

counterparties. These nodes must routinely make fast 

decisions, and growing evidence shows that the absence of 

decisions that are both fast and auditable exposes financial 
institutions to regulatory and reputational risk. 

This work addresses that gap by examining evidence-based 

mechanisms, formal structures, and governance models that 

enable rapid, auditable decision-making across a wide 

range of financial systems—from payment rails to multi-

institutional settlement waterfalls. We introduce the 

decision fabric, a conceptually simple architecture 

consisting of layered abstractions with explicit contracts 

between adjacent layers. Decision fabrics are built on three 

core principles: distributed provenance capture, distributed 

operational risk-control governance, and decision 

governance. Because it is layer-based, a decision fabric can 

be embedded into any system or application that requires 
auditable decision-making. 
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1. Introduction 

Distributed multi-agent systems strengthen the 

resilience of large-scale industrial infrastructure by exploiting 

coordination, autonomy, scalability, and robustness. By 

mapping system properties to resilience goals—availability, 

integrity, continuity, and adaptability—and by making 

corresponding assessments in industrial settings, suitability is 

evidenced. Resilience is supported through the combination 

of theories on multi-agent coordination, capacity for 

autonomous behavior, and willingness to engage in risk-prone 

actions. Specific case studies that employ agent-based 

modeling with distributed planning, decision making, and 

control are examined. 
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Fig 1: AICA Resilience Framework – radar chart of 

Availability, Integrity, Continuity, Adaptability 

Industrial resilience has three views: (1) availability 

and integrity of the service produced, (2) sufficient 

redundancy to ensure continuity of operations despite faults 

and attacks, and (3) adaptability to overcome a disaster by an 

effectual restoration of the service site. The threat landscape 

and its risk sources are characterized, and risk likelihood and 

impact outlined, together with supportive quantitative and 

qualitative metrics. Requirements for continuity of operations 

are stated, including the time during which tasks are 

guaranteed to be performed despite disruption, the framework 

within which redundancy strategies are decided, and the 

acceptable time by which a degraded site should recover its 

intended service use. The potential for resilience is examined 

by considering a specific case where the service is an 

automated supply chain. 

Resilience Score 

𝑅𝑠 = 𝛼𝐴 + 𝛽𝐼 + 𝛾𝐶 + 𝛿𝐷 

 

Where: 

𝐴= Availability, 𝐼= Integrity, 𝐶= Continuity, 𝐷= 

Adaptability. 

2. Theoretical Foundations of Distributed 

Multi-Agent Systems 

The operation of Distributed Multi-Agent Systems 

(dMAS) appears to be based on four intertwined aspects, 

namely: foundational theories underpinning the behavior of 

dMAS, Agent-Based Modeling (ABM), Coordination 

Protocols and Mechanisms, Emergent Artificial Intelligence 

(AI). Together, these aspects provide the theoretical basis and 

practical know-how to specify the required properties of 

dMAS in general, and their relation to industrial infrastructure 

resilience in particular. 

Availability 

𝐴 =
𝑇𝑢

𝑇𝑢 + 𝑇𝑑
 

 

Where: 

𝑇𝑢= Uptime, 𝑇𝑑= Downtime. 

Fundamental theories underpinning dMAS are 

rooted in Charles Taylor’s (1968) thoughts on the social 

sciences, naturally adapted to non-human systems and 

partially reconciled with the current studies in complex 

systems, and evolutionary theories. Industrial infrastructures 

consist of many similar interacting parts at different levels of 

organization, and the key properties of such systems can be 

derived by using the set of fundamental properties stated for 

dMAS. Taylor’s ideas complement the empirical results 

obtained for industrial infrastructures, clarify the role of 

dMAS in the context of modern AI technologies, and support 

the application of dMAS in social sciences. 
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Fig 2: Threat Landscape by Risk Source – Environment, 

Physical, Human, Cyber (likelihood vs. impact) 

 

A. Agent-Based Modeling and Coordination 

Coordination is key to the robustness and efficiency 

of a multi-agent system, spanning shared information, 

collaborative control, joint execution, and consensus-based 

problem-solving. Multi-agent systems release global control 

by distributing low-level decision-making, realizing 

scalability and fault tolerance. Coordination ensures that 

individual choices align with over-arching goals, avoiding 

convergent motion without integration. Multi-agent systems 

for industrial infrastructure continuously support the 

AUTOMATION continuum, spreading responsibilities from 

edge devices to system servers that support, rather than 

control, operation, maintenance, and recovery. 

For addressing operational challenges, data from 

the network's comprehensive surveillance layer anticipate 

needs in a timely manner, enabling out-of-band scheduled 

interventions; higher-level sensors and resources operate 

under event-driven control; and maintenance, policing, and 

recovery activities are organized by joint execution and 

consensus protocols. Dynamic reallocation discovers groups 

forming and dissolving by necessity rather than by explicit 

planning, adapting continuously to changing conditions. 

Continuous availability and reliable integrity should remain 

under normal conditions, while continuity of operations, 

practicability of recovery plans, and opportunistic redundancy 

offset vulnerabilities in those dimensions. 

Risk Value 

𝑅 = 𝑃𝑡 × 𝐼𝑡  
 

Where: 

𝑃𝑡= Threat probability, 𝐼𝑡= Threat impact. 

3. Industrial Infrastructure Resilience: 

Concepts and Requirements 

Research on industrial infrastructure resilience has 

framed the subject using concepts like availability, integrity, 

continuity, and adaptability (AICA). These notions cover 

basic operational capabilities, desired behavior for load 

transfer on failure, preparatory redundancy measures, and 

long-term adjustments. Related requirements address 

indicators (metrics governing the choice of algorithm or 

method), the threat landscape (risk sources, likelihood, 

impact), continuity of operations (performance during 

disruption), recovery properties, and time and cost 

considerations. 
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Fig 3: Layered dMAS Architecture – Edge → 

Communication → Coordination → Central Server layers 

Industrial infrastructure is a class of critical system 

that includes power, telecommunications, transportation, 

finance, liquid fuel, and gas networks. These systems 

typically exhibit large size and complexity, service a wide 

variety of users that require different qualities of service, and 

provide a mix of commercial, public, and end-consumer 

services. Resilience implies added external and internal 

robustness against risks from hostile human behavior and 

system faults. Greed and negligence of employees, criminals 

making a profit, terrorists aiming at disruption, hackers 

looking for notoriety, industrial espionage, dishonest 

competitors, and unfriendly nations all represent real and 

substantial threats. Efforts to understand the relevant threat 

landscape have produced extensive catalogs and studies, and 

consensus has emerged that malicious humans can inflict 

deliberate, intelligent, and unpredictable damage. Thus, 

catastrophic failures resulting from attacks can be both 

complex and costly to mitigate. 

Redundancy Factor 

𝑅𝐹 =
𝑁𝑏
𝑁𝑎

 

 

Where: 

𝑁𝑏= Backup nodes, 𝑁𝑎= Active nodes. 

A. Threat Landscape and Risk Assessment 

Industrial infrastructures face a range of potential 

threats, including natural phenomena, act of God, accidents, 

human errors, malicious acts, and systemic failures. Risk 

sources can be classified into four categories: a) environment, 

b) physical, c) human, and d) cyber. The likelihood of future 

disruptive incidents can be assessed based on historic data, 

examination of past incidents and near-miss cases, and 

statistical studies. A combination of quantitative and 

qualitative methods, the latter relying on expert judgments, 

can be used to determine the impact of potential disruptive 

incidents on the required continuity of operations and service. 

Table 1. Core Resilience Attributes 

Attribute Meaning 
Role in Industrial 

Infrastructure 

Availability 

Service 

remains 

accessible 

Maintains operation 

during normal and 

stressed conditions 

Integrity 

Data and 

control remain 

reliable 

Prevents corrupted or 

false information 

Continuity 

Service 

continues 

during 

disruption 

Supports critical 

functions during 

failures 

Adaptability 
System adjusts 

after disruption 

Enables recovery and 

restoration 

Continuity of operations refers to the capability of 

an organization to continue to perform its essential functions 

during a disruption, be it natural or human-induced; this 

concept links to the analysis of prospective risk. The three 

classes of continuity strategies are redundancy, recovery, and 

restoration. Redundancy allows maintaining the same level of 

service during a disruptive incident by switching to an 

unexpected or less preferred functioning mode. Recovery 

refers to the planned resumption of proper operations after the 

incident has passed; recovery-related objectives specify the 

parts of the system that must be restored by the business after 

a disruptive event. Restoration means the capability to return 

to normal operations at some point after the incident. Finally, 

the required degree of resilience encompasses all five 

preceding principles and reflects the level of service provision 

during disruption. 
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Fault Tolerance Index 

𝐹𝑇𝐼 =
𝑁𝑠
𝑁𝑡

 

 

Where: 

𝑁𝑠= Surviving agents, 𝑁𝑡= Total agents. 

 

B. Continuity of Operations and Redundancy 

Continuity of operations is a core goal in resilience-

building strategy, defined here as the ability to continue 

providing critical services and functions before, during and 

after disruptive events. Redundancy is a commonly adopted 

strategy for enhancing continuity of operations, in which 

backup or excess capabilities are employed to absorb the 

effects of disruptive events. This redundancy may manifest in 

many forms, such as alternative pathways in transportation 

networks and alternative sources of power for critical 

facilities. Historical records of catastrophic failure offer one 

way to determine the redundancy levels required for 

continuity of operations. In addition, redundancy levels can 

be set to achieve defined recovery objectives, such as 

restoring a transport network within a predefined number of 

hours after a flooding event. 

Table 2. Multi-Agent System Features 

Feature Description Resilience Benefit 

Coordination 

Agents share 

information and 

actions 

Improves 

collective 

decision-making 

Autonomy 
Agents act 

independently 

Reduces 

dependence on 

central control 

Feature Description Resilience Benefit 

Scalability 
System grows 

across many assets 

Supports large 

industrial 

networks 

Robustness 
System tolerates 

faults and attacks 

Prevents complete 

service failure 

Continuity of operations can also be ensured 

through the application of redundant control schemes that 

govern the operation of a civil infrastructure system. 

Redundant control schemes facilitate rapid control system 

reconfiguration following a disruption.  

4. Architecture of Distributed Multi-Agent 

Solutions 

Solutions based on distributed multi-agent systems 

(MAS) should be tailored for the addressed context in order 

to be effective. Design decisions take into account critical 

attributes of the context while maintaining a general CSI 

orientation. The main features of the involved architecture, 

inspired by the considerations presented above, comprise 

layered implementation, a set of defined interfaces, and 

support for interoperability among solutions developed by 

different organizations. Fundamental aspects of the system 

architecture are discussed, focusing on the roles of agents, 

central servers for specific tasks (when needed), and edge 

components with more limited resources located close to the 

physical assets of the critical system, responsible for data 

gathering and some decision-making. 

Consensus Decision 

𝐷𝑐 =
1

𝑛
∑𝑑𝑖

𝑛

𝑖=1
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Where: 

𝑑𝑖= Decision of agent 𝑖, 𝑛= Number of agents 

Emergent properties of multi-agent systems are 

largely determined by how they control their interactions and 

information exchanges. For situational awareness and other 

functionalities requiring information from multiple agents, 

these capabilities can be implemented in central servers. 

However, such servers should be designed to avoid becoming 

scalable bottlenecks and single points of failure. Data fusion 

and the integration of information from multiple 

heterogeneous sensors are key challenges. State estimation is 

fundamental for continuity of operations, and its quality 

directly influences the overall level of safety and security of 

the critical system. Situational awareness possesses a primary 

role in risk assessment, being modeled as a consistency check 

on the information flowing through the system. 

A. System Architecture and Layering 

The architecture of distributed multi-agent 

solutions in industrial contexts emphasizes practical design 

while avoiding excessive detail. The system comprises multi-

agent solutions and other solutions hosted on central servers 

and edge components. Multi-agent solutions typically reside 

on the central servers. They are composed of multiple agents 

defined in a shared communication environment, allowing 

them to communicate with one another and support any 

application that requires information fusion, data transfer, or 

distributed decision-making. Applications for edge 

components are hosted on two dedicated open-source 

software applications. Edge components and the central 

servers can be operated independently or together. The edge 

components provide interfaces to industry-specific data 

sources and act as multi-agent nodes processing distributed 

elastic data. Alternatively, multiple edge components connect 

to a central server that aggregates their data, applying any 

multi-agent solution that cannot be hosted at the edge layer. 

Seamless data and information sharing across all 

components is essential. Four data fusion, sensor 

management, state estimation, and situation-awareness 

functions address this need. Data fusion answers requests for 

critical information needed by modules and agents across the 

system. Sensor management ensures that the effect of faults 

and attacks on the sensors is minimized. State estimation 

prepares local state-estimation requests into a centralized task, 

allowing each participating edge component to contribute by 

monitoring the part of the system within its own local horizon. 

Situation awareness responds to information requests related 

to different domains, such as enemy activity, environmental 

conditions, and the physiological and emotional state of 

human agents, by fusing relevant information from the 

contributing nodes. 

Table 3. Industrial Threat Categories 

Threat 

Category 
Examples Possible Impact 

Environmental 
Flood, fog, snow, 

disaster 

Service 

interruption 

Physical 

Equipment 

failure, asset 

damage 

Operational 

breakdown 

Human 
Error, negligence, 

malicious acts 

Safety and 

reliability risks 

Cyber 
Hacking, message 

corruption 

Control and data 

compromise 

B. Data Fusion and Situation Awareness 

A distributed hazard monitoring and forecasting 

system involves a multitude of sensors distributed over a wide 

area, detecting local hazard conditions, relaying them to 

nearby edge nodes, and facilitating localized hazard warnings. 

Such a system lays the foundation for the situation-awareness 

layer and global hazard model across the agent-based system. 
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Data Fusion Output 

𝐹𝑑 =∑𝑤𝑖

𝑛

𝑖=1

𝑥𝑖 

 

Where: 

𝑥𝑖= Sensor input, 𝑤𝑖= Weight of sensor 𝑖. 

A common requirement for large-scale multi-sensor 

systems is the fusion of data streams at designated 

aggregation points. Some aggregate the sensor data into joint 

hazard state estimations, while others retrieve local-data 

streams from all adjacent neighbor sensors to identify possible 

anomalous sensor behaviors. The information of different 

sensors is combined so the situation-awareness layer can 

assess the hazard situation around its edge node location. It is 

also possible to apply new detected hazards to a local hazard 

model among neighboring agents to enhance prediction 

accuracy. 

Communication Reliability 

𝐶𝑅 = 1 −
𝑀𝑙

𝑀𝑡

 

 

Where: 

𝑀𝑙= Lost messages, 𝑀𝑡= Total messages 

Consideration should also be given to the 

integration of data from heterogeneous sensor sources. For 

example, social media user-generated content can be fused 

with the data from government-maintained embedded hazard 

monitoring systems to provide information about fog and 

heavy snow. The situation-awareness functionalities evolve 

over time since past information can be utilized by agents to 

learn historical regional hazard patterns and apply ensemble 

learning to enhance the performance of the region model. 

Such an online machine-learning approach makes a 

distributed system more scalable by requiring fewer training 

samples when dealing with localized hazardous events. 

C. Distributed Decision-Making Mechanisms 

A variety of distributed decision-making 

mechanisms have been explored and documented within the 

context of distributed multi-agent systems. Agencies have 

been designed to facilitate distributed consensus, conduct 

dynamic auctions, support event-triggered control actions, 

handle priorities among teams, and resolve conflicts between 

agents or teams. These mechanisms can be employed either 

separately or in combination, adapting to the specific needs at 

hand. 

Consensual decisions are particularly critical during 

the sensing and situation-awareness phases, where formalized 

agreements on the interpretation of real-time observations are 

crucial. Consensus mechanisms have been designed for 

sampling applications with communication constraints, and 

experimental results highlight the benefits of group 

formation, efficiently managing both reliability and 

bandwidth. In the context of distributed auctioning, agents 

place offers corresponding to the information they can 

provide in response to an event, with the best offer ultimately 

accepted according to a pre-established auction protocol.  

Recovery Efficiency 

𝑅𝐸 =
𝑆𝑟
𝑇𝑟

 

 

Where: 

𝑆𝑟= Restored service level, 𝑇𝑟= Recovery time. 

In team-based solutions, agents may have 

competing objectives that need to be addressed. To manage 

such scenarios, priority information has been incorporated 

into distributed optimal control problems, allowing for 

prioritized control of multi-agent systems. Priority-based 
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optimal solutions reduce overall cost by transferring 

allocation responsibility from low-cost agents to those with 

greater capacity, while guaranteeing satisfaction of all team 

members. Mechanisms that account for conflicting interests 

among agents or groups have likewise been considered: a 

fuzzy-clustering formulation enables distributed suboptimal 

control of heterogeneous cooperative multi-agent systems, 

while dissipative dynamic games provide a means for conflict 

resolution. 

Table 4. Continuity Strategies 

Strategy Purpose Example 

Redundancy 

Maintain service 

using backup 

capacity 

Alternative power 

or network path 

Recovery 
Resume proper 

operations 

Planned post-

incident restoration 

Restoration 
Return to normal 

service 

Full system 

recovery after 

disruption 

5. Methods for Ensuring Robustness and 

Reliability 

Fault-tolerance mechanisms enhancing the 

robustness and reliability of distributed multi-agent systems 

protect against communication network faults and 

malicious/accidental attacks by enabling graceful 

performance degradation in the face of selected failures. 

Maintaining the availability of components and 

communication paths increases trust and willingness to use 

the system, mitigating single points of failure. Fault-tolerance 

measures extend to communication protocols, preventing 

cascading network failures; measures against loss of message 

integrity, latency, or ordering further support reliable 

communications. 

Graceful Degradation 

𝐺𝐷 =
𝑃𝑑
𝑃𝑛

 

 

Where: 

𝑃𝑑= Degraded performance, 𝑃𝑛= Normal performance. 

6. Conclusion 

The presented analysis demonstrates that 

distributed multi-agent systems are suitable for enhancing the 

resilience of large-scale industrial infrastructure. The 

resilience of such infrastructure comprises four attributes: 

availability, integrity, continuity, and adaptability. A detailed 

breakdown of each attribute identifies a corresponding set of 

requirements. Distributed multi-agent systems realize the 

identified requirements through key properties, among which 

support for coordination, autonomy, scalability, and 

robustness are essential. Coordination requirements depend 

on the particular context and involved agents; when enabled 

by coordination protocols, these requirements can often be 

satisfied without complex and computationally expensive 

optimization. The threat model in industrial settings is larger 

than in most other applications. Factors capable of imposing 

affect or disrupting operation stem from both the environment 

and the human factor. In most cases, risk sources can be 

classified in terms of likelihood and potential severity. 

Industrial continuity of operation is defined as a specific 

minimum level of performance. This minimum performance 

can be satisfied even under disruption by means of 

redundancy at different levels—equipment, routing, or 

functionality. Related redundancy strategies can also be 

extended beyond the core level of a particular system or 

service. Essential redundancy can be guaranteed by the 

inherent properties of the distributed and multi-agent nature 

of the solution. 

The diverse set of threats and related risks mandates 

a continuity of operation that goes beyond normal availability 
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levels. In extreme cases, the objective may be complete 

recovery in terms of performance. Euskaltren, the railway 

company of the Basque government, constitutes a suitable 

experimental test case for the analysis of distributed multi-

agent solutions. Present results concern available designs in 

optimized consistency control for the specification of role 

priority in decision controls. Practical implementations of the 

proposed distributed multi-agent concepts must be validated 

in other areas of application. The effort should assess the 

various levels of adaptability, including the possibility of the 

emergence of pre-specified new functionalities. Finally, new 

possibilities for policy or standard setting also emerge from 

the analysis. In such a manner, the previous effort starts to fill 

the gap between technical research and high-level definition 

of the future of large-scale multi-agent natural digital twins 

and Digital Twins. 
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