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Abstract 

Autonomous Audit Intelligence (AAI) is a specialized form of autonomous artificial intelligence that performs continuous 

internal audits in complex, data-rich operational environments such as manufacturing. An AAI system operates on data produced 

by operational systems to verify compliance with requirements. By monitoring requirements such as industry regulations, 

corporate policies, and best business practices, the monitoring and telemetry capabilities of AAI systems enable the detection of 

operational anomalies and deviations. Such anomalies in turn trigger investigative audits that seek to isolate and determine the 

cause of a specific incident. A two-layer architectural framework supports AAI for manufacturing infrastructure. The lower layer 

represents the telemetry, sensing, and monitoring infrastructure that provides extensive real-time data acquisition. The upper 

layer addresses data quality, integration, agility, security, and provenance. Several core AI technologies are required for the AAI 

systems: natural language processing, data quality assurance, information retrieval, case-based reasoning, agent-based tools, and 

machine learning for anomaly detection. 

Several autonomous audit intelligence projects have been implemented in the domain of discrete manufacturing and have been 

supported by empirical case studies. Otherproject are currently being developed and poineered in utility-scale service industries 

such as water, power, and transportation. The empirical work has demonstrated the operation and value of autonomous audits 

using system-generated data but not yet in real-time, with semi-automated analysis of audio-visual data. The methodology and 

supporting technologies are now being brought to bear in a process industry—risks, compliance, and data quality in a large-scale 

gas production facility and real-time anomaly detection in an airport terminal. 
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1. Introduction

 
The digital transformation of industrial processes and 

infrastructures is generating increasing amounts of 

operational data. These data are typically collected for 

process operation and management purposes, paying little 

attention to their usability for audit trails, reliability, and 

compliance reporting. Recent trends propose to capitalize 

on the data and automatically deliver the audit function as a 

service, dramatically reducing the cost of periodically 

conducting compliance audits. This operationalization of 

the audit function as a service relies on advances in 

artificial intelligence (AI) that allow precise and 

interpretable detection of anomalies in the monitored 

conditions of business services. 

The main contribution focuses on the formal definition of 

autonomous audit intelligence, the core AI technologies 

needed to build autonomous audit probes, and a detailed 

architectural framework tailored for deploying such probes 

in complex manufacturing infrastructures. The work 
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highlights the main operating modes, explores real-world 

case studies, and identifies open research challenges. 

Following the AI approach in the operationalization of 

autonomous audit probes, the first phase consists of 

consistently defining the system-to-be. Four specific cases 

of application are integrated, concentrating mainly on 

manufacturing settings with bespoke audit automation, 

satisfying distinct stakeholders' compliance objectives, and 

delivering value-adding information to external auditors. 

 

1.1. Overview of the Study 

Audit procedures are fundamentally evidence-gathering 

activities with monitoring as a key aspect. Innovative 

companies are applying cutting-edge technological 

ingredients, such as artificial intelligence (AI), to create 

autonomous audit systems capable of performing 

continuous, high-frequency audit activities. Autonomous 

Audit Intelligence (AAI) represents the application of novel 

AI techniques for automatic data collection, processing, 

and interpretation. Autonomous audits increase the 

accumulation of supporting evidence and provide 

continuous monitoring of high-risk areas through fact-

finding missions. 

This work presents a foundational overview of AAI and an 

architectural framework for operationalizing AAI in 

manufacturing infrastructure, with specific emphasis on 

continuous compliance monitoring, anomaly detection, and 

collaborative investigation of non-conformities and 

incidents. The overarching aim is to continuously collect 

and analyze audit-related data from multiple disparate 

sources to identify risk areas and provide timely alerts for 

further investigation. 

 
Fig 1: Autonomous Audit Intelligence (AAI): An 

Architectural Framework for Continuous Compliance 

and Anomaly Detection in Manufacturing 

Infrastructure 

 

2. Theoretical Foundations of 

Autonomous Audit Intelligence 
 

So-called audit intelligence has the primary function of 

precisely monitoring the health of an enterprise system with 

the goal of detecting deviation from established, pre-agreed 

nominal behavior. While obviously this functionality is 

analogous to the established supervision role of an 

empirical approach, audit intelligence is "autonomous," 

meaning that it operates independently of a human 

operator—just as AI systems in general are designed to do. 

More formally, audit intelligence serves as a model-based 

AI application for supporting auditing and compliance 

activities by offering a precociously serious view of the 

expected—rather than the actual—operation of the audited 

facility. Throughout this narrative, it is also shown that 

specific approaches and methodologies of empirical 

approach can naturally serve as engines for autonomously 

executing distinct classes of audit intelligence. The theme 

is illustrated through the mining of real audit anomalies that 

took place in a discrete manufacturing environment over 

the last decade. 

By definition, an audit is an independent examination of 

financial information of any entity, whether profit oriented 
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or not, irrespective of its size or legal form, irrespective of 

its size or legal form. The purpose of an audit is to enable 

the auditor to express an opinion on these financial 

statements. The objective of audit intelligence is to extend 

this concept beyond financial information to the health of 

manufacturing execution and the ability to deliver product 

on time and in full. 

 

Equation A. Multisource signals → consensus estimate  

Setup 

 Let the true (unobserved) quantity be 𝑥∗. 

 We observe 𝑚 sources/sensors: 

𝑥𝑖 = 𝑥∗ + 𝜀𝑖 , 𝑖 = 1,… ,𝑚 

Assume: 

𝔼[𝜀𝑖] = 0, Var(𝜀𝑖) = 𝜎𝑖
2 

Consensus estimator (weighted mean) 
Take a convex combination: 

𝑥̂ = ∑𝑤𝑖

𝑚

𝑖=1

𝑥𝑖 ,  ∑𝑤𝑖

𝑚

𝑖=1

= 1 

Unbiasedness 

𝔼[𝑥̂] =∑𝑤𝑖

𝑖

𝔼[𝑥𝑖] =∑𝑤𝑖

𝑖

𝔼[𝑥∗ + 𝜀𝑖] =∑𝑤𝑖

𝑖

(𝑥∗ + 0)

= 𝑥∗ 

So 𝑥̂ is unbiased. 

Variance of the consensus estimator 

If errors are independent: 

Var(𝑥̂) = Var(∑𝑤𝑖

𝑖

𝑥𝑖) = Var(∑𝑤𝑖

𝑖

𝜀𝑖) =∑𝑤𝑖
2

𝑖

𝜎𝑖
2 

Choose optimal weights (inverse-variance weighting) 

Minimize ∑ 𝑤𝑖
2

𝑖 𝜎𝑖
2 subject to ∑ 𝑤𝑖𝑖 = 1. 

Use Lagrange multiplier 𝜆: 

ℒ(𝑤, 𝜆) =∑𝑤𝑖
2

𝑖

𝜎𝑖
2 − 𝜆(∑𝑤𝑖

𝑖

− 1) 

Differentiate: 

∂ℒ

∂𝑤𝑖
= 2𝑤𝑖𝜎𝑖

2 − 𝜆 = 0 ⇒ 𝑤𝑖 =
𝜆

2𝜎𝑖
2 

Sum constraint: 

∑𝑤𝑖

𝑖

=
𝜆

2
∑

1

𝜎𝑖
2

𝑖

= 1 ⇒ 𝜆 =
2

∑
1
𝜎𝑖
2𝑖

 

Thus: 

𝑤𝑖 =

1
𝜎𝑖
2

∑
1
𝜎𝑗
2

𝑚
𝑗=1

 

and the minimized variance becomes: 

Var(𝑥̂) =
1

∑
1
𝜎𝑖
2

𝑚
𝑖=1
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2.1. Definitions and scope 

The concept of Autonomous Audit Intelligence (AAI) 

denotes the capacity of an auditing system to self-function 

without requiring interaction or assistance from human 

actors during its core processes. The existence of such 

systems addresses the rising demand for continuous 

compliance monitoring rather than the periodic assessment 

of enterprises. On the procedural side, AAI can employ 

digital technologies to automate the data collection, 

integration, quality assurance, analysis, and discovery of 

evidence constituting an audit. Such systems embrace an 

enlarged notion of audit-ability: rather than being an ex-

post examination of an enterprise’s activities and 

supporting records, they continuously accumulate a 

comprehensive record of data pertaining to a defined 

production or service delivery process. These data relate 

either to exposures that can fluctuate over time (e.g., data 

management, safety and environmental compliance, 

performance metrics) or to evidential records that support 

query-driven investigations into specific aspects of 

operations (e.g., technical incidents, security breaches or 

failures). 

AAI seeks, in particular, to facilitate automated audits in 

manufacturing infrastructures deployed in production and 

process industries where physical assets persist. Such large-

scale systems provide services for an extended period, 

ranging from months to decades. Their complexity 

typically exceeds that of discrete systems, and audit-ability 

is traditionally limited to infrequent executive quality 

assessment cycles. Nevertheless, the manufacturing 

systems embraced by AAI still sustain substantial flows of 

risk exposures and noteworthy incidents. Two industry-

specific variants are considered: a form that integrates 

seamlessly into the discrete manufacturing industry and a 

second type deployed in continuous operation during the 

production of bulk chemical commodities. 

 

Compon

ent 
Equation (symbolic) 

What it 

represents 

(plain) 

Multisou

rce 

consensu

s (sensor 

fusion) 

$\hat{x}=\sum_{i=1}^m w_i 

x_i,\;\; \sum_i w_i=1$ 

Combine 

multiple 

telemetry 

signals into 

one best 

estimate 

using 

weights. 

Detectio

n 

threshold 

(z-score 

style) 

$z=\frac{x-\mu}{\sigma}$ ; 

flag if $|z|>k$ 

Standardiz

e a reading 

vs 

expected 

mean/varia

nce to 

detect 

outliers. 

Rolling 

threshold 

(streamin

g) 

$U_t=\mu_t+k\sigma_t,\;L_t

=\mu_t-k\sigma_t$ 

Streaming 

upper/lowe

r control 

limits from 

rolling 

window 

statistics. 

 

2.2. Core AI methodologies for auditing 

Within the broad category of AI, some domains of 

specialization are particularly suitable for systematic 

deployment in audits and other compliance-related roles. 

These include goal-directed machine learning techniques 

such as classification, pattern recognition, and target 

detection; variational inference and strong generative 

models; and natural language understanding in domain-

specific contexts. Practical and applied areas of intelligence 

are also relevant, including all forms of temporospatial 

monitoring and telemetry, predictive maintenance, failure 

analysis, and computer vision techniques. 

Satellites and UAVs with the right sensors are increasingly 

used for combing more information-rich telemetry services. 

Terrestrial systems incorporating visible and covert 

surveillance systems of various types also fall into this 
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category. Incidentally, any autocratic regime will almost 

certainly use covert surveillance in all places of assembly 

and recreation. Current state-of-the-art analytics 

capabilities in these areas greatly enhance the capture of 

contextual deviations and anomalies in the physical and 

natural environment. 

 

3. Architectural Framework for 

Autonomous Audit Systems 
 

Design and deployment approaches for the information 

systems and networks required to enable autonomous audit 

intelligence are reviewed. The framework is illustrated with 

respect to two main considerations: (i) the characteristics of 

data acquisition and provenance systems, and (ii) the 

sensing, monitoring, and telemetry systems common to 

manufacturing environments. 

1. Data acquisition and provenance 

As signals from the physical world continue to multiply, 

intelligent inspection and judgment of data acquisition 

becomes a critical prerequisite for autonomous audit 

intelligence. Separation of data from fear and trust enables 

machines to verify the correctness of facts without relying 

on subjective labels or reputations. Foundational work in 

game-theoretic mechanism design provides an essential 

starting point for embedding fault detection directly into 

data acquisition protocols through appropriately structured 

incentive and disincentive schemes. Three mechanisms are 

required: (1) composition of multisource signals into 

consensus estimates with assurance of performance 

guarantees; (2) specification of detection and falsification 

thresholds that avoid misclassification of legitimate, 

outlying signals; and (3) development of provably 

incentive-compatible protocols for monitoring 

establishment of these thresholds. 

Rich provenance information enhances understanding and 

exploitation of the data, leading to findings that are more 

interpretable and actionable. The absence of provenance 

associated with signals from the physical world increases 

reliance on post-hoc forensic explanations by humans. 

Techniques and tools from provenance research enable 

automatic augmentation of source data with provenance 

information that records integrity verification, catfishing 

detection, and alternate explanation of unusual signals. 

Application of attributes such as reputation, trust, 

likeliness, cost, and origin to support realtime decision 

making and fraud detection have also been demonstrated. 

 

3.1. Data acquisition and provenance 

Achieving the comprehensive data collection required for 

continuous audits begins with well-defined provenance 

processes that protect the origins and integrity of all data 

objects feeding into the audit systems. Data-sensing, 

telemetry, and monitoring capabilities vary widely across 

manufacturing industries and companies. These capabilities 

can span dedicated sensing and monitoring devices that 

support custom telemetry and real-time monitoring, 

through instrumentation of known turbid areas with merged 

operation-entrepreneurs and digital twinning support 

released across known non-operational periods, to cloud 

service-enriched deployments that monitor audio and 

streaming media of normal-operation capable areas for 

anomaly detection and preventive support. 

Supporting continuous data history for known periods 

requires preserving the integrity of read-only data feeding 

into the continuous data history. Such tamper-evidence 

guarantees are often provided through symmetry private 

key signed hash fingerprints. Integrated systems often rely 

on equally defined manifest structures holding reference 

data to sub ای -indices of all objects held by the storage 

systems. External systems obtain permission for periodic 

reads on demand to prevent lock instances of sweep 

accesses required for tampering detection: only read-only 

treaty monitored data requires such level of control. Plant 

and equipment operation data also need guarantees of 

integrity and source by known sector suppliers. Definition 

and compliance support of powered memory digital twins 

provides the needed resources to formalize and support the 

above definitions, operations, and checks. 
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Fig 2: Ensuring Integrity in Industry 4.0: A 

Provenance-Based Framework for Tamper-Evident 

Continuous Auditing and Digital Twin Integration 

 

3.2. Sensing, monitoring, and telemetry in 

manufacturing environments 

Automation systems for monitoring and control are the 

predominant information sources in man- ufacturing 

environments. These systems—often comprising hundreds 

or thousands of interconnected controllers, sensors, 

actuators, and user interfaces—interoperate with a wide 

variety of automated machines and pieces of equipment 

within manufacturing and factory environments. 

Technologies such as programmable logic controllers 

(PLCs), supervisory control and data acquisition (SCADA) 

systems, distributed control systems, monitoring and 

control information systems, and complex event processing 

tools serve to monitor vital parameters, guarantee 

production and equipment safety, and control and refine 

production flows. Recent trends see such systems being 

complemented by smart sensors that are capable of 

performing complex computations and behaviors at lower 

cost. Multi-sensor data fusion and data-driven anomaly 

detection approaches enable the detection of unforeseen 

events, facilitating online fault detection in equipment or 

processes. 

Audit systems for utility-scale assets (e.g., energy networks 

and process industries), on the other hand, have not yet 

been integrated in a similar way. Rather, many energy and 

process assets are equipped with disparate systems and 

devices for sensing, monitoring, and telemetry; fulfil their 

own functionality in hostile and inaccessible environments; 

and act as standalone systems for dedicated purposes. 

Although data from these devices is gathered, correlated, 

and analyzed in ad hoc manners for specific investigations, 

the concept of continuous risk- and compliance-oriented 

audit systems for such facilities has not yet been developed. 

Recent, yet limited, advances in the Internet of Things 

(IoT) and Industry 4.0 areas advocate the use of low-cost, 

smart, distributed sensors for data collection and anomaly 

detection in such environments. 

 

4. Data Management and Quality 

Assurance 
 

Surveys of enterprise data show that up to 90 percent of 

data is waste. Redundant, inconsistent, and otherwise low-

quality data diminish every business function that relies on 

it, including audits. Therefore, independent, transparent, 

automated, and regular assessments of the quality of data 

and systems that underpin audits can create a real impact. 

Audit problems often arise not from the lack of data but 

rather from misalignment of signals across the IT 

landscape. A mismatch of labels of known-good data 

results in erroneous categorical data, sometimes with dire 

effects. Ensuring that signs indicate the same thing implies 
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sending data upstream for better scoring and aligning 

classification using supervised learning. 

No corporate resource today is immune to data-quality 

updates—from regulatory changes to a cascading, high-

impact special event that damages governance and security, 

compliance, EMS, quality, reliability, execution, and other 

audits. The intelligent systems governing the direct control 

of many processes rely on cookies that indicate the health 

and performance of controllers, as well as cookies on 

physical equipment that indicate normal and abnormal 

behavior, such that performance can easily be detected 

using these signals. Auditors can check that such cookies 

reside in the expected places, have the correct status, and 

have proper management protocols and responsibilities 

defined. 

 

Equation B. Detection thresholds  

Assume nominal behavior 

Let 𝑋 be a metric under normal operation: 

𝑋 ∼ 𝒩(𝜇, 𝜎2) 

Given an observation 𝑥, define the z-score: 

𝑧 =
𝑥 − 𝜇

𝜎
 

Threshold rule 
Flag anomaly if: 

|𝑧| > 𝑘  

Equivalently: 

𝑥 > 𝜇 + 𝑘𝜎 or 𝑥 < 𝜇 − 𝑘𝜎 

So: 

𝑈 = 𝜇 + 𝑘𝜎,  𝐿 = 𝜇 − 𝑘𝜎  

False-alarm rate (why 𝑘 matters) 

Under normality: 

ℙ(|𝑍| > 𝑘) = 2(1 − 𝛷(𝑘)) 

 

4.1. Data integration across heterogeneous systems 

A key goal of autonomous audit intelligence is to provide a 

high level of assurance that evidence from various 

operations—compliance with policies, process benchmarks, 

and designated operational behaviours—has not been 

tampered with. This assurance is inherently linked to the 

provenance of the evidence data and metadata. In applied 

systems where data are acquired from audit sources that 

focus on different lines of business, operations, or systems 

of record, the challenge becomes one of integrating these 

separate data sets. It is highly likely that different 

technologies and vendors define and maintain these 

separate systems in their own ways. The challenge of 

combining these separate data pools depends on 

provenance. 

In environments where multiple operations or systems 

contribute data for inclusion in a common audit trail, 

common operational-day segments may be established to 

enable time-slicing of the data and auditing across the 

multiple operations or systems. However, when the 

operations or systems product spans are required to be 

included, the challenge is one of semantic alignment 

between the different data pools. It is at the earliest 

plausible moment in the operational value chain that the 

surveillance data should be recorded within an evidence 

repository. In enterprise IT infrastructure, the captured data 

for operations enabling functions are also becoming 

increasingly granular. The integrated message bus within 
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the IT infrastructure becomes a central data feed for 

continuous security monitoring. Integrating the supply-

chain data operations-hosted near real time is also many 

times possible through the use of common suppliers 

feeding multiple verticals. 

 

4.2. Data quality, lineage, and tamper-evidence 

Continuous compliance monitoring can determine whether 

the current state of any system complies with defined 

requirements and standards. While this information can be 

used for inspection or auditing purposes, it is also suitable 

for detecting anomalies: violations that need to be 

investigated. Anomalies can involve an immediate security 

threat or a deterioration of a system within acceptable 

ranges, which however requires immediate attention to be 

resolved before exceeding the tolerable limits. The 

response to an anomaly can be handled independently or by 

triggering a formal investigation process that makes use of 

multiple sources of evidence, actors, and dimensions. 

Implementing continuous compliance monitoring of 

production infrastructures is critical, yet challenging. It 

involves environments where both production and 

maintenance systems play a relevant role. The integration 

of the information available in the respective systems must 

therefore account for their heterogeneity, management of 

data quality, provenance, supervision of data entry and 

updating, and need for monitoring coverage beyond the 

physical interconnections already managed by the 

monitored systems. The specific case of Information 

Technology–Operational Technology convergence is also 

relevant: a topic of extensive research and experimentation, 

involving cloud-based infrastructures, Distributed Ledger 

Technology, and the integration of physical and virtual 

layer—a dimension, however, not affording the funnelling 

of evidence from operations into business, and by-pass 

auditing over Proprietary Network. 

 

5. Operationalizing Autonomous Audits 

in Manufacturing 
 

The implementation of autonomous audit intelligence in 

discrete manufacturing and the process industries aims to 

establish a continuous compliance monitoring capability 

that uses data provenance to automatically ingest 

authoritative data sources from across the facility, to 

monitor these sources for supporting vendor compliance 

and license limitations, and to direct focused investigative 

efforts based on the telemetry of other systems affecting 

operational quality or performance. 

The continuous compliance capability grounds subsequent 

objectives, starting with continual alignment of audit 

checks with company priorities, supported by engineering 

and database-aware visualizations. Anomaly detection 

becomes self-sustaining, with emerging telemetry adaptive 

to supporting facility operations and enterprise resource 

planning. Audit support for data generation expands from 

simple data integrity verifications during synchronizations 

to full-fledged evidencing of data quality and flow 

throughout system linage, monitoring data quality with 

telemetry from command-and-control systems and 

integrating alert mechanisms that close mismatch loops. 

Where utilities scale cloud powers operational resource 

generation, Azure Data Factory operates front-end data 

movement and telemetry. The fabric underlies the joint 

auditing of security, management, and business processes 

supporting a renewed investigation into Microsoft Azure 

and Power BI usage patterns, building on Microsoft’s 

Azure Data Factory for the large-scale operational support 

of cloud services across other interested process and 

chemical engineering case studies. 

 

5.1. Continuous compliance monitoring 

Many of the aforementioned AI techniques can be deployed 

to support continuous compliance monitoring tasks in 

manufacturing environments. Thanks to the availability of 

process telemetry, control signals, and related documents, it 

is increasingly common to translate regulatory 

requirements—such as the US FDA Title 21, Part 11, 

which assures confidence in electronic records—into 

formal rules, audit points, and templates that can be 

continuously monitored and tested for compliance. 

Rigorously implemented, such automation supports the 
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business-proof posture concept by allowing an organization 

to double-check that the required conditions are fulfilled. 

Detecting and notifying non-fulfillment in real time reduces 

the burden on personnel and clients while enabling 

transparent operations. 

British Gas, for example, is developing a bank of assurance 

templates that can be continually monitored, flagged if they 

are about to fall out of compliance, and automatically and 

periodically tested by personnel using “robotic process 

automation” technologies. Automatic firmware and security 

patch updates on Internet-connected assets are also 

regularly monitored and evaluated. Changes made on 

operators’ desktops in the wider supply chain are validated 

by scanning operator registry entries. In the 

Commonwealth of Virginia’s COVID-19 Response and 

Recovery programs, AI audit agents monitor data collected 

from programs administering funds made available by the 

federal CARES Act and identify areas of non-compliance 

with existing policies and procedures. In another case, a 

specialized AI agent enables real-time alerting and 

remediating of vulnerabilities in Azure cloud deployments. 

More broadly, recent advances in real-time database 

technologies enable the continuous monitoring of 

compliance with rules specified in business process 

modeling-related notations—such as the Business Process 

Model and Notation (BPMN) language. Recent works also 

describe the use of a robotic process automation tool to 

conduct audit tests defined in an audit command language 

supplied by leading auditors. 

 
Fig 3: Automated Assurance: AI-Driven Continuous 

Compliance Monitoring and Business-Proof 

Governance in Industrial Systems 

 

5.2. Anomaly detection and investigative workflows 

Anomaly detection and investigative workflows provide 

additional capabilities for operationalizing autonomous 

audits in manufacturing systems. Audit anomalies are 

identified by comparing actual data with audit requirements 

and expected data; the audit requirements of the business 

are defined based on regulations, risks, or industry best 

practices. Data from compliance checks and other sources 

can help detect audit violations, and an anomaly detection 

capability can either use supervised models that recognize 

specific violations or perform unsupervised detection based 

on data learning. A general-purpose anomaly detection 

product can be incorporated into a specific autonomous 

audit setting. 

Anomalies highlighted by these audit-capable tools can 

serve as input for investigative workflows. Data and model-

driven processes can then offer support for translating 

detected business process anomalies into specific Audit 

Research Questions that focus on identifying the root cause 
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and possible corrective actions. This capability is illustrated 

through a practical example involving the recommendation 

or simplification of an investigation for a storage tank fire 

incident. 

 

6. Case Studies and Empirical Evidence 
 

Two case studies highlight the operationalization of 

autonomous audit intelligence in a discrete manufacturing 

enterprise and a massively parallel chemical production 

facility. Discrete Manufacturing. A stealth-mode company 

that manufactures high-performance semiconductors served 

as a proof-of-concept facility for autonomous audit 

intelligence, primarily in the context of risk management 

for the US Department of Defense. Operating as a 

subcontractor for a Defence Advanced Research Projects 

Agency program, the company received a US$92 million 

injection to demonstrate continuous compliance with a US 

DOD Cybersecurity Maturity Model Certification Level II. 

Meeting this standard requires combining people, 

processes, and technology to prevent cyberattacks or detect 

them early so that recovery is very quick or the damage is 

minimal. 

An interdisciplinary team drafted a continuous compliance 

strategy that combines process-centric and risk-centric 

approaches. The process-centric approach identifies the 

people, processes, and machines involved in information 

technology processes. The risk-centric method interrogates 

technical vulnerabilities using exploitability risk 

assessment. The union of the two approaches informs audit 

monitoring, recording, alerting, and reporting decisions. 

The monitoring, recording, alerting, and reporting functions 

require technology-based audit volunteers that gather 

requisite evidence on a routine basis. Autonomous audit 

intelligence provides a framework for the design and 

deployment of these audit volunteers. 

Utilities and Process Industries. The full generic solution 

set was instantiated on the massively parallel operations of 

the Main Water Company of Suez, which provides water in 

many forms (drinking, industrial, cooling, etc.) for different 

sectors, including food, textile, energetic, and tourism. Both 

water and sewage circulate in different treatment avenues 

according to the final destination required. Assets and 

operations are monitored by a geographically dispersed, 

heterogeneous multiservice supervisory control and data 

acquisition system. Data collection and integration occur in 

an asset management evolutionary approach. The 

combination of assurance-based enterprise risk 

management, continuous assurance, and continuous audit 

also supports the water operations. 

 
 

Equation C. Streaming / real-time thresholds (rolling 

window) 

AAI emphasizes continuous monitoring and telemetry , so 

𝜇, 𝜎 must often be estimated online. 

For a rolling window of size 𝑊, at time 𝑡: 

𝜇𝑡 =
1

𝑊
∑ 𝑥𝑗
𝑡
𝑗=𝑡−𝑊+1  𝜎𝑡 = √

1

𝑊−1
∑ (𝑥𝑗 − 𝜇𝑡)

2𝑡
𝑗=𝑡−𝑊+1  

Then thresholds are: 

𝑈𝑡 = 𝜇𝑡 + 𝑘𝜎𝑡 ,  𝐿𝑡 = 𝜇𝑡 − 𝑘𝜎𝑡  

Flag if 𝑥𝑡 ∉ [𝐿𝑡, 𝑈𝑡]. 

 

6.1. Autonomous audits in discrete manufacturing 
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The use of AI supports autonomous audits of discrete 

manufacturing assets such as supply and production 

systems in an automotive factory environment. Operations 

are replete with constraints, and their violation creates 

numerous operational incidents. Deviations and incidents 

typically occur at a low frequency; many lay hidden in 

large volumes of logs and incident records, though they can 

have serious long-term impacts or require extensive 

incident-remediation resources. Monitoring for deviations 

in real time generally results in excessive false alarms, 

while delayed investigations are often idle because the 

conditions driving them no longer hold. Autonomous audits 

promise to improve these situations by providing just-in-

time investigations of incident precursors and root causes. 

Artificially Intelligent Autonomous Audit Systems reside in 

the background and continuously examine audit objectives, 

data, and task execution to improve decision-making, 

monitoring, and maintenance over time. They learn from 

human-led investigations of deviations or incidents typical 

of quality degradation, efficiency decrease, or high 

resource consumption and provide require-and-supply 

views of manufacturing operations. Autonomous audits 

serve as audits a human auditor is not aware of but executes 

nevertheless. Automating extensive operation monitoring 

may not be feasible, but a portfolio of autonomous audits 

can cover the main concerns of deviation and incident 

monitoring and investigation. 

 

6.2. Process industries and utility-scale facilities 

Continuous monitoring of emerging data sources—such as 

digital twin environments and external events, including 

source code commits—provides organizations operating 

process industries and utility-scale facilities with a unique 

opportunity to more efficiently deploy audit resources 

while maintaining assurance over an up-to-date set of 

operational processes within a Compliance-as-a-Service 

model. Such proactive monitoring reduces the overall effort 

and associated costs of service-oriented auditing activities. 

Just-in-time triggering of full audits is possible when 

specific anomalies arise based on the broader context of 

assets whose underlying status has changed. Information 

technology-based techniques also have an important role to 

play in more granular monitoring of alert-like conditions 

identified by sensors in the physical world. 

The DevOps change management paradigm, applied in 

manufacturing environments where hardware change is not 

a regular occurrence, combined with virtualization, 

infrastructure-as-code, continuous integration/continuous 

deployment, and other techniques, identifies configuration 

status that is different from expected values. These alerts 

catalyze further investigation by specialized team members, 

drawing on not only technology-based information but 

enabling human intelligence to evaluate process changes 

and external events too. Within process-oriented 

environments, such alarm-like anomalies correspond to the 

velocity dimension of Big Data. This provides much deeper 

and more precise examination than the traditional anemic 

audit checklist approach on a 12- or 18-month cycle. 

 

7. Conclusion 
 

Integrating research in information systems security and 

assurance, data quality, data provenance, continuous 

auditability, and artificial intelligence yields Autonomous 

Audit Intelligence (A2I) for continuous oversight of cyber-

physical manufacturing infrastructure and processes. 

Aerospace, automotive, and other discrete manufacturers 

are adopting Computer Numerical Control (CNC) systems 

with integrated computing and communication; complex 

embedded systems; and complex supply chains, deploying 

a Continuous Digital Thread (CDT) that facilitates cyber-

physical convergence, where internal and external systems 

are integrated. Simultaneously, new legislation demands 

continuous compliance, monitoring, and reporting of the 

trading and environmental performance of product-

realizing services and infrastructures. A2I enables Audit-

as-a-Service of Infrastructure-as-Code, focused primarily 

on data quality and privacy, to enhance CAIQ and CAIS. 

Software agents that audit based on rules and roles defined 

in the blockchain of the Integrated Digital Environment 

(IDE) of a Digital Pilot Plant (DPP) realize a Digital Twin 

Enterprise (DTE). Empirical evidence from the DTE of a 

Baden-Württemberg-based German supplier to the 
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aerospace industry, and the Integrated Instrumentation 

Architecture (IIA) of the Digital Twin Laboratory (DTL) of 

an Indian utility-scale wind energy developer, further 

empirically validate Autonomous Audit Intelligence for 

manufacturing, Continuous Auditability of Cyber-Physical 

Systems, and Audit-as-a-Service of Manufacturing 

Infrastructure as Autonomous Audit Intelligence-as-a-

Service. 

 
                    Fig 4: Foundational Yields of A2I 

 

7.1. Summary of Findings and Future Directions 

Autonomous Audit Intelligence for Manufacturing 

Infrastructure presents an overview of the study, followed 

by theoretical foundations and definitions. Core 

methodologies for auditing are described, and an 

architectural framework proposed. Sections then cover data 

acquisition, provenance and quality, integration across 

heterogeneous systems, and operationalization in 

manufacturing. Continuous compliance monitoring and 

anomaly detection are explored, with empirical evidence 

from discrete manufacturing, process industries, and utility-

scale facilities. 

As data proliferates in manufacturing infrastructure and 

autonomous systems, new data quality challenges arise, 

together with opportunities for intelligent analysis. 

Autonomous Audit Intelligence routinely checks that data 

sources and sinks, as well as data provenance, support 

system requirements. Autonomous Audit Intelligence 

delivers evidence-based insights about these checks, 

detecting data quality issues and supporting operational 

investigations. Closed-loop solutions apply such insights in 

real time, while open-loop implementations introduce new 

audit workflows. Automated or semiautomated audit 

approaches are termed Autonomous Audit Intelligence. 
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