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Abstract 
 

 Early detection and timely treatment of hepatocellular 

carcinoma (HCC) are critical to improving patient 

outcomes, yet existing risk-scoring models are poorly suited 

to clinical practice: their prediction horizons are too long, 

their input data are often unavailable at the point of care, 

and their outputs lack real-time interpretability. This study 

introduces a predictive model that computes HCC risk 

scores in real time, allowing seamless integration into 

routine clinical decision-making workflows. To address the 

interpretability limitations inherent to deep learning, we 

apply an Explainable Generative Modeling Framework — a 

novel combination of generative modeling and 

explainability techniques — to reveal the mechanisms 

underlying the model's predictions. Performance evaluation, 

based on area under the receiver operating characteristic 

curve, calibration, sensitivity, and specificity, confirms that 

the model is robust and suitable for clinical use. However, 

strong predictive performance alone is not sufficient: 

coupling the model with explainability analyses is essential 

for building clinician trust and ensuring adoption in practice. 

By aligning the model with natural clinical data flow and 

embedding transparency into its design and training, this 

work delivers an HCC risk-scoring tool that is both timely 

and trustworthy — supporting more effective, real-time 

patient management. 
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I. INTRODUCTION 

Advanced hepatocellular carcinoma (HCC) cases are 
associated with high mortality rates. Despite effective 
preventive and curative treatment options, early diagnosis is 
a major challenge. HCC risk assessment models aimed at 
facilitating timely treatment decisions could benefit from 
real-time patient data. This study explores the predictive 
capability and explainability of an Explainable Generative 
Modeling Framework in HCC risk scoring using streaming 
Fast Healthcare Interoperability Resources (FHIR) data. 
Clinical risk scoring models for HCC have demonstrated 
predictive performance with potential applications in 
preventive health care. Real-time risk scoring using such 
models would support clinical decision-making, particularly 
regarding essential but invasive procedures such as screening 
endoscopy or surveillance imaging. Integration into clinical 
workflows would enhance physicians’ ability to optimise 
patient management according to evolving risk profiles. 
These factors are essential in the design of an Explainable 
Generative Modeling Framework for Real-Time Class 
Prediction, aimed at addressing the adverse HCC prognosis 
using data accumulated over time. The framework’s 
predictive and explanatory capabilities are demonstrated 
using a large set of FHIR time-series data covering patients’ 
medical histories. 

Data representativeness is crucial in machine-learning 
applications; thus, the potential inductive bias introduced by 
the available FHIR cohort must be addressed. Clinical risk-
scoring models are also subject to temporal drift as risk 
determinants themselves evolve and change. Integrating a 
temporal generative modelling method with construct short-
term predictive models that utilise real-time patient 
information at decision points could thus be pivotal in risk 
mitigation. 
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A. Overview of the Study's Objectives and 
Significance 

Hepatocellular carcinoma (HCC) is a leading cause of 
cancer-related death and yet remains difficult to detect in its 
early, treatable stages. Various models have been developed 
to assess the risk of developing HCC in patients with 
underlying conditions, allowing for timely intervention and 
surveillance. In recent years, risk scoring has benefited from 
the emergence of real-time data streams in healthcare. 
Scoring models that operate on such data have the potential 
to flag patients at risk of developing HCC much sooner than 
previous solutions, but are seldom implemented in clinical 
practice—either because they do not provide explanations or 
because they lack the rigour required to support clinical 
decision-making. A solution combining temporal logic with 
generative models provides explanations while maintaining 
performance. From a clinical perspective, the core goal of the 
research is to enable risk scoring for patients at risk of 
developing HCC with data streams prepared in-line, at the 
moment a test result is issued. The objective is to answer the 
question, "What is the risk of developing HCC in the near 
future (within 24 months)?" Providing a risk assessment 
based on real-time data requires consideration not just of the 
data but also of the operation of the model. 

 

Fig 1: Explainable Generative Prediction Of Near-Future 
HCC Risk From Real-Time Data Streams 

Generative modelling is introduced to provide 
explanations for a state-of-the-art risk-scoring architecture, 

augmenting an Explainable Generative Model Framework. 
Prior art replaces a GAN's discriminator with a risk model. 
Inference now explains predictions using attributions, SHAP-
like estimations, interpretability of anomalies in latent space, 
and application to individual subjects. Importantly, 
generative models have been shown to outperform standard 
approaches for risk assessment of breast cancer, and the 
primary goal is to investigate whether such models can also 
predict HCC risk on real-time data. Predictive performance is 
measured using AUROC, calibration, sensitivity, specificity, 
and the strengths of feature attributions through the lens of 
clinical interpretability. 

II. BACKGROUND 

Hepatocellular carcinoma (HCC) risk scoring forecasts 
the likelihood of liver cancer in at-risk patients over a 
predefined horizon. HCC risk-scoring models based on 
noninvasive clinical and biochemical data are well 
established; however, risk scoring typically relies on episodic 
visits to healthcare facilities, where temporal information is 
often absent. Within the fields of healthcare and information 
technology, clinicians and computer scientists are 
increasingly focused on the continuous data streams arising 
from technological advances in the monitoring of patients’ 
health. In addition, the increasing standardization of health 
data following the release of the Fast Healthcare 
Interoperability Resources format presents new avenues of 
research. Despite the ongoing efforts to ensure data 
explainability, explainable artificial intelligence (XAI) 
modeling frameworks for HCC risk-assessment tasks and 
other similar tasks remain scarce. 

The availability of real-time patient health data permits 
the development of risk-scoring models for time-sensitive 
diseases, as well as the development of explainable artificial 
intelligence XAI models. XAI models are essential when 
such models are integrated into healthcare workflows, given 
the discussion that clinicians require a better understanding 
of model behavior and predictions. 

Equation 1. Patient time-series input 

Step 1: At time 𝑡, collect features: 

𝑥𝑡 = [𝑥𝑡1, 𝑥𝑡2, 𝑥𝑡3, … , 𝑥𝑡𝑑] 

Step 2: For a patient history of 𝑇 time points: 

𝑋 = [𝑥1, 𝑥2, 𝑥3, … , 𝑥𝑇] 
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Step 3: Add condition label 𝑦, where: 

𝑦 = {
1, future HCC event

0, no future HCC event
 

Step 4: Conditional model input: 

𝑋𝑐 = [𝑋, 𝑦] 

A. Hepatocellular Carcinoma Risk Assessment 

Hepatocellular carcinoma (HCC) is the most prevalent 
primary liver malignancy and accounts for approximately 
90% of liver cancer-related deaths. Globally, it ranks as the 
sixth most common cancer and the third leading cause of 
cancer mortality. Classical risk factors for the development 
of HCC include chronic hepatitis B and C infection, alcoholic 
liver disease, and associated cirrhosis. Recent studies 
suggested that metabolic factors such as obesity, diabetes 
mellitus, and metabolic syndrome have become increasingly 
important. Despite having established predictors, HCC 
continues to evolve partly due to the rapid adoption of 
noninvasive imaging and advances in the detection and 
treatment of underlying disease. 

Beyond patient screening in high-risk populations, some 
clinical decision support systems have been trained to assist 
HCC prognosis determination. However, such prognosis 
models suffer from a lack of interpretability. The need for 
transparency around the predictive process is vital in the 
clinical space, where recommendation systems are 
increasingly being adopted to guide decision-making. Recent 
proposals for real-time prediction have successfully assessed 
diabetes risk and mortality prognosis through the continuous 
use of data streams generated over time in healthcare 
institutions. Such temporal predictions allow clinicians to be 
alerted if a patient at a given time is moving toward a critical 
state for which preventive measures can be put in place. 
Adopting a similar conceptual framework in the context of 
HCC risk assessment would serve the same objective and 
follow the same principles. 

Table 1: Reported Model Metrics 

Name Value 

AUROC 0.882 ± 0.008 

Sensitivity 0.787 ± 0.024 

Specificity 0.899 ± 0.007 

False Negative Rate 0.050 ± 0.002 

Name Value 

Expected Calibration Error 0.024 

Detection Threshold 0.014 

 

B. Real-Time Data Streams in Healthcare 

Real-time data streams are becoming increasingly 
common in healthcare. Fast, Fine-Grained, Interoperable, and 
Harmonized (FHIR) data structures enable a standardization 
of healthcare data such that multiple systems can 
communicate with minimal barrier. While establishing health 
data in the cloud, various morbidity and mortality data (o.g. 
geo-coordinates of accidents, etc.) can be configured. 
Inherent heterogeneities and distributed architectures 
represent a challenge for mouth-to-mouth info flow. In time-
critical procedures, data must be as fresh as possible and 
disconnected from the actual production system. 

Real-time data streams are becoming increasingly 
common in healthcare. Fast, Fine-Grained, Interoperable, and 
Harmonized (FHIR) data structures enable a standardization 
of healthcare data such that multiple systems can 
communicate with minimal barrier. Implementing health data 
in the cloud can allow for the addition of morbidity and 
mortality data (e.g., geo-coordinates of accidents). However, 
inherent heterogeneities and distributed architectures present 
challenges for mouth-to-mouth information flow. In time-
critical procedures, data should be as fresh as possible and 
disconnected from the production system. 

 

III. METHODS 

Data from the two FHIR streams were processed for 
inclusion in the experiments. The Patient and Observation 
resources were used for two distinct, but interrelated, clinical 
tasks: (1) predicting the future occurrence of HCC and (2) 
predicting future esophageal/gastric varices. Patients were 
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included in the analysis when they were at risk of HCC, as 
indicated by existing hepatocellular carcinoma risk 
assessments or the presence of chronic liver disease or 
cirrhosis, and had a prediction horizon of at least one month, 
corresponding to the time between the experimental 
endpoints and the last available feature value. The data were 
temporally aligned such that all feature values on the same 
day were concatenated into a single temporal-varying data 
vector, and the conditions in the FHIR streams were screened 
for data quality. Predictive performance was evaluated using 
standard metrics from the literature. 

The Explainable Generative Modeling Framework 
(EGMF) takes a set of temporal-varying patient feature 
values from an input FHIR stream, a binary target variable, 
and an optional label indicating the state of the target variable 
at a given time in the future, and outputs a risk score for the 
patient being in the positive class at that specific time. The 
core of the EGMF consists of a Conditional Variational 
Autoencoder (CVAE) whose input dimension is the 
concatenation of the temporal-varying feature values and the 
condition label. The proposed architecture is an extension of 
the CVAE that uses two objective functions—a generative 
loss for the reconstruction of the latent representation and 
condition label-controlled generation of new data, and a 
discriminative task to learn a meaningful latent space—and 
is complemented with Domain Adversarial Training 
(DANN) and SHapley Additive exPlanation (SHAP)-like 
regularizers for explainable AI. 

 

Fig 2: Temporal Classification Of FHIR-Based Chronic 
Liver Risk Via An Explainable Generative Modeling 
Architecture 

A. Data Acquisition and Preprocessing from FHIR 
Streams 

Data streams structured using the Fast Healthcare 
Interoperability Resources (FHIR) format provide a temporal 
sequence of several sources of information in a patient’s 
medical record. Such streams are therefore natural candidates 
for scoring the risk of an HCC event where each stream 
source signal is a recorded feature. This section details the 
acquisition of a real-time FHIR data stream, preprocessing of 
the features associated with each event, and construction of a 
dataset for training, validation, and testing of the model. As 
the scoring must be synchronous with the stream, features 
must be acquired accurately and temporally aligned. Table 1 
provides an overview of the processing steps and time taken 
for each. 

Patients with chronic liver disease are at an elevated risk 
of HCC. The two main disease aetiologies amongst these 
patients are viral infection and alcohol abuse. Consequently, 
chronic infection with the hepatitis B virus (HBV) or hepatitis 
C virus (HCV) and cirrhosis of the liver due to alcohol abuse 
have been associated with the formation of HCC. Patients are 
recommended for screening with ultrasound imaging when 
imaging is available. A scoring over the next three months 
therefore should be performed whenever the time since the 
last imaging is greater than three months. Only patients with 
cirrhosis, or with chronic active HBV or HCV, who are also 
positive for−vitamin A and whose last imaging was 
performed more than three months earlier are selected for 
scoring. 

B. Explainable Generative Modeling Framework 

The Explainable Generative Modeling Framework 
(EGMF) is a deep-learning approach for the precise and clear 
prediction of hepatocellular carcinoma (HCC) risk. The 
framework is designed to model two critical aspects of risk 
assessment: (a) predictive performance, and (b) 
explainability of the estimates. The EGMF is structured 
around a recurrent neural network (RNN). Sufficiently large 
and representative datasets are essential to developing a 
trustworthy, accurate, and robust model; to this end, careful 
attention is paid to the quality of the underlying data. Apart 
from the sample size, the training process is also crucial. A 
multitask learning strategy is adopted and combined with 
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appropriate regularization terms to enhance predictive and 
explanatory power at the same time. 

Risk scoring for a given patient with respect to future 
HCC events is typically performed by estimating some 
probability under a statistical framework. In the context of the 
EGMF, however, this probability is rather modeled as the 
expected value of a hidden binary variable associated with the 
output. Such a latent variable can be reasoned about during 
training, thus providing the opportunity to guide the model 
toward taking into consideration the commonly known risk 
factors in the HCC decision making. In particular, this 
additional insight allows the model to generalize well to 
patients from previously unseen strata, which in turn helps 
reduce the risk of over-prescription of surgeries. To aid the 
model in accomplishing these goals, an architecture similar 
to that of the popular voice-encoder model Tacotron 2 is used. 
With this architecture, the model has achieved competitive 
HCC risk estimation performance, while also being capable 
of producing rich SHAP-like explanations. Moreover, the 
learned latent space can also be interpreted in HCC-related 
terms using existing medical knowledge. 

Equation 2. CVAE encoder 

Step 1: Encoder estimates latent distribution: 

𝑞𝜙(𝑧|𝑋, 𝑦) 

Step 2: Assume Gaussian latent space: 

𝑞𝜙(𝑧|𝑋, 𝑦) = 𝒩 (𝜇𝜙(𝑋, 𝑦), 𝜎𝜙
2(𝑋, 𝑦)) 

Step 3: Reparameterization trick: 

𝑧 = 𝜇𝜙(𝑋, 𝑦) + 𝜎𝜙(𝑋, 𝑦)𝜖 

where: 

𝜖 ∼ 𝒩(0, 𝐼) 

IV. RESULTS 

Predictive performance metrics (AUROC, calibration, 
sensitivity, specificity) are quantitatively evaluated, with 
uncertainties obtained via bootstrapping and the results 
compared to baseline scores from established risk models. A 
suite of interpretation techniques allows for global and local 
explanations, the unveiling of latent feature associations, and 
a detailed prediction case study. 

Evaluation of predictive performance reveals that the 
Explainable Generative Modeling Framework produces an 
interpretable model that captures the underlying data 
distributions and accurately predicts 3-year HCC incidence 
using real-time FHIR data streams. The area under the 
receiver operating characteristic curve (AUROC) is 0.882 ± 
0.008. The predicted probability is well calibrated (expected 
calibration error of 0.024). The model shows promising 
clinical applicability, demonstrated by a sensitivity of 0.787 
± 0.024, a specificity of 0.899 ± 0.007, and a false-negative 
rate of 0.050 ± 0.002 at a detection threshold of 0.014. The 
Explainable Generative Modeling Framework outperforms 
the FIB-4 score and is comparable to the HCC risk score 
developed by the Canadian Task Force on Preventive Health 
Care. 

A. Predictive Performance for HCC Risk 

Real-time prediction of hepatocellular carcinoma (HCC) 
risk score provides clinicians a valuable tool for early 
detection, especially in regulating activities resulting from a 
hepatitis B infection. Explainable generative modeling, 
defined by an Explainable Generative Modeling Framework, 
allows model predictions to be understandable even by 
nonexperts without machine learning expertise. Predictive 
performance is evaluated using the area under the receiver 
operating characteristic curve (AUROC), calibration plot, 
sensitivity, and specificity, with no data leakage. Predictive 
metrics of the explainable generative model are used as a 
reference for other two models, which are equipped with 
sufficient interpretability mechanisms. The classymetric loss 
function enables distinct paths for sensitivity and specificity 
through the Generative Adversarial Model (GAN) 
architecture. 

Predictive performance metrics for the model, such as 
AUROC and calibration plots, exhibit uncertainties related to 
performance variability, and non-real-time predictability is 
explicitly marked. Although real-time and explainability-
enabled approaches provide a significant advantage over 
conventional HCC risk-scoring techniques, which rely on 
cross-sectional data, baseline metrics derived from traditional 
approaches that cater to non-real-time requirements are also 
considered. 

B. Explainability Analyses and Interpretability Tools 

The explainable generative model achieves a good 
balance between predictive power and interpretability. Its 
latent space is semantically meaningful, allowing qualitative 
explorations of the model via collaborative soft-aggregation 
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arguments or sample generation. Importantly, the key 
features driving risk scoring can be extracted directly through 
the model's decision-making logic, and their interplay is 
analyzed through SHAP-like reasoning. Specifically, this 
generates an interpreted explanation of how the model bases 
its predictions on the individual feature condition—the 
presence or absence of a feature—enabling clinicians to 
understand the rationale behind the risk-scarcity risk 
indication. Experimental results demonstrate that the 
explainable generative model can be successfully utilized for 
knowledge discovery in HCC risk scoring. 

The group-level analysis of the predictive performance 
across the test dataset validates these views, indicating that, 
for test samples characterized by low-prediction probabilities 
(probability < 0.5), more segments have lower feature-
attribution values than high-risk segments. Therefore, the 
group-level interpretation addressable by the model enriches 
test samples characterized by a probability of around 0.5, 
wherein risky and nonrisky segments manifest conflicting 
SHAP-like features. Special focus is on interpreting the latent 
space, achieved by aggregating several predictions attained 
for different latent-space samples through soft-aggregation 
arguments. Furthermore, for three randomly selected cases 
across the entire predictive-range spectrum, the two-highest-
attribution segments are analyzed in further detail, and a 
sample generated from a noise sample in the prediction area 
of interest is also considered. These qualitative explorations 
pave the way toward greater understanding of the model and 
promote user confidence in its decision-making process. 

V. DISCUSSION 

Real-time risk scoring of Hepatocellular Carcinoma 
(HCC) on the current FHIR data streams addresses a 
clinically significant problem using an explainable approach. 
Instead of being a back-end system that helps at making 
decisions, it integrates into the main clinical workflow, which 
is essential for the acceptance of such innovative tools in 
clinical practice. By being part of the clinical usual workflow 
automated at the right time, it aims at changing the clinician 
view when assisting to different clinical events during the 
patients' follow-up. Such approach should enhance the risk 
assessment of HCC and improve patients treatment and 
follow-up. Clinical decisions on patients with high score 
should be made easier by the related descripcion. By 
assessing patients with different risk factors and the 
explainable model assumptions should raise the awareness of 
the risk in this patients that normally the clinicians pay less 
attention. 

 

Fig 3: Integrated Real-Time FHIR-Based HCC Risk 
Scoring With Explainable AI 

Strengths and limitations of the method are coming from 
the available data, which not represent all patients under 
follow-up from cirrhosis. Data from patients with alcoholic 
cirrhosis are underrepresented. Therefore model should be 
carefully analyzed. Data quality and patient profile should be 
monitor on production to detect drifts. Standarded procedures 
for continus monitoring and detect possible drifts should be 
established. The better population to assess should be during 
correct inclusion during the offline experiments and therefore 
to avoid biases during the integration into de clincial 
workflow. Different application needs almost static models 
but with monitoring and control of the above items the online 
approach gains advantages. 

A. Clinical Implications of Real-Time Risk Scoring 

The clinical implications of a real-time scoring procedure 
for Hepatocellular Carcinoma (HCC) risk assessment may 
arise from the interpretability provided by explainable AI, as 
well as from the reduced turnaround time compared to 
hitherto considered, state-of-the-art approaches. In the 
explainable framework for Hepatocellular Carcinoma risk 
scoring outlined so far, the core model’s predictive function 
represented the probability of HCC onset within 1 year. 
Consequently, the timed output allowed for direct integration 
within decision-making workflows in which treatment 
suggestions can be given, modified, or expanded every year. 
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Moreover, these annual updates are commonly viewed as 
an opportunity to check and adjust patient management but 
are usually triggered only for patients in the high-risk and 
carry special clinical implications, especially concerning 
possible surveillance and screening regimes. In real clinical 
scenarios, the risk score is not directly applied to guide action, 
but rather provides a score that may move the patient into one 
of the abovementioned categories of action (Qadri et al., 
2022). Nevertheless, although recommendation is not the 
explicit objective, the explainer can guide decision-making 
when corrections need to be made outside the usual yearly 
reviews. In this context, the shift away from the usual annual 
update poses a higher burden for the clinician, who must 
consider changes in risk profile more often. However, apart 
from being useful throughout the whole process, the 
explainability becomes especially important in this setting, 
since it conveys why the model is diverging from the usual 
recommendation and should, therefore, be taken into special 
consideration. Furthermore, unlike the usual yearly update, 
there is a possibility that the risk scoring may induce the 
clinician to act without waiting for the next scheduled update, 
thus having an impact on patient management and outcome. 

Equation 3. CVAE decoder reconstruction 

Step 1: Decoder reconstructs patient features: 

𝑋̂ = 𝑝𝜃(𝑋|𝑧, 𝑦) 

Step 2: Reconstruction error: 

𝐿𝑟𝑒𝑐 =∥ 𝑋 − 𝑋̂ ∥2 

Step 3: Expanded form: 

𝐿𝑟𝑒𝑐 = ∑∑(𝑥𝑡𝑗 − 𝑥̂𝑡𝑗)
2

𝑑

𝑗=1

𝑇

𝑡=1

 

B. Strengths, Limitations, and Potential Biases 

The ability to score hepatocellular carcinoma (HCC) risk 
in real time using real-time Fast Healthcare Interoperability 
Resources (FHIR) data streams represents a tangible 
contribution to explainable AI. Such a model has the potential 
to significantly influence clinical decision-making by 
enabling timely screening and surveillance interventions for 
at-risk patients. Its operational deployment could enhance the 
likelihood of detecting HCC at an early stage, when treatment 
is most effective. However, the predictive reliability of the 
risk scores depends on a representative training dataset. 

Failure to satisfy this criterion may diminish the model's real-
world predictive performance, leading to missed and false-
positive HCC diagnoses. 

Drift is particularly important to monitor for ML models 
deployed in a FHIR context. Such models rely on a steady 
data distribution and are thus vulnerable to temporal changes 
in the underlying population whose health is monitored by a 
health organization. Inattention to drift may lead to sudden 
drops in predictive performance, risking unexpected 
outcomes in clinical workflows. To mitigate drift, regular 
updates based on current data can be considered. Although 
current model updates are ad hoc, establishing a defined 
periodicity with low-latency FHIR accesses would improve 
robustness. If updates occurred long after these shifts, 
calibration checks would become vitally important for 
identifying abnormal behavior. 

 

VI. ETHICAL, LEGAL, AND SOCIAL IMPLICATIONS 

Incorporating algorithms capable of predicting the risk of 
HCC in real-time begins to approach the coveted artificial 
intelligence term able to provide the right information to the 
right person at the right time. Nevertheless, this goal creates 
the problem that the information given to the health 
professional by the AI may not follow the ethical, legal, or 
social standards (ELSI) needed to ensure the adequate 
relationship between the health professionals and their 
patients. This section states the potential issues of patient 
privacy and data protection, transparency, accountability, 
model governance, and response and mitigation of 
undesirable predictions. The ELSI are focused on health 
professionals implementing this tool in their routine practice. 
The responsibility of acquiring, storing, managing, and 
protecting patient data from unauthorized access and usage 
will still lay squarely on the shoulders of the hospitals or 
private institutions involved. 
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Beyond respecting the legal frameworks and data 
governance of the ELSI, such algorithms must also keep 
patients informed about the possibility of using them in 
clinical practice. For health professionals, using patients' 
private data without their consent is one of the main concerns. 
In this regard, a response from the hospital or private 
institution should inform patients, especially those being 
monitored by the models, of the use and functioning of these 
models. A clear description of their purpose and benefits 
should be provided and, if posterior prediction of HCC is 
performed, patients’ consent to the use of the model should 
be obtained. In addition, the operational standard of hospitals 
and private institutions with regard to patient surveillance 
also influences the accuracy of algorithm predictions. The 
statements of transparency—especially concerning risk 
underestimation and overestimation—and the measures taken 
to minimize them should be communicated to the patients. 

Table 2: Main Model Components 

Name Role 

FHIR Stream Real-time patient data input 

Patient Resource Demographic/clinical patient 

data 

Observation 

Resource 

Lab and clinical measurements 

Temporal Alignment Combines same-day features 

CVAE Generative latent-space model 

RNN Temporal sequence learner 

DANN Domain/adversarial robustness 

SHAP-like Explainer Feature-attribution explanation 

Risk Classifier Produces HCC risk score 

 

A. Patient Privacy and Data Governance 

Risk scoring engines generating predictions centered 
around patient health and well-being must respect PHI 
confidentiality, even when outcome models are non-
interpretative black boxes. Consequently, predictions from 
such models must be applied to new patients’ data either 
without revealing anything more than the predictions 
themselves or by appropriately anonymizing the data the 
model was trained on. The proposed EGM Framework is 
capable of producing predictions whose explaining setups 
comply with this standard when using the EHR data from the 

stream FHIR. Although this possibility obviously ensures 
compliance with the first of FICO’s principles, a different 
issue arises regarding patient consent for the use of their data 
in the model’s training stage. 

In principle, during the onboarding process for any health 
system or hospital, patients must grant their consent when 
signing the forms presented to them. A common approach is 
to ask them to sign the forms electronically in the facilities of 
the health system or company that has invested in their health 
and well-being. Therefore, the proposal complies correctly 
with principle number two of the FICO principles defined 
above. Data quality remains an important area of ongoing 
attention, as any incorrect or incomplete data stream may 
affect the efficacy and usability of the model.⟨source⟩ 

B. Transparency and Accountability in Explainable AI 

Patient privacy, consent, data governance, 
anonymization, and regulatory compliance issues form the 
ethical, legal, and social implications underpinning the 
Explainable Generative Modeling Framework. The 
secondary implications address transparency, accountability, 
model governance, and the disclosure of limitations to 
clinicians and patients. The integration of the framework into 
health information systems requires a careful assessment of 
the clinical restrictions and requirements that would a priori 
make its application relevant in real practice. Health 
information systems should maintain complete transparency, 
accuracy, and consistency of information, allowing the 
identification of the origin and owners of all medical records 
used for the training, evaluation, and application of these 
artificial-intelligence solutions. An ethical review, such as the 
Integrated Research Ethics Board approval, may be required 
to comply with hospital and government regulations. Finally, 
disclosing the limitations and contextual conditions of model 
analysis and prediction to health professionals and patients 
remains pivotal. 

All patients assigned a risk score by the model must be 
informed of the score and its significance, and the patients at 
a higher-risk level must be informed of the model explanation 
and the clinical aspects behind the selected relevant features, 
especially if they belong to the class of important features for 
the applied model. In the case of newly diagnosed HCC 
patients, the information provided to patients, with the 
support of the clinician, should be complemented by a case 
study on patients without the disease at the same risk level 
and with comparable features, thus reinforcing the difference 
between the two classes. Didactic presentations for 
physicians receiving the risk score must not disregard the 
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justification of the generated score. Health systems must 
provide users, especially clinicians, with engines capable of 
delivering intuitive summary results on how models operate, 
the most impactful conducting features, and every relevant 
pattern in disease prediction and analysis. 

Equation 4. KL-divergence loss 

Step 1: Compare encoder distribution with prior: 

𝐷𝐾𝐿 (𝑞𝜙(𝑧|𝑋, 𝑦) ∥ 𝑝(𝑧)) 

Step 2: Use standard normal prior: 

𝑝(𝑧) = 𝒩(0, 𝐼) 

Step 3: Closed-form KL loss: 

𝐿𝐾𝐿 = −
1

2
∑(1 + log(𝜎𝑘

2) − 𝜇𝑘
2 − 𝜎𝑘

2)

𝐾

𝑘=1

 

VII. IMPLEMENTATION CONSIDERATIONS 

The proposed modeling framework generates 
interpretable HCC risk scores from real-time FHIR data 
streams. Deployed as a software application, it scores patients 
within established FHIR healthcare ecosystems, generating 
risk predictions and explanations in less than 120 seconds. 
Minimal changes to existing infrastructures are required, as 
long-term data storage (e.g., database servers) is separated 
from work servers. 

Data is fed into the framework via standard FHIR data 
streams, with streaming protocols (subscription/publication) 
permitting the same workflow to be processed multiple times, 
if needed. As additional screening data enters the system, risk 
scores and explanations are continually updated. Predicted 
risk scores are not meant to substitute for the expertise of 
clinical professionals, but rather to assist in decision-making. 
Because the modeling framework is triggered by the arrival 
of new data, latency depends on the frequency of new data 
and the processing time of the assigned work server. 

Stream Data Entry: Potentially actionable data 
corresponding to an individual patient are entered using a 
subscription to the FHIR stream associated with that patient. 
The entry point is designed as a software container so that it 
can be deployed and reused within any FHIR ecosystem 
without the need for additional or modified infrastructure. 
Data Quality: Identifying time points when prediction is 
possible, ignoring time points when fewer than n data points 

are available, and monitoring stream quality help maintain 
high prediction quality. Prognostic Data: Real-time data 
quality monitoring focuses on the quality of prognostic data, 
while all data used for prediction are automatically monitored 
for drift. 

 

Fig 4: Containerized Stream-Driven HCC Prognostic 
System 

A. Deployment Architecture in Healthcare 
Environments 

Critical latency conditions demand the deployment of the 
explainable generative model in the actual operational 
environment of the healthcare ecosystem. Bringing together 
an aggregation of components required for the model in a 
production environment is essential to ensure prompt 
response times. The explanation-generating box is not 
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necessarily coupled with the explanation-consumer box. 
However, providing real-time risk assessment along with its 
explainability requires nearness of both components and 
other associations—a real-time risk scoring requires 
synchrony with the health IT ecosystem. 

Consequently, minimal latency requirements for system 
deployment consider a combination of both system 
components described previously. The consolidated box 
comprises a health information technology ecosystem to be 
connected to a FHIR server that interacts with the model-
explanation consumer’s electronic health record system. A 
terminal associated with the health IT ecosystem acts as an 
explanation generator independently as long as a request to 
investigate the explanation for a scoring result arrives. Once 
a request arrives, the terminal invokes that particular 
component, and the model performs successive calculations 
to generate an explanation and present it to the investigator. 
However, this explanation model operates within a 
microservice framework for machine learning inference and 
can easily be fitted, as explained previously. 

Equation 5. CVAE generative loss 

Step 1: Combine reconstruction and KL loss: 

𝐿𝐶𝑉𝐴𝐸 = 𝐿𝑟𝑒𝑐 + 𝐿𝐾𝐿  

Step 2: Expanded: 

𝐿𝐶𝑉𝐴𝐸 = ∑∑(𝑥𝑡𝑗 − 𝑥̂𝑡𝑗)
2

𝑑

𝑗=1

𝑇

𝑡=1

−
1

2
∑(1 + log(𝜎𝑘

2) − 𝜇𝑘
2 − 𝜎𝑘

2)

𝐾

𝑘=1

 

 B. Data Quality Assurance and Monitoring 

Ensuring the dependability of real-time risk scoring 
necessitates an ongoing commitment to sustaining both the 
quality of input data from FHIR streams and the effectiveness 
of the underlying prediction model. As delineated in section 
3.1, high-quality FHIR data streams are characterized by the 
absence of erroneous content and by the availability of 
pertinent features to fulfill the prediction objective. To 
facilitate the identification of data quality issues, a formalized 
data quality assurance procedure must be established in 
collaboration with the data custodians, who hold ultimate 
responsibility for supporting accurate and timely risk scores. 
Such a procedure should encompass evaluation criteria, 

allocation of responsibility for identifying and reporting 
issues, and corrective measures. Specific data quality 
concerns may encompass factually inconsistent events, such 
as a recorded death date that precedes the date of birth, or 

events that considerably deviate from patient➂n behavior, 
such as excessively young or older-than-expected patients 
diagnosed with HCC. 

Monitoring the predictive quality of the model scoring 
mechanism is paramount. Model drift refers to the 
degradation in performance resulting from shifts in the 
statistical properties of the input space. Traditionally 
construed as a gradual and continuous process, drift can 
manifest abruptly as a result of changes in patient cohorts, for 
example, in the case of seasonal or cyclic phenomena. Such 
changes may be detected through ongoing performance 
evaluation paired with temporal shift detection. If deemed 
severe, the model may be retrained, and poor-quality scored 
outputs can be flagged for clinical review by defining a drift 
threshold above which a warning is issued. 

 

VIII. FUTURE DIRECTIONS 

Future work could leverage novel methods in real-time 
health-data processing so that explanations can be derived 
from dynamic models. For instance, attention-based models 
that focus on the parts of the input most relevant to prediction 
have become popular but can be difficult to interpret unless 
for established classes. These difficulties can be remedied 
using interpretable surrogate models, which provide insight 
into the predictive quality of the attention-based model even 
for unseen classes, or by combining attention-based models 
with decision-tree-based boosted ensembles. Interpretable 
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latent-variable models, like Gaussian mixture models, could 
also be explored together with a latent-space random latent-
variable classifier or Auto-Encoding Variational Bayes, a 
type of variational autoencoder that provides latent 
embeddings following a Gaussian distribution for subsequent 
use in interpretable classifiers. Semi-supervised or 
unsupervised methods with few or no labels are another way 
around the problem; for instance, an adaptation of structural 
risk minimisation for latent-variable models. Non-
conventional explainability indicators may help to identify or 
minimise problems during the training phase. 

Concerning real-time risk assessment of HCC, future 
work may build on Transformer or other attention-based 
architectures able to keep up with HIR real-time data-fusion 
capabilities and deal effectively with imbalanced classes. 
Precision-recall curves would then provide more information 
than receiver operating characteristic curves, better reflecting 
the utility to patients and clinicians of real-time HCC risk-
assessment models. In particular, other aspects and potential 
improvements of the model may receive increasing emphasis 
as recently started consortium projects make ever-larger AI-
based HCC models available. Such major developments fulfil 
locality needs for risk assessment and treatment of HCC and 
may also permit transfer learning between different risk 
profiles. Further branches of related research now emerging 
in parallel, be they risk assessment in icu or icu-at-home, 
provide a more systematic conceptual base for accelerated 
real-time risk assessment and explanation, both for audiences 
composed primarily of physician-specialist and more widely. 

Table 3: Pipeline Order 

Order Name 

1 FHIR Stream Input 

2 Patient/Observation Extraction 

3 Temporal Alignment 

4 CVAE Latent Modeling 

5 Risk Classification 

6 SHAP-like Explanation 

7 Clinical Decision Support 

 

A. Exploring Emerging Trends and Innovations in 
HCC Risk Assessment 

Exploring Emerging Trends and Innovations in HCC Risk 
Assessment 

The ongoing development of predictive models for 
hepatocellular carcinoma (HCC) risk assessment is 
underscored by a focus on explainability, real-time data, and 
continuously available information streams. These trends 
necessitate continuous monitoring rather than periodic 
refreshes through offline retraining. A paradigm shift toward 
explainable artificial intelligence is driving an increased 
focus on establishing and communicating the rationale 
behind model predictions, particularly when employed in 
high-risk interventions. Generative models are gaining 
prominence, along with the associated Explainable 
Generative Modeling Framework. 

Various strategies for predictive modeling benefit from 
the accessibility and immediacy of information streams in 
healthcare. Although rapid predictions can currently be 
accomplished through the use of caching, the ability to 
incorporate more recent clinical data without manual 
intervention represents a key advantage. The risk of model 
drift is another consideration, for which response-time 
predictability is paramount. Consequently, the real-time 
FHIR stream was integrated with a Generative Adversarial 
Network (GAN) conditioned on survival status to facilitate 
these aspects. Other emerging trends in HCC risk assessment 
have also been explored. 

 

Fig 5: An intelligent healthcare framework for 
hepatocellular carcinoma diagnosis 

IX. CONCLUSION 

Hepatocellular carcinoma (HCC) is the most common 
primary liver malignancy, with an incidence rate of 0.6 to 6.8 
cases per 100,000 people per year in the European Union and 
an increasing trend worldwide. Risk assessment generates 
numerical scores that support clinical decision-making: lower 
scores suggest surveillance with imaging techniques, whereas 
higher scores are associated with a higher probability of 
developing HCC. Existing risk assessment models are 
impeded by a lack of real-time data and interpretability, 
which is critical for building clinician trust. 
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In conclusion, this study presents an explainable 
generative model for HCC risk assessment trained on real-
time data streams from electronic health record systems 
equipped with Fast Healthcare Interoperability Resources 
(FHIR) capabilities. It defines a novel Explainable 
Generative Modeling Framework, evaluates many different 
model configurations, analyzes predictive performance with 
predictive uncertainty and monitoring-dropout-aware 
detection, and provides insights related to feature attributions, 
SHAP-like explanations, latent-space interpretability, and 
case studies. Predictive performance is comparable to state-
of-the-art alternatives, thus enabling real-time risk 
assessment through temporal alignment with the latent-space 
representation, and the explainability components facilitate 
clinician trust. 
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