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Abstract 

 

We present a Trust-Centric Cloud Intelligence Framework 

for autonomous access governance and secure enterprise 

software delivery, aimed at achieving deep governance of 

cloud services through intelligent, autonomous operations. 

While artificial intelligence (AI) and automation create 

unprecedented opportunities for enterprises, cybersecurity 

remains a persistent and critical challenge. Despite cloud 

providers' assurances of robust security measures, numerous 

high-profile breaches have demonstrated the limitations of 

these claims. We argue that trust serves as a foundational 

construct enabling security managers to establish sufficient 

cyber-resilience. Furthermore, the vast volume of data 

generated across cloud services offers a valuable source of 

intelligence for continuously monitoring and enforcing 

governance policies. By quantifying trustworthiness as an 

indicator of the risk associated with cloud service usage, our 

framework establishes the foundation for an intelligent 

access-governance model—one that integrates privilege 

management, identity administration, role assignment, and 

automated policy enforcement. 
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1. INTRODUCTION 

The Governance of Cloud Services in an Ecosystem of 
Trust 

Cloud adoption indeed addresses many organizational 
requirements and enables organizations to focus on their core 
business areas while letting cloud providers manage the 
underlying infrastructure. During the process, corporate data 
becomes the most valuable asset in the cloud ecosystem, and 
organizational governance aims to protect it from 
unauthorized access. With challenges in protecting sensitive 
data in public cloud services, cloud usage becoming 
ubiquitous over multi-cloud and hybrid environments, and 
edge computing making sensitive data traversing and residing 
in many cloud services, trust is now the key to enabling 
enterprise cloud ecosystems while fulfilling security 
requirements. A trust-centric cloud intelligence framework 
for autonomous access governance helps enterprises move 
towards the vision of providing secure, autonomous access to 
cloud resources, eliminating the burden of maintaining 
security posture through continuous manual intervention. 
Access policies are indicated as being verified through 
certified telemetry and audit trails, enabling autonomous 
granting of access or defining conditions to be approved by 
an approver pool. Foundations of cloud trust intelligence 
define risk and assurance signals, formulating rules of what 
constitutes compliant, non-compliant, or within-risk access. 

The continuous provisioning of risk-adaptive access 
leverages external providers’ risk context to dynamically 
zero-in-time provisioning of access. The intended system will 
provide organizations with always-compliant working 
environments, reducing the organization’s audit effort. Trust 
is continuously measured since a risk-adaptive trust is known 
to fluctuate and affect access provisioning. These aspects, 
combined with secured software delivery, ensure corporate 
data remains confidential. Security validation of operating 
systems and applications through attestation and assurance of 
expected behavior through secure telemetry maintain data 
integrity and confidentiality—enabling secure enterprise 
software delivery on multi-cloud infrastructures. 



A. Core Trust Constructs for Autonomous 
Governance 

Six core trust constructs—credibility, reliability, 
accountability, transparency, and resilience—enable 
autonomous, trustworthy access governance and guide 
enterprise software delivery across the software supply chain. 
Credibility determines whether a signaller can be trusted. 
Reliability measures whether a signaller is trustworthy over 
time. Accountability quantifies if trust violated incurs a repair 
cost. Transparency gauges the extent of available signal 
evidence. Resilience describes the capacity to withstand 
failures without significant impact. 

Signals for measuring these trust constructs, their 
interaction with autonomous enforcement, and the underlying 
evidence pipelines from source to signaller are described. 
Risk and assurance assessment of each trust construct, 
together with a supporting evidence proxy, forms the basis 
for effective wide-area enterprise security through 
autonomous, trusted access governance, enabling the 
drawing together of cloud services, edges, and multi-cloud 
infrastructures. 

Trust derivation is commonly a central function of the 
governance of access decisions. The above trust constructs 
not only enable access governance decision-making, but also 
facilitate building cloud intelligence layers for tracking, 
monitoring, and managing trusted access governance for 
cloud and edge services on a larger scale of operation through 
automation and autonomy. 

Figure 1 — Layered Reference Architecture 

Visual rendering of the perception–decision–actuation–supervision 

architecture described in Section 3, with a continuous supervision 
feedback loop across all layers. 

 

Figure 1. Layered reference architecture for autonomous access 

governance. 

Figure 2 — Illustrative Trust-Construct Profile 

A radar chart showing an illustrative, normalized (0–1) score for 

each of the five trust constructs for a single cloud-service signaller, 
as would be produced by the trust-scoring function in Equation 1. 

 

Figure 2. Example trust-construct profile (illustrative values, not 

paper data). 

Figure 3 — Risk-Adaptive Access Decision Flow 

Flow from evidence signals through trust scoring, risk adjustment, 

and the threshold-based decision described in Section 4 
(autonomous grant vs. routing to an approver pool). 

 

2. Foundational Principles of Trust-Centric 
Cloud Intelligence 

Trust-centric cloud intelligence addresses autonomous 
governance and decision-making. Central to the approach are 
data assurance and policy-driven, auditable automation. 

Definitions and Scope 

Trust-centric cloud intelligence applies to cloud services 
(virtual machines and containers) and systems-of-systems 
(multi-clouds with edge or on-premise components), 
accomplished through additional cloud intelligence and 
autonomous governance layers. The intelligence layer can be 
implicit, via explicit validation signals, or explicit, via an 
integrated knowledge engine leveraging data from the 
governance layer, the broader context, and pre-existing 
knowledge. In both cases, governance is policy-driven and 
automation auditable, enabling user wish to Verify, and 
Correct, through Transparency, Awareness, and Knowledge. 



Architectural Framework 

The reference architecture for trust-centric cloud 
intelligence and autonomous access governance comprises 
perception, decision, actuation, and supervision layers. 
Perception captures telemetry for analytics; decision and 
actuation support autonomous access governance; and 
supervision provides assurance via a knowledge engine 
capable of imprinting on external-edge Cloud Service 
Providers and verifying own Cloud Services partners using 
audit trails and supporting Knowledge Evidence Points and 
Pipelines. 

A. Definitions and Scope 

Cloud services and their associated components hosted 
within multicloud or edgedeployed environments deliver the 
required applications, compute, storage, and infrastructure 
resources. The delivery scheme adopts the service-oriented 
architecture model where service consumers interact with 
service providers for resource provisioning. However, trust is 
a critical enabler for the cloud adoption of businesses. Trust 
is primarily rooted in the well-defined and enforced security, 
risk, governance, and compliance controls of the cloud 
services. Therefore, cloud service consumers and providers 
require new independent methods for continuous assurance 
of the trustworthiness of all the cloud components involved. 

Existing studies primarily focus on trust between cloud 
service consumers and providers. This framework expands 
the definition to all the involved cloud components, providing 
a multidimensional view of trust. Furthermore, cloud 
components require a higher degree of autonomy driven by 
artificial intelligence and engaging machine learning. An 
architecture for cloud components capable of autonomous 
decision-making has been proposed, incorporating new 
layers that allow interactions, decision-making, and 
perception based on the combination of different datasets. 
The focus of the architecture is autonomous access 
governance in a cloud environment, complemented by an 
intelligence layer capable of providing an additional degree 
of mission assurance. 

Mathematical Formulas:  

Ti = Σk wk · Sk,i ,   Σk wk = 1    (1) 

Where S_k,i ∈ [0,1] is the normalized evidence score for trust 

construct k (credibility, reliability, accountability, transparency, 

resilience) of signaller i, and w_k is its governance-assigned 
weight. 

Risk-Adjusted Access Score 

Ai = Ti · (1 − Ri)    (2) 

Where R_i ∈ [0,1] is the real-time, external risk-context signal for 

signaller i, combining trust with continuously updated risk to 
support risk-adaptive access control (RAdAC). 

Threshold-Based Access Decision 

Grant access if  Ai ≥ θ;  otherwise route to approver pool    (3) 

Where θ is a policy-defined trust/risk threshold. This encodes the 

paper's description of autonomous granting versus conditions 
approved by an approver pool. 

Reliability Decay Between Evidence Updates 

Ti(t) = Ti(t0) · e−λΔt    (4) 

A simple exponential-decay term reflecting that risk-adaptive trust 

is continuously measured and known to fluctuate over time, where 

λ is a decay-rate parameter and Δt is elapsed time since the last 

evidence update. 

3. Architectural Framework 

A layered architecture for autonomous access governance 
is proposed, comprising perception, decision-making, 
actuation, and supervision layers. Horizontal components 
provide telemetry, analytics, and policy enforcement. The 
architecture specifies internal and external interfaces, 
delineates data flow and governance boundaries, and 
identifies components in the context of multi-cloud and edge 
ecosystems. Interoperability and vendor-agnostic 
considerations are emphasized. 

The architecture for autonomous governance of access in 
cloud services is presented in Figure 1. Cloud services span 
multiple infrastructure stacks, supported by a vast network of 
infrastructure and edge services. Governance for such a wide 
perimeter requires a level of autonomy to enable real-time 
decision-making while remaining, at every moment, 
supervised by sensitive humans that may trigger overrides of 
decisions they consider not aligned with the expected and 
required behavior. Autonomy is created by a layered 
architecture where perception, telemetry, decision-making, 
actuation, and supervision are separated. Such layers prevent 
overloaded information in the supervision layer, which deals 
only with exceptions, changes in strategy, or new threats. 
Telemetry and analytics provide the organizational 
governance with the information needed to create the strategy 
to align the environment risks, impacts on strategic assets, 
and trustworthiness. 

Table 1 — Core Trust Constructs 

Construct 
Definition (per 

paper) 

Example Evidence 

Signal 

Credibility 

Whether a 

signaller can be 

trusted at all 

Certificate/attestation 

validity, provenance 

Reliability 

Whether a 

signaller is 

trustworthy over 

time 

Historical uptime, 

consistency of 

telemetry 

Accountability 

Whether a trust 

violation incurs a 

repair cost 

SLA penalties, 

incident remediation 

records 

Transparency 

Extent of 

available signal 

evidence 

Audit-log 

completeness, 

telemetry coverage 

Resilience 

Capacity to 

withstand failures 

without 

significant impact 

Failover success rate, 

recovery time 



Table 2 — Layered Reference Architecture 

Layer 
Primary 

Function 

Representative 

Components 

Perception 

Captures 

telemetry for 

analytics 

Telemetry sources, 

security-analytics 

engines 

Decision 

Autonomous 

access governance 

decision-making 

Trust/risk scoring, 

policy & decision 

engine 

Actuation 

Executes access 

governance 

decisions 

Policy enforcement 

points 

Supervision 

Provides 

assurance and 

human oversight 

Knowledge engine, 

human-in-the-loop, 

override 

A. Reference Architecture for Autonomous Access 
Governance 

Intelligent Automation for Autonomous Access 
Governance 

Figure 1 presents a layered reference architecture for 
autonomous access governance, encompassing perception, 
decision-making, actuation, and supervision layers. 
Fundamental components consist of telemetry that feeds 
security analytics capabilities and policy enforcement points 
integrated with cloud services. The critical governance aspect 
is centered on telemetry sources forwarding evidence to 
security analytics engines, which analyze the received data 
flow, build related indicators, and generate telemetry 
analytics reports. These reports are then scrutinized against 
defined trust policies to identify and assess risks. Identified 
risks are relayed to corresponding policy enforcement points 
for resolution or compensatory decision-making. 

The architecture is designed to promote open industry 
standards for interoperability while remaining vendor-
agnostic. Autonomous access governance serves as a control 
layer for accessing cloud resources and capabilities by 
enterprise users and the corresponding access-eligible cloud 
service users. An access governance model encapsulating 
identities, roles, and privilege management, formed from 
core trust constructs, defines the access decisions involved. 
Continuous compliance ensures that continuous monitoring 
of defined risk-assurance indicators contribute to the 
decision-making executed by control mechanisms and policy 
enforcement points. 

4. Access Governance Model 

Access Governance Model 

Access governance governs access provisioning, 
enforcement, and infrastructure for cloud-based applications 
and services. Identity, Role, and Privilege Management I. 
Identity Management defines identity types and their users, 
supported authentication methods, and federation across 

federated identity management. Role Management defines 
roles and role-based access control (RBAC). Entitlement 
Definition and Management supports attribute-based access 
control (ABAC) and risk-adaptive access control (RAdAC). 
Privilege Management defines and implements privileged 
identity management (PIM), least-privilege entitlement 
provisioning, entitlement lifecycle management, entitlement 
separation of duties (SoD) enforcement, and entitlement 
revocation. Continuous compliance, including monitoring, 
logging, reporting, auditing, and explainability, is also 
defined. 

Policy Definition and Enforcement defines policy 
framework and decision engines for all access governance 
functions. Policy-driven decision-making is fundamental to 
Trust-Centric Cloud Intelligence. A Policy and Decision 
Management Component in the Cloud Intelligence Decision 
Layer ensures that access governance decisions comply with 
enterprise policy and risk appetite. Basic Cloud Identity, 
Access, Role, and Privilege Governance Functions ensure 
consistent policy-based decision-making. The corresponding 
processes provide around-the-clock continuous compliance 
for that governance domain. Available backup and override 
mechanisms allow human administrators to override 
continuous compliance decisions, while the decision- and 
audit-trail logs provide full explainability of the new 
decisions. Human-in-the-loop functions provide for security-
critical situations requiring human intervention to make the 
decision. 

Table 3 — Identity, Authentication, and Federation Building 

Blocks 

Category Types / Methods Described in Paper 

Identity types End-user, device, application, service 

Authentication 

methods 

Passwords, Public Key Infrastructure 

(PKI), biometric techniques 

Federation 

mechanisms 

SAML, OAuth2, W3C Web 

Authentication 

Table 4 — Access Control Model Comparison 

Model Basis for Decision Adaptivity 

RBAC (Role-

Based) 

Predefined roles 

assigned to 

identities 

Static 

ABAC (Attribute-

Based) 

Attributes of 

subject, resource, 

and environment 

Moderate 

RAdAC (Risk-

Adaptive) 

Real-time trust and 

risk signals 

Dynamic / 

continuous 

A. Identities, Roles, and Privilege Management 

Identity Management, Authentication, and Federation 

Identity types (end-user, device, application, service), 
authentication methods (passwords, Public Key 



Infrastructure/PKI, biometric techniques), and federation 
mechanisms (security assertion markup language, OAuth2, 
W3C Web Authentication) are foundational to access 
governance. Role-based access control (RBAC), attribute-
based access control (ABAC), and risk-adaptive access 
controls are implementations that satisfy the business 
objectives and risk appetite of the cloud and edge service 
providers and their customers. 

Identity–Role–Attribute Relationships and Privilege 
Provisioning 

Identity management enables the provisioning of all user 
types in a governance ecosystem, including those from third 
parties with goodwill; life-cycle management; binding of 
users, devices, applications, and services to multiple roles; 
and constant least-privilege reinforcement. Testing of 
separation of duties reduces operational security risks. 
Revocation lists, monitoring of user activities, and workflows 
for triggering additional logging and auditing help to ensure 
compliance with policies while respecting legitimate 
business needs. 

5. Conclusion 

The proposed architecture and model constitute a Trust-
Centric Cloud Intelligence Framework for Autonomous 
Access Governance and Secure Enterprise Software 
Delivery. The design aims for the automation of trust-centric 
access governance, for cloud services deployed in multi-
cloud and/or edge environments, with a focus on the cloud 
and edge components that govern access and authorisation. A 
layered, control-understanding architecture is proposed for 
autonomous access governance, comprising perception, 
decision, actuation, and supervision layers. Within the 
decision layer, a model for identities, roles, and privilege 
management is detailed. This incorporates identity 
federation, risk-adaptive access control, continuous 
compliance assurance, and a policy framework for 
management and monitoring. Decision automation is 
governed through explainability, auditing, human-in-the-
loop, and override provisions. The model advances risk-
adaptive privilege management within a continuous 
compliance framework for complex enterprise software 
delivery scenarios, mitigating top enterprise risks identified 
by CIS. 

The framework investigates the need for intelligence-
assisted, autonomous approach and therefore brings cloud 
governance challenges from the supporting literature. The 
Trust-Centric Cloud Intelligence Framework for 
Autonomous Access Governance and Secure Enterprise 
Software Delivery is deeply analysed and key findings are 
presented in the current section. Addressing the evident 
causes of trust misalignments is the focal area as these impact 
overall security of cloud services. Management of cloud trust 
must therefore move beyond a validation phase and shift to 
support for the continuous dynamic trust mechanism, based 
on the Security Council. With Internet-oriented service 
methodology adopted by cloud, trust decisions must therefore 
be place in the hands of dynamic trusted authority to 
continuously assess the behaviour of Cloud Providers and 
Cloud Services. Such trust decisions therefore must take 

place in a decentralized manner through distributed cloud 
ledger technology for Cloud Services. 
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