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Abstract— Multi-platform enterprise systems face a wide 

range of persistent threats, yet the strategies used to secure 

and strengthen their resilience remain inconsistently aligned. 

This work proposes an identity-centric defense model built 

around identity management and federation. The model 

integrates identity, authentication, authorization, and 

governance functions into a unified architecture, delivering 

cross-domain trust and supporting resilient continuity 

operations. 

Developing this identity-centric approach begins with 

framing a set of key research questions: Can a coherent 

identity-centric architectural model be established to support 

resilience objectives across diverse platforms? What 

theoretical foundations underpin such a model? And what 

does the identity-centric threat landscape look like across 

multiple platforms? The proposed model addresses these 

questions by synthesizing insights from the security, trust, 

and resilience literatures, with particular attention to incident 

management and assurance operations—including auditing 

and assessment—within the broader context of identity 

management and federation. 
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1. INTRODUCTION 

A multi-platform enterprise system resists cyber threats 
while supporting service continuity in a high-confidence 
environment. Identification-based security counters identity-
based attacks and supports cross-platform governance. These 
requirements drive an identity-centric defense model. 
Research questions assess how identity and trust components 
safeguard resilience. System availability supports business 
continuity. Integration across on-premise and cloud 
infrastructures is essential. 

Identity-centric design combines threat models, controls, 
and assurance assessments to expose identity attack vectors 
for identity-centric systems that interact across platform 
boundaries. Shared cross-platform identity trust support 
management and reduce governance operational costs. 
Security compliance becomes an integral part of platform 
operation without incurring additional costs. Privacy-
preserving controls offer information assurance with minimal 
impact on user privacy. 

Identity-centric design systematically addresses multi-
platform enterprise risk using the MITRE ATT&CK 
framework to detail identity-based tactics, techniques, and 
procedures. An identity-centric threat model links the 
controls to specific strengths of the architectural design. 
Residual risk after countermeasure deployment is assessed 
using assurance levels and compliance with internationally 
accepted information technology standards and guidance. 

Mathematical Formulas:  

Equation 1 — Composite Identity Assurance Score 

T = w₁A_id + w₂A_au + w₃A_az + w₄A_gov ,   Σwᵢ = 1 



where T denotes the composite trust/assurance score for an 

identity transaction; A_id, A_au, A_az, and A_gov are 

normalized assurance sub-scores (range [0,1]) for identity 

proofing, authentication strength, authorization correctness, 

and governance compliance respectively; and w₁–w₄ are 

policy-defined weights reflecting the relative priority an 

organization places on each dimension. 

Equation 2 — Residual Risk After Control Deployment 

R_res = R_inh · ∏(1 − Eᵢ),  i = 1…n 

where R_inh is the inherent risk of an identity-based threat 

prior to mitigation, Eᵢ ∈ [0,1] is the estimated effectiveness 

of the i-th deployed control (e.g., a CIS Controls v8 

safeguard), and R_res is the residual risk remaining after n 

independent controls are applied. This mirrors the 

manuscript's description of assessing residual risk via 

assurance levels after countermeasure deployment. 

Equation 3 — Cross-Domain Federated Trust (Weakest-

Link Bridging) 

T_fed(A,B) = min(T_A, T_B) · σ_AB 

where T_A and T_B are the internal trust/assurance scores 

of two federating identity domains, and σ_AB ∈ (0,1] is a 

bridging degradation factor capturing the overhead, protocol 

mismatch, or attribute-sharing risk introduced when 

domains interoperate (e.g., across SAML, OAuth 2.0, or 

OpenID Connect boundaries). This reflects the manuscript's 

discussion of trust boundary definition and assurance-level 

reconciliation in identity federation. 

2. Theoretical Foundations of Identity-
Centric Security 

Interoperability across platforms requires a supportive 
security model, with identity-management underpinning 
resilience. Theoretical paradigms in identity management, 
trust, cryptography, and privacy potentially contribute. 
Formalization and systematization of identity-centric 
mechanisms, threat surfaces, and identity-based adversary 
models guide analysis of the security design and incident-
handling capabilities. 

Communication and data-processing can cross platforms 
deployed in multi-tenant, multi-cloud service modes. 
Solution delivery involves governance, security, and 
resilience measures. Identity needs authentication and 
authorization for interpretation and protection; the pattern 
operations must be correctly executed. Identity-management 
theory covers the phases and areas, linking the formal notion 
of identity to semantic, operational, or evolutionary views. 
Resilience and continuity support demand the extension of 
these foundations to include cross-domain federation, such as 
operations over the web, mobile, gaming, and corporate 
platforms. Non-functional demands further induce privacy-
aware approaches combined with identity federation, general 
cryptographic concerns, and service Quality-of-Service. 
Developments in both directions thus remain tightly related. 

3. Architectural Principles for Multi-
Platform Environments 

Security spans the full life cycle of organizations, from 
business process design to crisis recovery. Previous research 
concentrated mainly on authentication, federation, and access 
control. However, an architectural perspective might clarify 
dependencies, interactions, and non-functional aspects. Such 
a view brings together principles and techniques from 
identity management theory, cryptography, policy-based 
security, access control, and risk-based assurance. 

The architecture comprises a layered paradigm, the 
identification layer of identity, authentication, and 
authorization components, and supporting services for 
governance, trust management, auditing, and incident 
response. Interoperability across multi-platform 
environments, explicit support for system–business 
alignment, and non-functional characteristics such as 
availability, latency, scalability, and security emerge as 
essential properties. 

Identity-centric concepts from multi-platform 
environments guide the research. The information technology 
and business domains are linked by identity-as-a-service 
offerings with enterprise governance and risk–compliance 
frameworks. The identity concept embodies individual, 
organization, device, asset, role, and operation identities. 
Identity management theory encapsulates these dimensions 
and both formal and pragmatic designs, ranging from 
government approach–attack vectors aligned with business 
priorities. In multi-platform environments, federation 
protocols such as SAML, OAuth, and OpenID Connect 
govern trust and authorization, while support for cross-
domain reciprocity facilitates identity-based risk mitigations. 

 

Figure 1. Layered identity-centric defense architecture: 

identification/authentication/authorization services, 

governance and audit services, and cross-domain 

federation, as described in Sections 3 and 3.A. 



 

Figure 2. Identity-based adversary techniques discussed 

in Section 4.A mapped illustratively to the number of 

MITRE ATT&CK tactic categories each technique 

implicates. 

A. Identity Federation and Cross-Domain Trust 

Secure, reliable interoperability between identity-based 
security domains—whether virtual, physical, or logical—and 
independent or heterogeneous policies, standards, controls, 
and assurance levels is necessary to support continuity of 
operations yet is a significant challenge. An effective 
architecture requires an incident response plan for cross-
domain use cases as a proxy for identifying corner cases 
needing tailored solutions. Trust between independent 
identity-based domains must be formalized and low-
overhead processes established for controlled sharing of 
sensitive attributes, with associated legal or governance 
implications. Authentication and authorization solutions 
should support secure cross-domain operation, including 
credential bridges and mechanisms for encrypted token 
exchange between identity proxies. 

Identity federation enables two or more identity 
management domains to interoperate by establishing trusted 
links that facilitate secure sharing of users’ authorized 
credentials. Web-based “top-down” federations join together 
identity-rich service providers such as social networking 
sites, while enterprise “bottom-up” federations join together 
identity-poor service providers such as e-commerce 
applications. Enabling cross-domain access control is one of 
federation’s primary benefits. Federation supports multiple 
use cases, with identity verification the most common in 
security-focused contexts. The establishment of an identity 
federation across independent security domains introduces 
particular challenges, including definition of the trust 
boundary, privacy impact of shared attributes, and assurance 
levels of the federated domains. Composer-propensity 
reconciliation indicates where an identity federation is an 
appropriate architectural strategy. 

 

Figure 3. Illustrative relative emphasis placed on non-

functional architectural properties (availability, latency, 

scalability, security, interoperability) by the 

identity/authentication/authorization layer versus the 

federation/cross-domain layer. 

4. Threat Landscape and Risk Modeling 

Scenario-based modeling is widely used for risk 
assessment, enabling examination of different facets of an 
organization’s operations. The broader threats to an 
organization’s identity-centric system and the interactions of 
threat actors with external, internal, and multi-organizational 
business partners must also be detailed. The latest threats 
impacting identity management mechanisms are framed 
according to the tactics and technique definitions of the 
MITRE ATT&CK framework. Techniques are then related to 
the control categories defined in the CIS Controls V8 
framework and their respective assurance levels. 

The overall threat landscape must reflect the specific 
nature of the identity-centric model and the operation of 
identity management components across different platforms. 
Threats can be classified according to the techniques that may 
enable their execution, the platform of origin, the phase of the 
kill-chain process being executed, and the component under 
attack during the process. The broader identity-centric system 
of an organization should also be seen as an integrated entity, 
with continuous risk analysis extending beyond the 
components operating within a single platform. 

Table 1 — Identity-Based Adversary Techniques: 

Signals and Mitigating Controls 

Attack 

Type 

Primary 

Vector 

Detectable 

Signal 

Mitigating 

Control 

Replay 

attack 

Reuse of 

intercepted 

credential/t

oken 

Duplicate 

token/nonce 

reuse at IdP 

Nonce/timesta

mp binding, 

token replay 

detection 

Credential 

stuffing 

Reuse of 

breached 

credentials 

High-volume 

login failures 

across 

accounts 

Rate limiting, 

breached-

password 

screening, 

MFA 



Attack 

Type 

Primary 

Vector 

Detectable 

Signal 

Mitigating 

Control 

Phishing Deceptive 

credential 

harvesting 

Anomalous 

referrer / 

lookalike 

domain 

access 

Phishing-

resistant MFA, 

user awareness 

training 

SIM 

swapping 

Hijacked 

mobile 

number for 

OTP 

interceptio

n 

Unexpected 

SIM/carrier 

change event 

Non-SMS 

MFA factors, 

carrier-lock 

alerts 

Insider 

threat 

Abuse of 

legitimate 

privileged 

access 

Deviation 

from role-

based access 

baseline 

Least privilege, 

continuous 

behavioral 

monitoring 

Supply-

chain 

compromise 

Backdoor 

via 

compromis

ed 

vendor/soft

ware 

Unexpected 

privileged 

logins from 

trusted 

components 

Vendor risk 

assessment, 

code/artifact 

attestation 

 

Table 2 — Comparison of Identity Federation Protocols 

Protocol Primary 

Trust Model 

Token 

Format 

Typical Use Case 

SAML 

2.0 

IdP-issued 

signed 

assertions 

XML 

assertion 

Enterprise web 

SSO, B2B 

federation 

OAuth 

2.0 

Delegated 

authorization 

via access 

tokens 

Bearer 

token 

(opaque 

or JWT) 

API authorization, 

third-party app 

access 

OpenID 

Connect 

Identity layer 

atop OAuth 

2.0 

JWT ID 

token 

Consumer and 

enterprise 

federated login 

A. Adversary Models for Identity-Based Attacks 

Identity-centric systems easily integrate with external 
services by delegating authentication or authorization 
decisions to trusted Identity Providers or Policy Engines, 
necessitating the exchange of users' identity credentials or 
access tokens. However, such trust relationships are 
frequently misused or compromised, enabling identity-based 
attacks against multiple platforms. Typical attack types 
targeting identity-based systems include replay attacks, 
credential stuffing, phishing, SIM-swapping, insider threats, 
and supply-chain compromises. Therefore, these attacks 
warrant careful analysis, identifying the capabilities, 
objectives, detectable signals, and mitigating controls of 
potential adversaries. 

Replay attacks occur when an adversary uses a victim's 
identity credential (e.g., a password or digital signature) after 
interception. Although the victim's environment often 
provides means for detection (e.g., anomaly detection 
systems), the attack remains undetectable at the relied-upon 
Identity Provider or Policy Engine, making mitigation 

difficult. Credential stuffing attacks leverage stolen 
credentials from a previous data breach to attempt access to 
multiple accounts of different users across various services. 
Phishing techniques are widely recognised as one of the 
greatest threats to today's information technology users. SIM 
swapping refers to the process of hijacking a mobile phone 
number and transferring it to a SIM card controlled by an 
attacker. Insider threats remain an extremely serious issue, as 
trusted users often cause the most harm to an organisation. 
Vulnerabilities in software, services, or suppliers may also 
give attackers a backdoor into privileged systems, enabling 
them to log in using existing credentials without detection. 

To develop an adversary model for the identity-centric 
systems described in this work, a template draws on the 
frameworks proposed by the MITRE Corporation and the 
Lockheed Martin Cyber Kill Chain. Where additional sources 
and insights contribute, they are acknowledged in the 
discussion of individual attacks. Each section includes a 
template table to assist in cataloguing information for 
identity-based attacks. Adversary capabilities are derived 
directly from the relevant Sources and Relationships 
categories of the MITRE ATT&CK matrices: Enterprise, 
Cloud, and Mobile. 

5. Conclusion 

An identity-centric defense model for resilient enterprise 
multi-platform systems has been presented. Three 
overarching contributions have been made. First, identity, 
authentication, authorization, governance, trust, and 
resilience have been defined generically. The concepts are 
used to justify the need for identity-centricity in securing 
complex enterprise systems and indeed support the 
development of a risk framework that not only allows the 
identification of risks stemming from insufficiently protected 
identity components but also links to resilience-oriented 
controls based on identity management processes. 

Second, a high-level architectural design has been 
established based on established identity management theory 
and models of trust and cryptographic foundations enabling 
secure access across multiple platforms. An identity provider, 
policy engine, access broker, audit, and incident response 
components form a layered architecture that supports 
interoperability among different platforms while addressing 
non-functional requirements of availability, latency, 
scalability, and security. Third, the threat landscape has been 
synthesized into a structured format that applies the MITRE 
ATT&CK® framework to identity components of enterprise 
systems across platform boundaries. Current research and 
practice have been advanced, and future work will further 
develop these ideas into a prototype support system. 
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