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Abstract

Data-driven disruption in healthcare enables advanced analytical capabilities for near-real-time monitoring, prediction, and
prevention. However, existing interoperability standards remain inadequate for large-scale operational systems. An innovative
event-driven architectural pattern addresses the requirements for near-real-time healthcare data streaming and corresponding data
models. Key streams in acute care and telemetry from medical devices illustrate the application of these concepts.

Research demonstrates that many common event-driven architectural patterns well-known in business domains apply equally to
near-real-time infrastructures in healthcare. Data-driven technologies are rapidly disrupting business and government sectors.
Purpose-built data pipelines collect, curate, and stage data for near-real-time operational insights into customer and
environmental factors. Emerging analytical techniques such as complex event processing, predictive analytics, and machine
learning rely on these data streams for service innovation, business performance and resilience, fraud detection, and automated
response. Similar capabilities are desirable in healthcare, whether for monitoring ICU patients, predicting hospital readmissions,
preventing clinical deterioration, detecting adverse events, optimizing resource allocation, or curtailing the spread of disease.
Nevertheless, the healthcare sector has not yet realized these advanced operational insights. The primary reason is the lack of
sufficiently low-latency, scalable healthcare data streams. Drivers of change include research demonstrating suboptimal patient
outcomes resulting from failure to act on existing evidence, the infectious nature of COVID-19, concerns regarding healthcare
system capacity, and a growing risk of influenza-H1N1 co-infection.

Keywords : Event Streaming,Real-Time Data Processing,Healthcare Interoperability,HL7 / FHIR Integration,Message
Queues,Apache Kafka,Event Brokers,Data Pipelines,Microservices Architecture,Clinical Data Streams,Asynchronous
Communication,Data Ingestion Frameworks,Patient Monitoring Systems,Low-Latency Processing,Healthcare Analytics Streams.

1. Introduction attributes, along with methods for continually detecting key
body, disease, and pathology conditions. The sources
constitute diverse, distributed data networks of event
sources, and they must deal with complexities that make
their continuous processing and analytics challenging,
particularly with regard to data velocity and volume. The
produced data velocity requires processing and analytics of
an event stream at a frequency that can capture the desired
underlying reality. Data volume requires careful trade-off
evaluations to reduce data storage and communication costs,
while ensuring that business objectives continue to be
achieved. Naturally.

The continuous, growing body of data from near-real-time
healthcare is sourced from a multitude of entities—among
them, sensors, medical devices, devices in support of active
patient treatment, tools in support of diagnostics,
surveillance cameras/pooled data from general settings for
COVID-19 purposes (akin to control rooms), pharmacy,
aided/loss events—along with messages from telemetry from
surgical rooms to applied scientific simulation. These bodies
of information are comprised of data, data about data
(metadata), timing (temporal alignment), and contextual
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The key to the solution must be an event-driven architecture
(EDA) that provides a near-real-time stream of appropriately
merged and transformed events. Central to the event-driven
architecture for streaming near-real-time healthcare data is
the use of publish-and-subscribe and event-sourcing patterns
to support complex event processing, continuous analytics,
and near-real-time data lakes feeding ML and Al models that
require high event-ingestion rates. Central, supporting
quality-assurance processes provide information about
certain conditions not covered in the original event,
supporting decision-making relative to those conditions.
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Fig 1: Real Time Event Streaming In Healthcare

1.1. Research design

This research analysis proposes a security, privacy, and
compliance-sensitive near-real-time healthcare event-driven
architecture (EDA) using negative and positive security
models. To achieve near-real-time, compliance- and
security-sensitive health data streaming, the core
requirements of an EDA are expanded. Important near-real-
time healthcare streaming requirements are high throughput,
low latency, failover reliability, failback reliability, data
protection, privacy control, and auditability. Support patterns
validated in related research are identified, and five classes
of such support patterns are evaluated for suitability.

A research direction to provide support for three streaming
classes—medical-device-generated telemetry, population

and postacute care healthstreams, and low-latency acute-care
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sensor data—is outlined. The direction includes a future
direction along an open-source front, with details for one
streaming class involving a non-proprietary, low-cost blood
glucose monitoring device. Individual acute-care remission
deployment risks are low and can be contained within acute-
care settings with reliable latency. Remaining risks warrant
research and pilot partnerships with manufacturers of policy-
governed, policy-agnostic, and community-cloud-enabled
medical devices and software-as-infrastructure platforms to
build cloud-based telemetry pipelines.

Equation 1: End-to-End Latency

Step 1: Break the pipeline into stages
For one healthcare event, the delay comes from:
e  sensing/data generation delay

e transmission delay from producer to broker

broker queuing delay

e processing delay

delivery delay to consumer/dashboard/analytics

Let these be:

e  L,=generation latency

L= transmission latency

Lq= queueing latency
e  L,=processing latency

e L,i=delivery latency
Step 2: Total latency is the sum of stage delays

A message must pass sequentially through these stages, so
the total is additive:

Liotat = Lg + Le + Lg+ Ly + Lg
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1.2. Background and Significance

Near-real-time healthcare data streaming has the potential to
fundamentally transform health care delivery by enabling
actionable intelligence for providers and by facilitating a
broader array of products and services. Event-driven
architecture (EDA) patterns that can support near-real-time
healthcare data streaming are examined from a security,
interoperability, and reliability perspective. EDA enables the
application of real-time analytics to streaming health data in
addition to delivering data to consumers for retrospective
analysis. As near-real-time healthcare data streaming
matures, there is a clear need for structured, reusable health
data models and semantics to complement the existing focus
on event processing and real-time analytics.

The case for healthcare event-driven architecture has been
made in several previous studies for domains where latency
and real-time analytic capabilities are critical (acute care,
perioperative services, telemetry listening) and where there
is a confluence of multiple data sources (post-acute care,
population health, etc.). Events serve as the building blocks
for streams, and streams serve as the building blocks for
messages. The design patterns and principles of structured
event-driven architecture apply equally to near-real-time
healthcare data streaming and to near-real-time healthcare
data analytics. Event processing, complex event processing,
and streaming health data all benefit from the application of
a publish-subscribe model, and the case for such a model
extends beyond event-driven architectures with true real-
time requirements. Recent engagements in the greater
Boston area focused on healthcare cloud platforms for near-
real-time analytics and streaming health data.

2. Security, Privacy, and Compliance
Considerations

Effective access control mechanisms and data-in-transit
encryption minimize unauthorized use and reduce the risk of
data loss. However, near-real-time data streaming often
occurs over public cloud services that, though highly secure,
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are not governed by the same data-security framework as
private hospital systems. When data are sent from hospitals
“over the wire” to be processed and stored off-site, the risk
of exposure remains. Pseudonymization or encryption of
medical data before leaving the hospital’s local environment
may therefore be necessary to comply with data
minimization principles and cope with the sensitive nature of
healthcare data. Data-minimization requirements may also
be imposed by connecting organizations, and so a balance
must be struck between the need for protection and the need
for useful analysis.

Healthcare data comprise a rich source of insights for a
variety of stakeholders throughout the healthcare ecosystem,
some of which are commercial for-profit organizations, such
as insurance providers. These use cases are thus typically
much less stringent than the safeguards required to enable
direct patient data to be shared with other clinical
organizations without explicit consent. Nevertheless,
supporting GDPR and HIPAA regulatory frameworks
requires the implementation of audit trails, including
cryptographic monitoring techniques, to proof the processed
data against privacy, confidentiality, and consent aspects and
to establish provenance tracking.
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2.1. Data Security in Transit and at Rest Concept Definition Role in Healthcare
Sensitive data in transit is particularly vulnerable to
unauthorized access and modification during transmission. Message Data unit carrying ~ Transmits clinical

Because numerous standards in the healthcare domain
mandate that data be encrypted both in transit and at rest,
implementing cryptographic measures is a critical design
consideration in a near-real-time data-sharing architecture.
Special attention must be paid to ensure that sensitive data is
encrypted in such a way that it remains in a secure state even
during processing. For instance, a protocol like Intel's
Software Guard Extensions enables an application to host
sensitive data in memory in an unencrypted form only within
an execution environment guaranteed to be inaccessible
from other processes running on the same machine.

However, encryption in transit lacks protection against
endpoint vulnerabilities. Many European and national
directives have therefore stipulated the restriction of
sensitive data exposure during processing by promoting the
principles of data minimization and purpose specification.
The principle of least privilege also requires that only
authorized personnel have access to sensitive data items.

The explicit requirement for limited access to specific
groups of users is inherent in the implementation of
regulatory measures such as the Health Insurance Portability
and Accountability Act, the Food and Drug Administration
Data and Safety Monitoring Board guidelines, and European
Union legislation. Security and privacy compliance in health
data streams is also a concern for industry standards like the
Fast Healthcare Interoperability Resources. Audit trails
complement access restrictions by generating tamper-proof
logs of all accesses to sensitive data in health data systems.

Concept Definition Role in Healthcare

Change of state or ~ Patient vitals change,
Event

occurrence alerts

Ordered sequence of Continuous telemetry
Stream

events data
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event info updates

Event Source Producer of events  Sensors, EHR systems

Event Subscriber to events Dashboards, analytics
Consumer systems

Table 1: Core Concepts of Event-Driven
Architecture

2.2. Access Control and Data Minimization

Access controls based on the principle of least privilege limit
health system and third-party access to only the data,
resources, and services required for specific health care
delivery and business functions. Security and privacy risks
are minimized by restricting the use of health data for
marketing, selling, or other non-health care related
operations. In addition to technical access controls, carefully
designed user authentication and training programs are
necessary to reduce the risk of human error. Even with these
security measures, health data may be inadvertently or
maliciously disclosed or accessed. Data-minimization
principles reduce the risk of sensitive data being misused or
inappropriately disclosed. Within the health-care context,
these principles include restricting the display of identified
data to direct care providers, protecting the identities of
patients undergoing sensitive medical treatments or tests,
and limiting access to health data retained for business or
research purposes.

In clinical settings, these principles are supported by patient
consent. Sensitive data are identified within the shared
health data model, a data-sharing standard proposal inspired
by the Fair Information Practice principles. The principle of
purpose specification states that health data should only be
used for the purpose expressly consented to by the patient;
for example, marketing or research-related use. Whenever
possible, the purpose, data being used, and the period
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covered for the deployment of the health data should be k
specified. Further, public communicating processes should Omax = ku = T
S

be established and patients should be kept informed
continuously. Since patients have various sensitivities,
further privacy protection and purpose specification are
necessary for patients undergoing drug-abuse treatment or
sexual-transmitted-disease diagnosis and treatment.

Equation 2: Throughput of the Streaming System
Step 1: Define throughput

Throughput means the number of events processed per unit
time.

If:
e N=number of events processed
e T=total time interval
then throughput is
0= ﬁ
T
Step 2: Byte-based formulation

If each event has average size sbhytes, then data throughput is

Ns

9 =
b="r

Step 3: Relation to service rate

If the system can process one event in average service time
ts, then service rate is

For kidentical parallel processors, maximum ideal
throughput becomes
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2.3. Regulatory Frameworks and Audit Trails Near-real-
time healthcare data streams operate within a complex
security and regulatory landscape. By design, these streams
may carry sensitive health information between diverse
providers and organizations, exposing them to an elevated
risk of re-identification and other security breach scenarios.
Consequently, data minimization techniques are essential for
reducing that risk. Often, however, the operators of such
streams have to provide guarantees for regulatory data
governance. This often requires maintaining a complete
audit trail of all events contained within the stream, along
with evidence or copyright-like certificates of proper key
use. Certain regulatory compliance frameworks, such as
HIPAA in the US or GDPR in the EU, require such an audit
trail for certain types of sensitive healthcare data in the event
of a security or privacy breach.

Audit trails can be built on top of an event sourcing pattern,
where each received event is produced as the serialized
health event, for regulatory and governance purposes. All
pull subscribes of the data lake in replay-mode and any data
pipeline performing data enrichment can verify that they
indeed operated properly through ownership of the original
event and by private data minimization techniques on the
sensitive attributes. For the streaming systems that act as the
main event source, idempotent processing and storage are
required to avoid spurious re-publication of events, since
such re-publication occurs through the publish-subscribe
backend.

3. Fundamentals of Event-Driven
Architecture in Healthcare

After defining events, streams, and messages in the context
of an Event-Driven Architecture (EDA) for streaming
healthcare data, this section illustrates the functional
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components of an EDA in healthcare and examines how data
provenance, quality, and governance are assured in the
architecture.

Events, streams, and messages

An event is an occurrence or change-of-state in a system that
is potentially of interest. A stream is an infinite sequence of
ordered events that happen over time. A message is a
transactional unit of data transmission used to convey intent
or effect change.

An EDA uses events and streams as core abstractions. An
event represents a meaningful change in the state of the
system, the occurrence of an action, or a piece of
information that may be relevant to other participating
components. Each stream consists of a sequence of events of
the same type expressed in temporal order and is
continuously updated as new events occur. An event may
also be represented as a message that is published on a
stream. In the future, such published messages enable
notifying other components interested in the change without
direct coupling between components. —inspired by Event-
Driven Architecture for Near-Real-Time Healthcare Data
Streaming.
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Fig 3: Event-Driven Architecture

3.1. Events, Streams, and Messages

Healthcare EDAs produce, consume, and process event data.
Events capture changes of state originating in business
processes. Healthcare events are typically state changes in an
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individual patient, but they may also reflect group-level
changes, such as the onset of the COVID-19 pandemic;
administrative changes in guidelines, standards, insurance
coverage, and reimbursement; and demographics and social
determinants of health.

An event stream is a high-fidelity template or schema
defining a collection of events. It describes a business
concept important for data-sharing and analytics use cases.
Event-stream producers publish individual events. The
relationship between events and event streams is similar to
that of a message queue and its message schema. An event
stream is a standardized template or schema defining a
collection of individually published healthcare events.
Stream-schema evolution is similar to that of database
schemas, with a standard process for applying backward-
compatible and breaking changes.

Event messages contain the domain-specific data about the
state change, as well as meta-data about the event, such as its
time-stamp and origin. Meta-data defines provenance,
granularity, and expressed data quality. Events are
discoverable at an attribute level based on the attributes
defined in the corresponding stream schema. Schema
evolution may include adding or removing individual
attributes or changing data types. Event messages are
“transactions” within the event stream. They can also be
expressed in real-time Query Language (rQL) syntax in
many EDA implementations. Querying at this level provides
a powerful capability to query recent event history in
different persistency stores, for use cases ranging from
detection to detailed diagnosis.

3.2. Components of an EDA in Healthcare

Eight components form the core of a well-designed event-
driven architecture for near-real-time data streaming: a data
lake, a data ingestion pipeline, a streaming platform, an
event-function store, a complex-event processor, real-time
dashboards, and an event-streaming producer. The data lake
serves as an analytical repository that integrates all available
clinical data. It is complemented by the ingestion pipeline,
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which assimilates historical data from data sources at rest,
such as a data warehouse, and scrubs it for quality before
depositing it into the lake.

The data lake connects to a streaming platform that manages
data in motion. The platform offers health systems and their
third-party partners a publish-subscribe mechanism to share
monitoring events with minimal latency and provides the
foundation for a managed service for clinical event
processing. Monitors or web services observably commit
events to the streaming platform. These events are typically
patient-centric or population-centric content, such as SOAP
(Simple Object Access Protocol) messages containing the
full FHIR encoding of a patient-centered clinical encounter.

Equation 3: Queue Growth and Backpressure Condition
Step 1: Define rates
Let:

e A=arrival rate of events

e u=processing/service rate

e  (Q(t)=queue length at time ¢t
Step 2: Net queue growth
Over a small interval At:

e events arriving = 1At

e  events served = uAt
So the change in queue is

AQ = (A — WAt

Step 3: Differential form
Divide by Atand let At — 0:

dQ

a AT
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Step 4: Backpressure condition
If arrivals exceed service:

A>u

then

dq
dt

3.3. Data Provenance, Quality, and Governance

Data provenance, quality, and governance are paramount
considerations for a healthcare data streaming architecture.
Interoperability requires that data is meaningful when
interfacing with other systems, yet limiting access to data
that can change state or is still evolving can reduce latency.
Security regulations, such as the U.S. Health Insurance
Portability and Accountability Act, mandate that healthcare
organizations actively protect the data streams they create.
Government and industry groups provide supplemental
assistance by creating specialized standards and protocols
for healthcare data transfer.

Provenance refers to documentation of the origin of the data
and prior stages of its existence. Provenance data for a
healthcare data stream must include the authoritative source
of data generation for every event record in the stream,
something akin to a forensics chain of custody. Provenance
is essential for the trust models driving data-sharing
agreements. Privacy regulations typically require audit trails
to track user access and give patients the right to a report of
which entities have accessed their data. For data lakes that
ingest streams from multiple sources, third-party health data
industry standards such as STRIDE may assist in these
compliance and provenance needs.

4. Near-Real-Time Data Streaming
Requirements in Healthcare
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Most therapeutic and diagnostic concepts in healthcare are
time-sensitive; therefore, stream processing is often
preferred over batch processing for implementing Al and
ML models. However, healthcare is also complex.
Advanced-analytic systems often require copious amounts of
diverse data from multiple sources and sensors, not all of
which generate streams or provide such data reliably. The
healthcare setting—as well as other contexts characterized
by imperfect or unreliable data—introduces additional
considerations beyond throughput, latency, and reliability.
These considerations include security, privacy, architectural
design, and external-facing interfaces.

Healthcare organizations must protect their patients' data,
prevent information systems from becoming conduits for
attacks, and adhere to the requirements codified in HIPAA
while enabling use-cases that generally rely on data moving
from an event producer to a consumer. "Where to put it/to
whom to give it" becomes a corresponding high-level design
concern, compounded by the complexity of healthcare
services—actors, events, domains, and departments
inevitably interact—and potentially fulfilled externally by
standards such as HL7 FHIR, XDS, and Integrating the
Healthcare Enterprise (IHE). Visualizing the outflow of
information as a series of data streams or pipelines for
further use will also appear to facilitate architectural
comprehension and "make sense" to developers.

Analytical workflows
d at the data
warehouse.

Cloud storage b,

Fig 4: Real-Time Data Streaming Architecture
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4.1. Latency, Throughput, and Reliability

Latency, the time between input and output, is a key design
constraint in realtime, interactive systems. For healthcare,
the requirement is common but has unique properties.
Latency encompasses both data generation and processing. It
can be defined as the maximum allowable time for a
complete cycle: the full round-trip time of a typical
message—a heartbeat for wearable devices, a few minutes
for other critical data, an hour for most of the rest.

Healthcare events require more than low latency. For
obvious reasons, there can be no loss of information;
consumers must receive all input messages in order; and
additional constraints apply during periods of high load.
Producing systems must not be overloaded, yet events must
not accumulate undelivered for long. Although interruptions
can normally be tolerated, a system lacks redundancy if both
the producer and consumers are down at once. Fault-
tolerance mechanisms should ensure that the required
message guarantees, including temporal ordering, are
satisfied throughout normal operation and during recoveries.

4.2. Security, Privacy, and Compliance

Both privacy and security procedures must be included in
the collection and sharing of health data for robust and
trustworthy systems. Compliance and audit capabilities must
also be embedded into the infrastructure to allow
organizations to meet regulatory frameworks such as
General Data Protection Regulation, Health Insurance
Portability and Accountability Act, Federal Information
Security Management Act, Sarbanes—Oxley Act, and
Personal Information Protection and Electronic Documents
Act. The audit procedures help detect potential breaches and
offer visibility that permits organizations to demonstrate
compliance before auditors. The design of the application
must thus include elements of access control, logging,
retraining, and encryption.

For access control, only authorized endpoints, such as
analysis and storage facilities, should be allowed access to
the sensitive data. Such facilities should also collect only
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those data essential for their functions. For logging, health
records within a cloud service must be monitored: on whom
they were accessed, when they were accessed, what
operations were performed, and the data usage. Data at rest
may be protected by strong encryption, which renders the
data unreadable without the important keys stored safe in a
secure element. When an important key is compromised,
automatic key rotation will replace a compromised key in a
timely manner. These elements help maintain privacy during
data sharing but do not ensure that sensors whose operations
are intrusive are properly managed and do not violate the
privacy and autonomy of patients.

Component Description Function

Central storage Stores structured &
Data Lake - 9 unstructured health

repository

data

Ingestion Data collection  Cleans & loads
Pipeline mechanism historical data
Streaming Real-time data ~ Manages data in
Platform handler motion

Event persistence

Event Store
system

Maintains event history

Complex Event Detects patterns &

Analytics engine

Processor triggers alerts
Real-Time Visualization Displays
Dashboard layer patient/clinical data

Event Producer Data generator  Devices, applications

Event . Clinical systems,
Data receiver .
Consumer analytics tools

Table 2: Components of Healthcare Event-
Driven Architecture
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4.3. Interoperability and Standards

In addition to being secure, reliable, and scalable, a near-
real-time data streaming architecture must interoperate
seamlessly with the many systems, devices, and services in a
hospital or health system. Standards play an essential role in
achieving this interoperability, but it is also important to
examine query-based publish-subscribe systems or monitor-
access patterns and not restrict the discussion to support for
notifications.

No two systems trigger events in precisely the same way.
Such variability at event producers complicates the design of
event consumers—the systems that listen for, receive, and
process the events. Data types and schemas can vary across
systems and application domains, thus creating additional
integration challenges. In data integration, both the
interoperation of multiple potential realizations of a data
element (data source systems) and the interoperation of all
the consumers (data sink systems) must be considered.
These requirements are often referred to as reciprocity and
reciprocity of function. If shameful, public consumption is
permissible for data integration, then support for shaming
becomes an additional integration requirement. Such
variations among systems can perhaps be mitigated through
a central event bus design that recognizes and contextualizes
these disparities. Nevertheless, for scalable, distributed
event-based monitoring, some shorthand or shared semantics
are essential.

The need for scalable, highly available systems, along with
the complexity and heterogeneity of the monitoring
infrastructure, greatly encourages the use of standard formats
for the exchanged data. Such Open Systems Interfaces take
on added importance as the scale of the architectures
increases because well-defined interfaces reduce the
overhead of the inevitable consulting that occurs during
implementation. Fortunately, many Healthcare Systems
already employ standard event formats in their monitoring
functions (e.g., syslog for UNIX vendors and SNMP for
network devices). Consequently, it is reasonable to expect
that other classes of systems can also adopt standard event
record formats, such as the Common Audit Event Format
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promulgated by the Internet Engineering Task Force and the
protocols of the Web Services Choreography Description
Language Working Group.

Equation 4: Event Replay / Event Sourcing State
Reconstruction

Step 1: Define state transition

Let:
e Sy=initial state
® e, e, .., e,=ordered events

e f(S,e)=transition function that updates state
using event e

After first event:

S1=f(So,€1)

After second event:

Sz = f(S1e2) = f(f(So, €1), €2)

Continue similarly.
Step 2: Generalize after nevents

The final state is

Sn=f(f(C f(So,e1),€2) ,en)

Step 3: Operator notation
Define an event application operator o, then

Sp=S8pce ceyo-oe,

5. Architectural Patterns for Near-Real-
Time Streaming
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Streaming data demands a set of architectural patterns that
address key operational requirements such as high
throughput, low latency, elasticity, scalability, and
reliability. The discussion focuses on five principal patterns:
publish-subscribe and event sourcing, complex event
processing and real-time analytics, and the ensemble of data
lakes, data pipelines, and streaming platforms.

In healthcare, the publish-subscribe pattern is prevalent,
where data producers publish events on specific topics and
event consumers subscribe to the topics of interest. For
example, a heart monitoring system may publish heart
activity and heart failure-preventing events, while the
attending physician may be interested only in the heart
failure-preventing events. Stream processing systems (e.g.,
Kafka and RabbitMQ) provide the infrastructure to
implement the publish-subscribe pattern. Two additional
advantages of these systems are scalability and fault
tolerance based on the replication of events across
distributed systems.

The event sourcing pattern is an approach for modeling the
system's state based on the series of events instead of the
state of data. The current state can be reconstructed by
replaying the previous events. This architecture pattern is
beneficial when the overhead for reconstructing the present
state is small with respect to reloading the state from a
persistence layer. This pattern is also important in support of
auditability (by following the events) and for enforcing data
integrity and consistency.

Another architectural pattern ensures that a data stream is
continuously monitored to detect specific conditions and to
take proactive actions. For example, in an acute healthcare
setting, respiratory patterns, heart activity, and medication
administration can be used to identify patients who might
develop new complications. The pattern addresses not only
monitoring but also treatment. An event can trigger a query
such as “Is there a bed available?” in a hospital ward and
actuate the response: “Transfer patient X to ward Y.”
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Finally, the streaming analytics and complex event-
processing patterns are increasingly supported by services
from public cloud providers. Complex event processing
techniques help detect patterns that span multiple data
streams and can trigger alerts when specific situations arise.
Cloud streaming analytics support serverless executions,
making it possible to deploy a small piece of code that will
be executed only when a specific analysis must be
conducted.

(1) Collect real-time data. (2) Process data as it flows. (3) Explore and visualize.
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Fig 5: Near real-time solution — an
architecture that works - Practical Real-time Data
Processing

5.1. Publish-Subscribe and Event Sourcing

A publish-subscribe architectural style, in which sources of
events publish them to a common broker that delivers
messages to interested subscribers, is often used in
combination with event sourcing for near-real-time streams
in healthcare. In event sourcing, state transitions of a data
entity are persisted as a sequence of events rather than as just
the final state. Each update or change to the data is captured
as an event. Because events maintain the intermediate state
of the resource, the prior states of the data can be
reconstructed by reprocessing the events in sequence.
Compliments have been noted with event sourcing and
CQRS (command-query responsibility segregation) patterns,
in which these two concerns of data update and query can be
handled with a data model that is optimal for each. Simple
event-processing components can publish changes to the
data as event streams. These can be leveraged to provide
CQRS data models for downstream system architecture.
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Publish-subscribe, event sourcing, and CQRS patterns can
be combined together in the delivery of telemetry streams
from wearable, implanted, or consumed devices (e.g.
wearables, ingestables) for acute care settings, as well as for
chronic-care and longitudinal monitoring use cases. Event
streams in these scenarios are often implemented as
telegraf/grafana signalcloud, capable of also visualizing at
scale the sensed values in chronological order. Publish-
subscribe event streams also enable the integration of
telemetric streams in connectivity health dashboards to help
monitor battery life and residence of other critical sensor-
enabled packages.

Equation 5: Idempotent Processing Condition

Step 1: Define an operation

Let gbe the consumer operation applied to state S.
Applying it once gives:

g(S)

Applying it twice gives:
9(g($)

Step 2: Idempotent condition

By definition, an operation is idempotent if repeated
application has the same effect as one application:

g@g($)) =9

Step 3: General repeated form

For any positive integer n,

gr(s) =g()

5.2. Complex Event Processing and Real-Time Analytics
ACID transactional semantics limit query capabilities and,
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because events are consumed and removed from the event
store, it is not possible to conduct ad-hoc analyses or process
events with different update frequencies. These constraints
can be overcome through the use of an event-processing
platform, which maintains continuously updated
materialized views of the data (via atomic change data
capture) that can then be consumed by analytic workloads
with different requirements for data freshness and
consistency.

In this setup, updates from an event stream are piped into the
event processing (complex event-processing, CEP) system,
where they can be aggregated, enriched with contextual data,
correlated with other incoming streams, and persistently
recorded. For on-demand queries requiring backfill of
recently or regularly updated data, these views can be further
served by a real-time analytics engine (such as Apache
Druid), which performs optimizations specific to common
patterns of dimensional querying. This supplementing
approach is preferable if the operational costs of the event-
processing system are high, or if the materialized views are
not expected to be of sufficient quality to reliably support all
analytic queries.

5.3. Data Lakes, Pipelines, and Streaming Platforms
Contemporary data streaming applications are supported by
cloud-based data streaming platforms, typically based on the
publish-subscribe pattern. These systems are capable of
receiving, copying, and storing a large number of input
streams for near-real-time delivery to multiple clients. Data
streaming platforms support streaming applications by
providing at least some of the following capabilities:

1. A unified framework that supports both standard data flow
(request-and-reply) messaging and data streaming (publish-
subscribe) without any programming effort.

2. High-throughput and low-latency data flow.

3. Storage of a large number of input streams with data in
motion.
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4. Ability to preserve message order within per-stream
partitions.

5. In-stream query processing (within-stream analytics).
6. Audit capabilities for GDPR.

7. Automatic replication and fault tolerance capabilities of
AWS services (such as Kinesis Streams, Kinesis Firehose,
and S3).

8. Capability to connect existing data lakes (such as Amazon
S3, Google Cloud Storage, or Hadoop) and existing "batch”
analytics and reporting applications (such as Google
BigQuery).

9. Ability to support built-in complex-event-processing
(CEP) capabilities.

Storage systems designed specifically for streaming
situations, often called streaming pipelines, are optimized for
low-latency writing of data being received and high-
throughput querying of data. Some support streaming query
languages like SQL-on-Stream, SQL-like streaming
languages, or any of the declarative programming languages
supported by the existing ETL ecosystem.

6. Data Models and Semantics for
Healthcare Events

Temporal clinical data can be structured as streams of
events, providing valuable context when seeking to
understand changes over time. Data semantics and events in
the healthcare domain can align with the Fast Healthcare
Interoperability Resources (FHIR) standard. Messages can
be sent over a near real-time message bus for a publish-
subscribe model to distribute to a number of interested
parties. Provenance is critical for determining message
source and audit trails for healthcare systems.
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Much of the vast amount of healthcare data generated can be
semantically represented using the FHIR standard. Such
representation will enable communication and
interoperability between many mainstream healthcare
information systems, such as Electronic Health Records
(EHRs), providing a sound basis for the monitoring of the
complete healthcare journey of a patient.

Semantic alignment of events streamed over a near real-time
messaging bus with FHIR provides a number of potential
benefits. Semantically enriched data in a standard format
allows rapid identification of a group of interest to whom
messages can be distributed elsewhere in the system. Events
sent to a streaming analytic processing capability can trigger
alerts and provide input to complex event processing. A set
of near-real-time event types captures the telemetry of the
healthcare journey of a patient during acute care and after
discharge from a care facility. Events are common change
events not directly dominated by any specific healthcare
standard.

6.1. FHIR and Health Data Semantics

Microservices rely on protocols and data formats that are
understood by all adjacent components. In healthcare,
organizations such as HL7 International define a suite of
standards for the structure, semantics, and exchange of
health data. FHIR is a family of common English domain
models with machine-readable semantics, mostly expressed
in the form of JSON objects. The use of URIs to designate
resources, such as patient and provider identities, enables
information to be stored independently in dedicated
repositories for life-time management and integration into
closed-loop systems e.g. at the time of medication
fulfillment, eliminating the need for copy-and-paste of
addressing data into orders, charts, etc. The FHIR resource
definition includes a structure for tracing information about
authorizations, accesses, modifications, and uses of the
resource. Additional language modules use the well-
formedness rules of FHIR team B (intensions).
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In a federated (or decentralized) map Reduce architecture
using file system and SQL commands, each involved
organization has a local store for the full life cycle and
governance of their health data and provides a wrapper
process for each resource's content type listed in the
uppercase level FHIR classification. Incoming data can be
processed or ignored on demand, while outgoing data access
respects the information-matching permission settings of
FHIR, supporting the data-sharing capabilities of the HL7
FHIR Cloud. A translation process enables capturing in-
event messages all occurrences of key resources across all
organizations. The semantic mapping between the business
process and the health event ontology serves in both
detection and translation process.

HL7 v2 HLave
. o]
2 Business Process ]
g a,
= 3
3 €7"’ @
CDA @ e @ o FHIR R4
] k-]
P © g
G =
a FHIR Broker S
@
Proprietary FHIR R5

Formats FHIR Broker converts and routes
multiple legacy formats to FHIR

Fig 6: Health Data Integration with FHIR

6.2. Temporal Alignment and Synchronization

Aligning events across multiple systems requires tightly
synchronized clocks so that relative timestamps are
semantically valid. When timestamps reflect different
temporal domains, the placement of events along a single
timeline loses meaning, making it impossible to understand
their ordering and proximity. Despite the hard risks imposed
on conventional clustering techniques, any approach relying
on timestamp dissemination or network delay metrics can
still shimmy around these issues by adopting directional
intercommunication, a cosecant of red-blue networks in
distributed systems. The Jason based protocol for reliable
and time-stamped message delivery provides an effective
solution but has yet to be examined in a highly dynamic
context.




) EUROPEAN ADVANCED
JOURNAL FOR EMERGING

TECHNOLOGIES

VOLUME: 04 ISSUE: 02

RECEIVED: APREL 24 REVISED: MAY 12

An alternative aligns events detected by multiple systems
under a shared temporal domain in a non-intrusive manner.
Snapshots of relevant state data is transferred to an authoring
publisher by a pull-based data exposure pattern. Polling
intervals on the subscriber designate epochs. Other event
sources produce snapshots of detected events for the same
epoch and publish these together with timestamped state
snapshots under a publishing approach. By anchoring their
timestamps at the beginning of the epoch, the order of
relations in the generated newsletter maintains its derivation-
semantics. While the approach can introduce
nondeterminism, certain applications can adopt
approximation-closed formats to trade accuracy for
improved quality.

Requirement  Description

Low Latency Minimal delay in processing
High Throughput Ability to handle large data volume
Reliability No data loss

Fault Tolerance Recovery from failures

Security Encryption, access control
Privacy Data minimization, anonymization
Compliance HIPAA, GDPR adherence
Auditability Traceability of data access

Table 3: Key Requirements for Near Real-Time
Healthcare Streaming

6.3. Provenance and Auditability

Data provenance refers to the ability to trace and understand
the origin and evolution of data, answering questions such
as: Who created it? When? How was it modified? Why?
With what authority? Data provenance is a critical aspect in
a trusted system, as the reliability of any derived inference
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depends on the quality of the underlying data. In an EDA
model designed for healthcare applications, data provenance
should be closely observed for three reasons: (a) A device
event notification concerns, in most cases, a person. An
EDA system therefore needs a strategy to derive and bind to
these events the associated individuals and/or groups of
relevance. (b) With health and clinical information changing
over time, it is desirable to maintain an up-to-date view that
is consistent with the overall health information of the same
individuals. (c) Key data in healthcare originate from
processes governed by applicable clinical guidelines and
protocols.

Audibility refers to the ability to reconstruct how a particular
data set came about, including the completion of all
operations along its life cycle, the relevant actors, and the
reasons behind these actions. Audit logs not only assist in
checking compliance with regulations, thereby assuring
accountability, but also uncover patterns of legitimate data
misuse that could be leveraged even to improve the system
itself, such as by receptive learning. Audit logs thus need to
be easily generated with minimal overhead while preventing
unauthorized users from tampering with them.

7. Reliability, Consistency, and Fault
Tolerance

Guaranteeing delivery semantics of exactly once—meaning
an event is received by the subscriber just one time—implies
the occurrence of every message both at the source and at
the sink while preventing duplicates. Since network
components are inherently unreliable, the more practical
approach is to ensure least once delivery: the system
attempts to deliver each message one or multiple times until
it succeeds. Consequently, a receiver must tolerate
duplicates. Accepting a leaky abstraction—in this case, an
at-least-once delivery guarantee—calls for employing
idempotency. Operations are designated idempotent when
executing them multiple times has the same effect as
executing them just once. Systems that do not allow such
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redundancy must take care to write exactly-once, creating a
bigger responsibility than before.

Handling duplicate streaming data also requires replays and
the ability to recover from failures. These situations become
evident in a visit to any streaming-platform user guide. As
with any database, no matter how robustly fault-tolerant and
scalable, streaming systems have failures. During a failure
condition, messages are held in storage temporarily but can
be accessed again when the consumer is back up and
running. Specifically, stream processors use these
mechanisms to implement exactly-once processing
semantics in a system that does not support it natively. The
concept of backpressure surfaces whenever processing
becomes unable to keep up with the pace of incoming
messages. Given high volumes, backpressure is an expected
condition in a healthy streaming workload but should be a
low-frequency event in an ideal pipeline. Nevertheless, it can
create a problem if consuming applications are forced to
drop messages. Implementing backpressure demands that
every downstream activity denote its capacity to consume.

7.1. Exactly-Once vs At-Least-Once Delivery

Healthcare streams should be delivered reliably. In the
context of a publish-subscribe mechanism, reliable stream
delivery can be provided using redundant copies at source
and destination. Within environments that support
replication, such environments can additionally provide a
form of delivery guarantee referred to as exactly-once
delivery. This means that subscribers are guaranteed to
receive an event/message exactly once. However, in an open
environment involving multiple data producers and
consumers, achieving exactly-once delivery is challenging
and typically not feasible. More commonly, data messages
are delivered to subscribers at least once, which means that
subscribers may receive duplicate messages.

Handling duplicate messages requires that the consumers be
idempotent with respect to the message processing.
Idempotent means that applying the same operation more
than once is equivalent to applying it once, i.e., it has no
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additional effect beyond the first application. This property
cannot be taken for granted in real-world applications. The
duplicate delivery would need to be detected at the consumer
side, and it requires maintaining some state information. In
situations where the event/messages relate to an incoming
data stream, duplicate detection is necessary temporally; that
is, for a sliding time window over the consumer’s recent
history. The additional memory overhead associated with
duplicate detection may vary based on the scalability
aspects. Addressing this overhead in an efficient manner is
an area of active research effort. Dedicated stream
processing systems provide mechanisms/services to facilitate
the development of scalable and resilient CEP applications,
handling both strategies for fault tolerance: recovery and
redundancy.
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7.2. Idempotency and Replays

Exactly-once delivery is not always necessary or even
desirable in healthcare applications. To maintain reliable
workflows at high data volumes while providing loose data
delivery and processing guarantees, idempotency and replay
strategies can be employed. An operation is idempotent if
executing it multiple times has the same effect as executing
it only once. For example, ingesting a FHIR patient resource
into a healthcare data warehouse can safely be performed at
least once, provided that repeated ingestion of the same
resource does not create inconsistencies due to the constraint
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that a resource with the same id must be unique across the
FHIR server and that previous versions remain accessible.
Operations on "provisioned" entities or those on a logical
control structure with client-side state reconciliation logic
can also be designed to be idempotent. In addition to being
idempotent, other operations within a data processing
pipeline must also be designed to handle multiple executions
while producing consistent results.

Replay is a strategy used to reconstruct the current state of
an application or data source by reprocessing all, or a subset
of, event data. An event data archive is a system that stores
and provides access to event data for one or more use cases,
such as debugging, responding to an industry requirement,
recovering from a failure, validating an upgrade, or
supporting an investigation. In a healthcare context,
replaying events from a data lake enables organizations to
view their past health information at a low cost, adhere to
data controls, comply with regulatory requirements, and
satisfy patient requests.

7.3. Resilience Patterns and Backpressure

To cope with unexpected conditions, automated resilience
patterns must be applied. Such conditions include excessive
unprocessed event accumulation in the processing stage and
failure of all active processing instances. The messages of
the topic-playback stage describe the occurrence of events
processed later or after the time of publication. (These events
are not sent to a playback topic when an exactly-once
processing semantic is used.) Their consumption determines
whether a fault is permanent or transient.

For cases with backpressure, it must be possible to defer the
processing of events, thereby accepting an at-least-once
delivery semantic for those events. During fault-free
operations, the backpressure management prevents the
processing of events that cannot be handled and delays their
processing. When the conditions for handling such events
are met (e.g., the trigger of fault detection is not in the list of
available triggers), these events can be safely processed. The
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sequence of events can be continued or resumed according
to the fault nature.

8. Case Studies and Evaluation

Three Internet of Things (1oT) telemedicine systems
demonstrate that current technology can support the
requirements of near-real-time healthcare data streaming. An
architecture for ICU patient monitoring sends a stream of
physiological data to cloud-based analytics and alerting.
Post-acute care for chronic obstructive pulmonary disease
(COPD) uses health events from various systems and
sources to drive recovery. A cardiac telemetry system
transmits streams of telemetry events from wearable devices
and medical implants.

Four characteristics distinguish the systems: streams of
health data or telemetric telemetry data; near-real-time
operation; processing, storage, or distribution performed by
cloud systems; and extensive use of Internet health data
models. Together, they validate the emerging architecture
for a near-real-time health data stream.

Core Requirement Signals in the Article
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8.1. Acute Care Monitoring

Close monitoring of patients in critical condition using
telemetry tends to produce highly reliable event data at high
frequencies. It is reasonable for these persistent telemetry
streams to be integrated into the patient record as near-real-
time data with low latency. Hospitals require an integrated
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solution that addresses the underlying context (new patient
admission, transfer, or discharge) while delivering an
auditable history of persistent data streams from individual
patients over time. The Healthcare Event Stream pattern
describes how care data from devices integrated through an
ICU hospital services team can be pushed to the patient
record, improving data availability.

Telemetry data may be recorded continuously, or it may be
pervasively sampled with ample operating margin. Changes
are rare in comparison to the overall data rate. Arranging the
individual patient records in a time-tree structure provides a
convenient skeleton on which per-patient data can be
coupled with supervisory context data.

Telemetry monitoring and control involve a surrounding set
of point alerts in which sampled telemetry events cross entry
protocols for either ICU or post-ICU telemetry telemetry.
Point alert injections, unlike telemetry streams, play no role
in temporally coupling data. The conventional supervision
model respects GXE for detected critical conditions, while
events exceeding clear thresholds open the door to GXE
support for concurrent measurements in either arrival or
severity.

8.2. Post-Acute and Population Health Streams

Each major care transition introduces a shift in the clinical
attention gradient from a continuum of care to “transit,”
where the potential for rapid change and clinical
deterioration is heightened. Near-real-time monitoring of
key health signals is essential to ensure these transitions do
not become critical events. For post-acute care transitions,
telemonitoring offers the potential for mentoring from an
expert care team during recovery detailed in the American
Telemedicine Association’s guidelines. Early trends across a
federation of health systems also suggest that shared saved
for transport and remote monitoring of sicker population is a
good candidate for adoption. The risk of care being
interrupted by re-hospitalization in patients with chronic
diseases transitions must be carefully managed, both by a
consortium of clinical experts and by the systems used to
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support clinical decisions. Resilient, flexible architectures
for near-real-time streaming should therefore be developed
for monitoring these patients across both the time and
service transition.

Streams of events and of patients at risk for re-
hospitalization should therefore be detected and captured.
Established clinical protocols or emerging clinical
knowledge about these patients can produce key events for
initiation of the monitoring service. Risk stratification for re-
hospitalization can also be modelled as an ensemble of
classifiers in a complex-event-processing engine. Risk
becomes the monitored signal and the source of alarm-
triggered actions. Candidate patients can enter a data shop
where recent telemetry feeds, closed-loop therapy devices,
care transition data managers, and an available care team are
fused and checked for readiness. An advanced organizational
technique such as a multi—agent system can be applied.

8.3. Telemetry from Medical Devices

Telemetry data from medical devices can supplement the
continuous monitoring of patients in acute care settings as
patients recover or transition into post-acute settings. Alerts
and other clinically relevant information from devices
continuously checking patients in Acute Care settings may
be posted to an Event Broker for subscription by interested
Services. In addition to these alerts, telemetry data generated
by devices continually sampling a patient’s vital signs can
also be periodically published to an Event Broker. Updates
could occur with intervals bounded by a “least reflecting
duration,” perhaps a “least specific” period or similar
constraint. As a minimum requirement, device-compatible
Event Message Types may implement structured present or
availability elements so that a subscription event around
Expected Patient Data Availability for Ventilators may be
accurately checked.

Telemetry data from medical devices maintaining periodic
contact with the Event Broker during Patent's recovery
would create a Continuous Patient Monitoring Data Stream
during Near-Real-Time-Operation. The publications from
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the devices also support state management and may be used
to keep Devices and Monitoring Dashboards updated. Data
from the recovery phase from telemetry devices can also be
used for post-acute care transition or even for population
health insights.

Telemetry data are also supported via the Weblnterface of
the Event Broker. During patient recovery, Event Messages
can be fetched in Web Dashboard, or other Web Interfaces,
of Event Message Queues/Topics managed by the Event
Broker. Standard HTML Protocol-Plugin Interface of the
Event Broker can also be used to read telemetry data for
other purposes.

9. Conclusion

Research into near-real-time healthcare data streaming can
be summarized as follows: an event-driven architecture
closely aligned with evented systems leverages event-based
and publish-subscribe patterns, allowing the auditing of data
provenance, quality, and security; near-real-time streaming
requires addressing latency, throughput, reliability, security,
privacy, compliance, and interoperability considerations;
supporting near-real-time streaming is straightforward with
established architectural patterns such as streaming
analytics, event sourcing, complex event processing, data
pipelines, and data lakes; healthcare domains generate near-
real-time data streams such as telemetry from medical
devices, semi-automated acute-care monitoring, and
semantic screens for post-acute and population-health care;
well-structured semantic base models such as FHIR can
describe and satisfy many healthcare event needs; and
implementations can support exactly-once or at-least-once
delivery guarantees while addressing fault tolerance and
reliability requirements around idempotency and resilience.

Future work may also expand on these trends. The
requirements imposed by new technologies or new societal
expectations—such as remote monitoring, post-acute care of
COVID-19 survivors, or the potential for psychometric
monitoring through everyday devices—will create pressure
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for early indicators of impending crises or pandemics, such
as increasingly abnormal lung sounds in geographically
linked cohorts. These sources justify the effort to create
near-real-time pipelines and derive value from compressed
sources of potentially overlapping data that quickly become
stale. The quality offered by current methods and platforms
for deep learning, integrated with event-processing
infrastructures, suggests a strong aptitude for monitoring
shifts in statistical distribution and spotting sudden emerging
signs.

9.1. Emerging Trends

The digitization of healthcare data is generating
unprecedented volumes of information that can be used for
improved clinical decisions, population health monitoring,
and the development of machine-learning models to enhance
patient care. Traditionally, data has been collected and stored
in data warehouses, batching, and time-slicing models.
However, these methods introduce significant latency in
getting the data visible downstream and also risk missing
any rapid changes.

Emerging architecture patterns emphasize providing
instantaneous access to event data and implementing near-
real-time streaming from EHRs and other data sources. This
has germinated a number of sub-disciplines, such as
Complex Event Processing, Real-Time Analytics, and
Predictive Analytics. The work analyzes the security,
privacy, compliance, interoperability, and reliability
requirements to develop these emergent patterns in a
healthcare environment. Designed standards such as HL7
FHIR for healthcare data provide a formal semantic model
enabling semantic interoperability. The inherent support for
standardized semantic metadata makes EDA pattern
implementations a real possibility and the development of
patterns such as Publish-Subscribe, Event Sourcing, Data
Lakes, and Streaming Platforms become practical.
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