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Abstract  

 

Increasing regulatory scrutiny has put anti-money laundering and counter-terrorist financing policies and related operational 

processes under pressure. Regulatory compliance requires continuous and automated monitoring and reporting for various legal 

requirements. In response to these challenges, and building on the foundation of cloud-native data engineering, a cloud-based 

framework for regulatory compliance is presented. At its core are cloud-based data screening pipelines that continuously and 

automatically monitor data with respect to risk indications, rule violations, sanctions lists, and complex business rules. To realise 

these pipelines and support other regulatory requirements, a cloud-native data engineering framework was developed, engineered, 

and defined. Keywords: Cloud-Native Data Engineering, Regulatory Compliance Automation, Continuous Compliance 

Monitoring, Cloud Infrastructure, Cloud Services.  

Keywords :Cloud-Native Data Engineering,Intelligent Sanctions Screening,Regulatory Compliance Automation,Real-Time AML 

Monitoring,AI-Driven Compliance Analytics,Financial Crime Detection,Scalable Compliance Framework,Risk-Based Transaction 
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1. Introduction 

Data abstraction offers an effective means to facilitate large-

scale data-driven information processing. When applied to the 

special domain of regulatory compliance within the financial 

sector, a novel framework for intelligent sanctions screening 

and compliance policy monitoring emerges. The proposal 

allows for the decoupling of conflicting requirements of scale, 

resilience, and observability much like a public cloud-service 

architecture while enhancing resilience both to front-end – 

human and machine interfaces and demands – workloads and 

back-end data sources, at any processing stage. Sanctions 

compliance within the banking industry is an obvious 

candidate due to the security-conscious nature of the data in 

the downstream screening step and the commercial 

imperatives of false-positive avoidance. 

The sanctions monitoring proposition demonstrates the trade-

offs in any security-sensitive domain between observability 

and scale, and suggests their partial resolution through an anti-

pattern anti-trade-off, a consequence of principle taxonomic 

separation. The integration of information retrieval and 

machine learning methods into complex regulatory 

compliance rules widens the applicability of such techniques 

beyond narrow-objective tests into the general detection task 

of area classification and the more complex area-content 

search task. 

Component 
Primary 

Function 

Technologies 

/ Methods 

Compliance 

Benefit 

Data 

Ingestion 

Layer 

Collects 

structured 

and 

unstructured 

financial data 

APIs, 

Streaming 

Pipelines, 

ETL 

Unified 

compliance 

data acquisition 

Integration 

Layer 

Harmonizes 

multi-source 

regulatory 

datasets 

Data Lake, 

Schema 

Mapping 

Improved 

interoperability 
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Component 
Primary 

Function 

Technologies 

/ Methods 

Compliance 

Benefit 

Screening 

Engine 

Detects 

sanctioned 

entities and 

suspicious 

activities 

Rule-Based 

AI Pipelines, 

NLP 

Faster 

sanctions 

identification 

Monitoring 

Microservice 

Tracks 

ingestion and 

processing 

metrics 

Observability 

Frameworks 

Real-time audit 

visibility 

Compliance 

Dashboard 

Displays 

alerts, KPIs, 

and 

violations 

Cloud 

Analytics, BI 

Tools 

Centralized 

governance 

monitoring 

Reporting 

Module 

Generates 

automated 

compliance 

reports 

Automated 

Workflow 

Engines 

Reduced 

manual 

reporting effort 

Table 1. Core Components of the Cloud-Native 

Compliance Framework 

 

Cloud-Native Compliance Architecture Flow 

1.1. Background and Significance 

Over the past decade, home-grown technologies within major 

financial institutions have evolved into dependable, business-

critical components, powering the services consumed by both 

retail and wholesale clients. Yet with higher reliance on these 

technologies, the stakes are high when these systems fail. 

Security, performance, and governance concerns are being 

underpinned by a global regulatory environment that 

mandates standards and controls expectations. To meet these 

requirements, technology groups are adopting industry-

standard frameworks for security, operations, and 

engineering. Deploying new workloads is often complicated 

by demands for security and resilience, which slow 

application development and add costs. Too often, data 

engineering is seen as an afterthought and not as an integral 

part of enterprise architecture. 

 

2. Foundations of Cloud-Native Data 

Engineering 

The foundation of the proposed cloud-native data engineering 

Framework is rooted in three principles: scalability, 

resilience, and observability. These principles require 

fulfillment in both the computed solutions deployed on the 

cloud and the development and production infrastructure and 

pipelines used to design, implement, and operate these 

solutions. 

Two macro- layers of resources, services, and components 

comprise the architecture of the underlying cloud provider. 

The first macro-layer encompasses Cloud Compute clusters, 

containers, Lambda capabilities, and Serverless storage. This 

macro-layer possesses the capacity to distribute the workload 
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on demand, adapting to the data-processing and analysis 

needs. The servers, networks, application programming 

interfaces (APIs), and middleware encompass the second 

macro-layer. This layer allows any operation to be performed 

at scale, with external systems, data sources, or raw material 

input and output, and with the different solutions and stages 

being interconnected. The pipelines of the underlying Data 

Engineering Framework create all the assets required in this 

layer. 

 

2.1. Principles of Scalability, Resilience, and Observability 

A proper compliance framework must be hosted within an 

architecture of cloud-native data engineering, designed 

according to three main principles. A cloud-native design 

provides a high degree of scalability and resilience, delivering 

performance and cost-effectiveness. Cloud-native solutions 

are built from microservices deployed in containers and 

orchestrated by software such as Kubernetes. The cloud-

native approach seeks to decouple the components of 

application workloads from physical infrastructure. Functions 

independently provisioned are then able to scale elastically 

according to demand. Containers are inherently lightweight, 

so resources scaling up to meet demand for additional 

capacity, though possibly incurring higher cost, do so only as 

long as required. Scaling down of surplus resources can 

therefore return costs to a minimum. 

The importance of resilience in cloud-native solutions lies in 

the scale-out rather than scale-up delivery model. A web 

available both internally and externally deals with requests by 

distributing HTTP traffic to all available instances of the 

application. If a single instance malfunctions, the remaining 

healthy instances continue to operate. Similar scaling and 

resilience are also applied elsewhere in the framework, such 

as to the risk-and-behaviour analysis pipelines and distributed 

messaging/applications orchestration. Such architectures, 

however, have built-in fragility: components might become 

unavailable even for protracted yet uncommunicated periods. 

Hence, cloud-native design must also enable robust 

observability, ensuring that intelligent domain specialists can 

quickly understand what is happening in the framework’s 

pipelines regardless of the time of day or night. 

Principle Description 
Operational 

Impact 

Scalability 

Dynamic workload 

distribution using cloud 

infrastructure 

Supports high-

volume transaction 

screening 

Resilience 
Fault-tolerant 

distributed architecture 

Ensures 

uninterrupted 

compliance services 

Observability 
Continuous monitoring 

and traceability 

Improves issue 

diagnosis and audit 

readiness 

Elasticity 
Auto-scaling compute 

resources 

Cost optimization 

during workload 

spikes 
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Principle Description 
Operational 

Impact 

Modularity 
Microservice-based 

deployment 

Easier upgrades and 

maintenance 

Automation 
Continuous execution 

of screening workflows 

Accelerated 

compliance 

response 

Table 2. Principles of Cloud-Native Data Engineering for 

Compliance Systems 

3. Regulatory Landscape and Sanctions 

Screening Requirements 

The architecture presented harmonizes with demands and 

challenges, both external and internal, including regulatory 

expectations and the pressure for compliance automation. 

International and local sanctions regimes impose regulatory 

obligations to perform pre-execution and ongoing screening 

of individuals and entities against sanctions lists and 

monitoring objects. The principal objective of such 

procedures is to ensure that prevented sanctions violations do 

not expose the financial system to reputational, substantive, 

and other import penalties accrued as a result of non-

compliance with legal provisions. Failure to comply with 

sanctions obligations attracts substantial civil and criminal 

penalty exposure, adversely impacts an entity's reputation, 

and jeopardizes the integrity of the financial system. 

Screening of customers and transactions must remain an 

ongoing area of focus due to the changing nature of sanctions 

and monitoring lists. Sanctions list changes may occur at very 

short notice and require rapid response. 

Given the widespread and ever-increasing range of sanctions 

globally, the screening operation demands particular attention 

and resourcing. A significant aspect is that such scrutiny is a 

regulatory requirement, with its own discrete and separate 

sanctions risk exposure associated with failure to properly 

conduct screening as part of a broader BSA/AML compliance 

program. Despite this burden, screening operations have not 

yet benefited from the full deployment of technology and 

additional resources that have helped reduce other compliance 

and non-compliance control costs, with the result, for 

example, that more firms fail to meet the 15-minute SLA for 

transactional screening than meet it. Sanctions obligations in 

the U.S., U.K., and E.U. jurisdictions require screening 

against a multitude of lists, and increasing scrutiny is being 

applied to the quality assurance of these screening tests. 

 

Intelligent Sanctions Screening Pipeline 

Compliance 

Challenge 

Traditional 

Limitation 

AI/Cloud-Native 

Solution 

False Positives 
Excessive manual 

reviews 

ML-based entity 

resolution 

Multi-Jurisdiction 

Screening 

Fragmented rule 

management 

Centralized 

sanctions 

intelligence 

Real-Time 

Monitoring 
Delayed detection 

Stream-processing 

analytics 

Data Quality 

Issues 

Inconsistent source 

systems 

Automated 

validation 

pipelines 
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Compliance 

Challenge 

Traditional 

Limitation 

AI/Cloud-Native 

Solution 

Reporting Delays 
Manual 

documentation 

Automated 

reporting engines 

Dynamic 

Sanctions 

Updates 

Slow 

synchronization 

Real-time list 

ingestion services 

Table 3. Regulatory Compliance Challenges and AI-Based 

Solutions 

3.1. Global Sanctions Regimes and Compliance 

Imperatives 

The structure of different global sanctions regimes and the 

corresponding compliance demands provide an important 

context for the design of automation supporting continuous 

compliance. These regimes have become increasingly 

fragmented, both between jurisdictions and within individual 

regions. They now also extend to position reviews in high-risk 

markets rather than exclusively focusing on transactions. Yet 

despite the differences in geography, focus, and structure, 

sanctions screening remains a single function. Its operational 

processes share many similarities, and important elements 

such as transaction monitoring and position reviews display 

similar processing needs, even if the processing triggers 

differ. Recent reports suggest that financial services firms 

collectively spend tens of billions of dollars annually on 

compliance, with sanctions orders frequently accounting for 

the largest element of financial crime fines in recent years. 

Compliance resources continue to be scarce and the distance 

between regulatory expectations and industry implementation 

remains substantial. Advancing compliance beyond 

supporting fining­ response into a genuinely preventative 

service requires heightened efficiency that is increasingly 

being sought through technology. Continuous compliance 

provides a new paradigm for many aspects of regulatory 

requirements. By moving beyond discrete point-in-time 

checking, it enables an always-on monitoring approach—

instead of periodic point-in-time checking. Utilising a 

continually operative approach reduces compliance risk, 

identifies smaller exceptions on an ongoing basis that can be 

remediated before explosive problems develop, and simplifies 

formal reporting. 

 

Mathematical Formulas: 

1. Real-Time Sanctions Risk Score  

𝑅𝑠 =∑𝑤𝑖

𝑛

𝑖=1

⋅ 𝑓𝑖 

 

Where: 

𝑅𝑠= sanctions risk score, 

𝑤𝑖= risk weight, 

𝑓𝑖= detected compliance feature. 

𝑅𝑠 =∑ 𝑤𝑖

𝑛

𝑖=1
⋅ 𝑓𝑖 

2. Compliance Monitoring Accuracy  

𝐶𝑎 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
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Used for evaluating intelligent sanctions screening 

performance. 

𝐶𝑎 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

3. Stream Processing Throughput  

𝑇𝑝 =
𝑁𝑟
𝑡

 

 

Where 𝑁𝑟is processed records and 𝑡is execution time. 

𝑇𝑝 =
𝑁𝑟
𝑡

 

4. False Positive Reduction Rate  

𝐹𝑃𝑅𝑟 =
𝐹𝑃𝑏 − 𝐹𝑃𝑎

𝐹𝑃𝑏
 

 

Measures AI-driven reduction in sanctions screening false 

positives. 

𝐹𝑃𝑅𝑟 =
𝐹𝑃𝑏 − 𝐹𝑃𝑎

𝐹𝑃𝑏
 

5. Cloud Resource Utilization  

𝑈𝑐 =
𝑅𝑢
𝑅𝑡

× 100 

 

Where 𝑅𝑢is utilized resources and 𝑅𝑡is total resources. 

𝑈𝑐 =
𝑅𝑢
𝑅𝑡

× 100 

6. Compliance Event Detection Probability  

𝑃𝑑 = 1 − 𝑒−𝜆𝑡 

 

Used for continuous monitoring event detection modeling. 

𝑃𝑑 = 1 − 𝑒−𝜆𝑡 

7. Data Quality Validation Score  

𝐷𝑞 =
𝑉𝑟
𝑇𝑟

 

 

Where 𝑉𝑟= validated records and 𝑇𝑟= total records. 

𝐷𝑞 =
𝑉𝑟
𝑇𝑟

 

8. Microservice Scalability Factor  

𝑆𝑓 =
𝐼𝑛
𝐼𝑏

 

 

Where 𝐼𝑛= new instances and 𝐼𝑏= baseline instances. 

𝑆𝑓 =
𝐼𝑛
𝐼𝑏

 

9. AML Alert Severity Index  

𝐴𝑠 = 𝛼𝑅 + 𝛽𝑇 + 𝛾𝐻 

 

Where 𝑅=risk score, 𝑇=transaction anomaly, 𝐻=historical 

behavior. 

𝐴𝑠 = 𝛼𝑅 + 𝛽𝑇 + 𝛾𝐻 

10. Observability Latency Metric  
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𝐿𝑜 = 𝑡𝑟 − 𝑡𝑒 

 

Where 𝑡𝑟= response time and 𝑡𝑒= event occurrence time. 

𝐿𝑜 = 𝑡𝑟 − 𝑡𝑒 

4. Architectural Vision for the Framework 

The framework adopts a cloud-native approach, harnessing 

the principles of scalability, resilience, and observability that 

underpin modern software architectures. Figure 1 visualises 

the high-level architecture comprising an ingestion and 

integration layer, intelligence pipelines for sanctions 

screening, and modules for regulatory compliance 

automation. 

The challenge of information overload in the sanctions 

lexicon has created momentum for using machine learning 

and natural language processing algorithms. The ingestion 

and integration layer provides a suitable environment for 

developing cloud-native, data science-based pipelines 

capable of screening the growing volume of transactions 

against the increasing number and granularity of sanctions 

lists. 

Responding to the data-driven model of regulatory 

compliance, the framework includes modules that automate 

compliance monitoring and reporting by processing 

structured and unstructured data from multiple sources—

including regulatory bodies, trained operational staff, and 

external service providers. Continuous monitoring, rather 

than regular point-in-time assessments, helps to identify 

violations of the imposed prohibitions in near real time and to 

substantiate that compliance status with appropriate evidence. 

Pipeline 

Stage 
Input Data 

Processing 

Method 
Output 

Data 

Collection 

Customer & 

transaction records 

Streaming 

ingestion 

Raw 

compliance 

datasets 

Data 

Cleansing 

Structured/unstructur

ed records 

Validation 

and 

normalizatio

n 

Standardize

d records 

Entity 

Matching 

Names, IDs, 

nationality 

NLP and 

fuzzy 

matching 

Potential 

sanctions 

matches 

Event 

Screening 

Geo-spatial and 

transaction events 

Anomaly 

detection 

Suspicious 

event alerts 

Risk 

Scoring 

Historical and live 

indicators 

AI-based 

scoring 

models 

Risk 

classificatio

n 

Complianc

e 

Reporting 

Audit logs and alerts 

Automated 

reporting 

workflows 

Regulatory 

reports 

Table 4. Intelligent Sanctions Screening Pipeline Stages 

4.1. Data Ingestion and Integration Layer 

The data ingestion and integration layer provides the first 

phase of the end-to-end data lifecycle needed for regulatory 

compliance automation and intelligent sanctions screening in 

banking and fintech environments. It focuses on consolidating 

operational data, both structured and unstructured, from 

various internal banks’ and fintechs’ systems, thus preparing 

the information for the data lake and eventual exploitation 

through downstream development. The architecture adopts 

the open-source data lake solution Datalake-OSS, hosted on a 

cloud infrastructure built on Microsoft Azure, and the Comet 

compliance framework developed within the research 
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associated with the Chainer Consortium. Regulatory 

compliance screening and monitoring are, in effect, built 

using smaller microservices that provide dataassurance 

services and are integrated together as pipelines. 

Data sources are often poorly documented and quality-

assured; therefore, for such data ingestion activity it is really 

useful to have a robust Monitoring Microservice that 

maintains track of all the records ingested, controls the source, 

counts how many records have been processed, and saves 

them in a monitoring area for further analysis. This service 

also maintains track of how many records were generated for 

all monitoring coordinates to ascertain possible impact 

detection. The Monitoring Microservice provides a common 

interface to all these dataassurance features and presents the 

information via the Compliance Monitoring Dashboard. 

 

 

Continuous Compliance Monitoring Framework 

5. Intelligent Screening Pipelines 

Regulatory compliance is a comprehensive undertaking that 

addresses a multitude of risks and challenges stemming from 

diverse jurisdictions with varying priorities and mandates. A 

key component of the compliance effort involves verifying 

that an entity—whether a customer, business partner, or 

investment—is not conducting business with persons or 

entities functioning on behalf of sanctioned countries, such as 

North Korea, Iran, or Russia. 

The sanctions screening program is traditionally executed via 

a rules-based pipeline to detect sanctioned individuals or 

entities in a group’s customer database, control transactions 

or payments, and ingest periodic regulatory lists, such as lists 

of economically significant Russian entities. However, future 

anti-money laundering (AML) requirements and 

corresponding supervisory expectations are likely to 

necessitate a more advanced approach utilizing artificial 

intelligence models, including network analytics, machine 

learning, natural language processing, and deep learning 

capabilities. 

Cloud Service Role in Framework 
Example 

Capability 

Compute 

Clusters 

Distributed transaction 

analysis 

Parallel sanctions 

screening 

Containers 
Portable compliance 

microservices 

Kubernetes 

orchestration 

Serverless 

Functions 

Event-driven 

compliance actions 

Real-time alert 

execution 

Distributed 

Storage 

Retention of 

compliance evidence 

Scalable archival 

systems 

Messaging 

Systems 

Real-time 

communication 

Kafka-based event 

streaming 

Monitoring 

Services 

Operational 

observability 

SLA and latency 

tracking 
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Table 5. Cloud Infrastructure Services Supporting 

Compliance Automation  

5.1. Screening Pipelines and Rule-Based Components 

Screening pipelines are designed to manage specific types of 

sanctions screening [28]. A screening process centered on 

sanctions lists, using predefined identity attributes like name, 

date of birth, and nationality, detects probable matches among 

screened identities. A second pipeline screens sanctions-

related events —like vessel deviation, AIS signature change, 

and departure or arrival of sanction-targeted ships— flagged 

by data-fusion and anomaly-detection algorithms. Instead of 

filtering incidents involving parties on sanctions lists, the 

pipeline flags scenarios with a high risk of sanction violation 

or linkage to a sanctions issue. Identity-aware event filtering 

focuses on detecting boats of interest, a unique case of event 

screening. 

Each screening pipeline comprises a prescriptively defined 

and executed business rule for data-loading and screening 

purposes. These rules apply to screening data and incoming 

geo-spatial data. Automated and continuous business rule 

execution allows quick reaction to the latest data, detected 

incidents, and trigger events, fostering compliance efficiency. 

6. Regulatory Compliance Automation 

Sanctions screening is often widely regarded as the only 

component of sanctions compliance, whereas it is, in fact, 

only an element in the broader set of obligations related to 

sanctions. Failure to comply with non-screening obligations 

can also result in sanctions violations. Such omissions 

frequently arise from deficiencies in the compliance 

ecosystem, rather than the screening function itself. The 

automation of industrial processes, using appropriate 

technology that meets the Company’s scale and regulatory 

complexity, can help reduce such risks considerably. 

 

 

Event-Driven AML Detection Architecture 

6.1. Continuous Compliance Monitoring and Reporting 

Regulatory compliance must be continuously monitored and 

reported for dynamic compliance testing to be effective. 

Eastern firms are subject to regulations and scrutiny in many 

jurisdictions, where their parent companies and affiliates are 

based. Regulatory requirements imposed on a firm’s parent or 

affiliate company in another jurisdiction may also apply to the 

Eastern firm maintaining a presence in the EU or US. Changes 
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in regulations in these jurisdictions necessitate the alteration 

of the respective requirements on Eastern firms. 

To mirror these global regulatory changes impacting export 

controls, trade compliance, and sanctions, real-time alerts and 

reports must trigger changes to sanctions lists, export control 

lists, indication peoples-of-interest lists, and embargoed 

jurisdictions. Compliance record-keeping and archiving are 

also part of the data pipeline. Continuous data quality checks, 

validation against schema definitions, and reporting are built 

in the Data Quality and Validation Monitor (DQVM) 

component. Continuous test data-generation framework 

updates and maintenance tasks generated need to be recorded, 

archived, backed up, and reported on. 

AI Technique Application Area Expected Outcome 

Machine 

Learning 

Suspicious activity 

detection 

Reduced false 

negatives 

Deep Learning 
Name/entity 

recognition 

Improved screening 

accuracy 

NLP 
Semantic sanctions 

matching 

Better contextual 

interpretation 

Graph 

Analytics 

Relationship 

investigation 

Hidden network 

discovery 

Anomaly 

Detection 

Transaction 

monitoring 

Early fraud 

identification 

Explainable AI 
Regulatory audit 

transparency 

Increased trust and 

governance 

Table 6. AI Techniques Used in Intelligent Compliance 

Monitoring 

7. Conclusion 

Development and implementation of a cloud-native data 

engineering framework capable of ingesting, harmonizing, 

performing intelligent screening, monitoring, and reporting of 

sanctions data for effective regulatory compliance monitoring 

and automation is presented. The key components include a 

data ingestion, integration, and preparation layer—delivering 

the data into screening pipelines that perform a range of 

checks. These are combined with current advisory data to 

produce automated compliance governance reporting, which 

is verified against established and audited business rules. 

The knowledge domain of the described work intersects 

cloud-native data engineering, data science, artificial 

intelligence, financial crime, and sanctions. The principles of 

scalability, resilience, and observability inform the 

development throughout. A primary focus of importance 

across all domains is that of a regulatory landscape, relevant 

sanctions regimes, and the requirements for business 

compliance with those regimes. 
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