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Abstract

Cloud Data Pipelines enable enterprises to readily ingest, process, clean, and store large amounts
of structured and unstructured data in cloud environments to drive analytics, business
intelligence, and data-science workloads. However, designing and implementing such pipelines
is non-trivial and challenging. Pipelines should be optimized for cost, speed, or any combination
of the two but these objectives are at odds with each other. A data pipeline architecture that
enables easy prototyping of data ingestion and transformation processes within any cloud
platform is presented. Machine Learning (ML) is employed to inform scheduling and resource
allocation decisions in order to reduce operational cost while ensuring acceptable latencies.

The objectives of optimizing Ingest, Transformation, and Enhanced ETL cloud data pipelines in
real-time for cost and latency are accomplished. The four cloud providers—Google, Amazon,
Microsoft, and IBM—are supported, with data volumes ranging from a few megabytes to
generating several gigabytes. Latency from minutes to hours can be supported without breaking
the bank. ML models inform autoscaling groups, transformation resources, and scheduling.
Cross-cloud portability through modular code-based connection-management further optimizes
the development phases while improving code quality.

Keywords: Cloud Data Pipelines, Real-Time ETL Optimization, ML-Driven Resource
Scheduling, Cost—Latency Trade-off, Cross-Cloud Data Architecture, Intelligent Autoscaling,
Data Ingestion Frameworks, Transformation Pipelines, Enhanced ETL, Cloud Portability,
Modular Connection Management, Multi-Cloud Support (AWS, GCP, Azure, IBM), ML-Based
Workload Scheduling, Resource Allocation Optimization, Data Engineering Automation,
Operational Cost Reduction, Low-Latency Analytics Pipelines, Structured and Unstructured
Data Processing, Cloud-Native Data Platforms, Production-Grade Data Pipelines.

1. Introduction

The costs and complexities of executing cloud workload make optimizing resource
management a priority. Classical approaches utilize careful capacity provisioning through
autoscaling, but controlling Quality of Service (QoS) in such systems often relies on best efforts.
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QoS violations can introduce unexpected service downtimes, degrade user experiences, and
decrease revenue. The portable, cloud-agnostic design of cloud data pipelines gives automated
Machine Learning (ML) modellers a high-level view of the various influencing factors, offering
data-driven solutions to resource allocation and scheduling problems. Tuning third-party services
instead of application-managed services allows the use of less-knowledgeable yet easier-to-
understand, can-be-executed-just-once ML models. Cloud data pipelines for batch workloads
support scheduling decisions between service execution and aksing an ML model to supply the
execution decision. Public clouds provide data from many different users, which can be
collected, labelled, and used for training, testing, or validating a wide range of ML models used
to support many aspects of data pipeline operation.

The presented work studies self-optimizing cloud data pipelines using externalized ML
models to support many aspects of QoS management. It defines the modeling and
experimentation process, detailing the introduction of ML models for decision-making in
resource allocation, scheduling, and scaling. The experiments involve data transfer or storage in
multiple clouds, examples of data ingestion and data processing with CNNs or Web servers from
a third-party service in multiple clouds. The cloud-in-cloud approach supports the Tests As A
Service concept. The current scope focuses on ML models for scheduling and resource
allocations, pursuing the creation and usage of a diverse set of models. Research work in the past
few years and expected improvements by the emergence of new areas in the ML field drive
model creation.

1.1. Overview of the Study’s Objectives and Scope

In-cloud optimization of data pipelines for data integration and transformation has several
objectives: minimizing cost without affecting latency; minimizing latency without degrading
performance; and achieving high throughput at a minimal cost. These goals are pursued via
machine learning models capable of predicting, for a given data workload, the best schedule that
incurs the least cost for a required latency, or that achieves the best quality metric (cost or
latency) for a given throughput demand. The research focuses on integration and transformation
processes deployed on cloud data pipelines and hosted on the Google Cloud Platform. Other
services (e.g. data storage, caching, and messaging) are assumed to be provided by the cloud
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vendor management, and workloads are executed on large-scale cloud resources.
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Fig 1: Autonomous Cloud Data Pipelines: A Machine Learning Framework for Multi-
Objective Cost, Latency, and Throughput Optimization

Previous studies provided a modular architecture for data pipelines that run on any cloud
platform. The architecture is implemented and the data ingestion and processing layer is
described; it supports cloud-native streaming and batch services, handling backpressure,
parallelism, and data quality. Monitoring solutions for the pipeline control plane collected data
for training ML models that optimize data integration and transformation processes. Three kinds
of ML-driven self-optimizing engines were designed and built. The first predicts how data-
labeling requirements influence the overall pipeline cost; the second adjusts the scheduling of
labels to minimize cost subject to fixed-latency QoS; and the third is a full-fledged autoscaler
that controls pipeline resources based on user-defined QoS.

2. Background and Related Work
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Data ingestion, integration, and transformation pipelines are a vital part of cloud
workloads. They move data from multiple sources, such as web servers, application logs, third-
party APIs, and monitoring systems, to storage solutions or data lakes designed for later analysis.
Pipelines are often formed as a bouquet of cloud services offered by the main providers; these
services cover data extraction from sources, transformation into the final format, and storage for
further analysis. These flows consume resources and incur costs that can be tens to hundreds of
dollars a day.

Thus, managing data flows should ideally be considered from a datacenter-wide
perspective, in conjunction with other components such as batch jobs and machine learning
training. However, these flows seldom get the attention they deserve. They are often coded as
sets of ad-hoc scripts that get the job done for a specific need but without the guarantees of
quality, maintainability, or reliability that one would expect from a production-grade system.

Existing systems take different approaches to optimizing data pipelines. Some of these
systems leverage ML techniques to automatically make decisions, such as allocating resources or
selecting the instance types of virtual machines that will run the data pipeline's components.
Such optimizations may at times bring tangible gains, but they are not a panacea, since they
focus on a single aspect of the flow and overlook others. A data pipeline can still benefit from
automation and optimization even without the utilization of ML techniques—indeed, without
ML techniques at all. The present work considers the entire data pipeline system, describing its
architecture and implementation, and proposing key aspects of its operation that can be
automated and optimized through ML techniques.

2.1. Related Research and Prior Art

Most existing data pipelines that consume cloud services focus the cost of data transfer
and buffer storage while performing a simple best-fit scheduling of preprocessing tasks to
minimize the use of cloud resources. A cost function is reduced by finding optimal transfer
schedule to minimize the cost of data retrieval and data transfer. A smart queue service leverages
the parallelism of cloud by redirecting the data stream from data producers to multiple data
consumers based on the priority order and processing time. CloudCrane integrates multiple
services of cloud infrastructure as a data segmentation framework which segments a data into
several pieces and store into Cloud servers by retrieving the relevant credentials. Workload-
aware scheduling considered multiple resource constraints such as time, budget, and data
locality.
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A framework called mCloud optimizes the job scheduling of multiple concurrent queries
for data reservoir services provided by cloud service providers. With the considerations of
monetary cost and Quality of Service (QoS) in job execution time, it assure that the fast response
time with lower monetary cost. An end-to-end cloud-based framework is proposed to subsume
the cost of data staging in pipeline pattern processing with reliable network. WhizCloud is a
dynamic resource provisioning system for heterogeneous batch applications on clouds with
dedicated resources. Instead of scheduling the resources for multiple users, it minimizes resource
consumption for a single user who enforces batch jobs with very small temporal locality by
utilizing the dedicated resources. Pipeline scheduling considered cost, delay and dependencies of
cloud services by processing a specified request which includes known and unknown cloud
services.

Equation 1) Pipeline performance model (latency, throughput, cost)
1.1 Notation (maps to the paper’s concepts)
o Stages:i € {1,...,N}
e Provisioned resources for stage i: r; (e.g., number of workers/instances/slots)

e Arrival rate (workload intensity): A (jobs/sec) — corresponds to workload pattern
features

e Service rate per resource unit at stage i: u; (jobs/sec per unit)
e Total service capacity at stage i:
u*(ry) = ri
1.2 Queueing-based latency per stage (step-by-step)

A common approximation for a saturated processing stage is an M/M/1 queue (or M/M/m; we
keep it simple and interpretable).

Step 1 (stability condition):
For stage i to not explode in backlog,

A< () = rpy
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Step 2 (utilization):

Step 3 (mean time in system for M/M/1):

S S
Lot -4 =2

Step 4 (include fixed overheads):
Real pipelines also have serialization, 10, orchestration, etc. Let that be d;:

Li(r)=W;+d; =

+ d,
i —A

Step 5 (end-to-end latency):

Summing stage latencies:
ezem—ZL(r) Z(%_A )
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Cost ($) (illustrative)

AWS GCP Azure IBM Cloud

3. Problem Formulation

An architect builds a house with wood. Later on, a carpenter fills the house with wood.
This modularity allows specialization and portability to many regions with little effort. Data
pipelines can be built upon similar modularity. Unit transactions must integrate, transform, store,
and deliver data. The same pipeline is also usually used for a data warehouse load so scaling can
be more efficient. Data always enters a data pipeline at the same point, but once it starts going
through the house, it can take many paths. It may go through a streaming path or a batch path or
some other process flow such as an ETL or ELT process for a data warehouse. During high-
volume periods, backpressure can occur in the system, and the batch processing part of the
system may have to run a few loads with a higher level of data latency to absorb the load. This
part of the system will want to make sure it has available parallelism to assist with the necessary
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data loads. Data pipelines rarely have any events triggered or controled by the actual arrival of
the data. A triggered event by the data arrival may push a follow-up alert or a warning into an
event-driven system. A service mesh will be able to handle more fine-grained communication
between all the microservice containers, but it has a heavier infrastructure load. Such setups may
want to talk to the integration side during off-peak hours so the data handling can be done more
seamlessly.

Cloud Engineering permits for the much-needed auto-scaling for microservice containers
over the Ingress and Event Delivery Track. Reliability comes more from reliability riding over
three edges or other toppinging patterns. But by becoming visible and computable, observability
can also support emergent logic as the monitoring systems draw attention to latent patterns.
Enhancing the ties among Schwartzian Analysis, SEO, SCHEMA, META-MODEL, and
MASTER_MIND_TT is another future facet. All these other facets are generic add-ons to the
architecture, allowing for different pipelining patterns while still allowing for the original
situation where the domain-expert trained Data Quality Rules are the data pipeline flow
controller.

Resource units (r) | Latency (sec) (illustrative) | Cost ($) (illustrative)
1 128.0 0.12

2 68.0 0.24

3 48.0 0.36

4 38.0 0.48

5 32.0 0.6

6 28.0 0.72

7 25.14 0.84

3.1. Key Concepts in Cloud Data Pipeline Architecture

Data pipeline architecture in cloud computing environments consists of multiple
integrated layers, each responsible for a specific functionality. The data ingress layer contains all
the components and strategies needed to ingest any type of data from heterogeneous sources into
the cloud provider. The data streaming layer enables the platform to react immediately to any
event. The data storage layer offers cost-efficient storage solutions and services adapted to the
data working set size. The data batch-processing layer executes the ELT or ETL process for

8|Page



\." 31

Volume: 03 Issue: 01

RECEIVED: JANUARY 18 REVISED: FEBRUARY 02

analytics workloads. Event-driven components allow processing on specific incoming data
events without being triggered by user queries. Service meshes enforce and implement
observability, reliability, and fault-tolerance primitives and rules for microservices deployed in
the pipeline.

The modularity of the architecture design promotes isolation in the development cycle
while supporting portability and compatibility with the services from different cloud providers.
Each module can be implemented over the set of services offered by the cloud provider the
organization has an agreement with. A GCP organization can use Pub/Sub and Dataflow for
streaming data, whereas an AWS organization can use Kinesis and Lambda. For simpler data-
pipeline use cases that do not need complex data processing, connector components to third-
party providers, such as Fivetran and Striim, can be employed. Data-pipeline users are only
required to satisfy the properties imposed by their choice of the modules.
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Fig 2: Poly-Cloud Architecture: A Modular Framework for Agnostic and Event-Driven
Data Orchestration

4. Data Pipeline Architecture for Cloud Environments

The reference architecture of a data pipeline suitable for cloud deployment differentiates
between four logical but closely interleaved layers: data ingress, processing, application, and
control. Cloud systems are inherently multitenant, hence reliable and efficient separation of data
is crucial. Each data-processing stage should flexibly span multiple cloud services, as the choice
of service for a particular task may vary depending on the nature of the workload and the
available cloud service at a given time. At the lowest layer, the control plane injects information,
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policies, and control commands to the data-pipeline system, allowing it to optimally manage the
services comprising the architecture and their interactions.

Such an architecture can serve as a skeleton for building cloud data pipelines: each
logical layer can be instantiated using cloud services already in place, with the support of an
orchestration system. It holds specific patterns for modularizing new data integration-and-
transformation processes that can be made available as additional cloud services. Many
additional capabilities are already managed natively by the cloud vendors but may require a
particular design and implementation. Three of these capabilities are data quality, data security,
and monitoring. A cloud data pipeline built according to this architecture can flexibly span
multiple cloud-services providers whenever required and can be deployed and operated
according to the principles of chaos engineering and data-driven SRE.

4.1. Data Integration and Transformation Processes

Data connectors enable efficient interaction with external data sources, while schema
management systems support the auto-discovery of input and output data structures. Data quality
rules detect anomalies in data generated by unreliable sources, whereas transformation pipelines
enforce specific business rules on the data prior to utilization. Since data pipelines often rely on
data from external partners, idempotency is an essential attribute for all pipeline components. By
accumulating knowledge of external service responses, data pipelines can tolerate failures from
those services without iteration.

Data pipelines sourced from external services should also exhibit fault tolerance. For
example, change-data-capture components consuming Kafka streams from unreliable partners
may skip events referencing unstable partitions or registers with inconsistent states. To divert
initialization failures into an alternative control stream and attempt a new initialization attempt
after N successful cycles in the main information topology, the originator must also keep track of
the state from the last successful partition read. The usage of a service mesh transparently solves
many of these issues and brings added observability and reliability primitives embedded into the
architecture.
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Equation 2) Cost model (what you optimize against latency)

2.1 Cost per stage
Let:
e p; = price rate ($ per resource-unit per second) for stage i
e T =time window (sec) you keep resources allocated
Then stage cost:
Ci(r) =pin T

Total cost:

N
Ciot(T) = z piiT
i=1

4.2. Data Storage Solutions for Cloud Systems

Architectural variety offers a rich palette of data storage options, shaped by factors such
as scale, dataset structure and access modes. The classic dichotomy of file systems (e.g., NTFS,
HDFS) vs. databases (relational or NoSQL) becomes an oversimplification in the cloud. Object
storage provides a S3-like interface to retrieve and store virtually unlimited volumes of
unstructured data with low latency and reasonable economic costs; however, its lack of indexing
and partitioning capabilities makes it unsuitable for large-scale ad-hoc analysis. Columnar
storage (e.g., Parquet, ORC) overcomes these limitations and fuels parallel data warehouses,
such as Redshift, BigQuery, and Synapse, in which many concurrent queries can each quickly
scan a large dataset. Different consistency models fit various use cases and access patterns: read-
after-write consistency for the latest data (e.g., social-media timelines); eventual consistency for
highly-scalable read-heavy workloads (NoSQL systems); and configurable consistency between
the two extremes (e.g., Amazon S3). Replication across datacenters supports disaster recovery
and ultra-low-latency content delivery, while also exposing a cost-performance trade-off: latency
and read throughput advantages for read-heavy workloads against increased expense for write-
heavy loading patterns—read replicas can be stale, allowing lower storage costs per replica.
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Layered storage provides a logical alternative: only the most recent copy is kept in hot S3
storage, while historical data with less frequent access is archived in warmer (e.g., S3-1A) and
frozen (e.g., Glacier) storage tiers. Increasing the number of available layers enables a smoother
cost-performance trade-off; however, a sparse dataset with only a few layers might not yield
optimal cost savings with the same granularity.

Continued growth of fully-managed cloud data warehousing services like Amazon
Redshift and Google BigQuery blurs the lines between online analytical processing (OLAP)
systems and online transaction processing (OLTP) databases. Serverless architectures decouple
resource provisioning from consumption, dynamically allocating resources to make ad-hoc
queries responsive when using an analytic data warehouse. Reinforcement learning can be
invoked to choose an appropriate cold storage layer throughout the pipeline, and the schedule
can be combined with the number of layers to determine costs for data load-and-query use cases.

5. Machine Learning for Optimization

Machine learning (ML) techniques assist in determining configurations that result in
suboptimal performance of data pipelines, such as tuning parameters, selecting an adequate
pattern for scheduling component execution, and appropriate resources for data connector
components. Training pipelines require collecting heterogeneous data from all layers of the
architecture and modeling all processes controlled by ML algorithms or engines. Continuous
monitoring and validation are essential to ensure model accuracy, and input data need to be
periodically validated and relabeled before being retrained.

Features reflect the current workload pattern, the quality seals applied in upstream
processes, resource consumption levels collected from monitoring solutions, data locality across
cloud regions and availability zones, or historical information on the interaction of these
characteristics with the QoS defined to execute specific data pipeline flows (for instance, latency,
throughput, and adherence to service level agreement rules). Data collected from running the
declared pipelines, such as resource utilization, progress of ongoing executions, and workload
completion time, feed the subsystems in charge of making predictions or selecting the execution
plans of the data flows. Based on these features, different ML models—such as reinforcement
learning (RL), Markov decision processes, or supervised predictors—can be implemented to
address the integration and processing of data pipelines, supporting predictive execution
planning and responsive resource allocation. Model accuracy is determined by the modeling
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purpose. Predictors are trained using historical information to classify the outcome argument,
while RL and Markov decision processes are trained through interactions with the environment.

Cloud Cost (3$) (illustrative)
AWS 0.78
GCP 0.72
Azure 0.75
IBM Cloud | 0.66

5.1. Feature Engineering and Data Collection

Feature selection and customization are key elements of any supervised ML task.
Although previous work on self-optimizing ML models has focused exclusively on using
resource consumption and environment features (e.g., workload type and resource availability) to
predict optimal values of parameters for client-driven services, a much broader set of features
can be engineered to produce accurate predictions for pipeline scheduling and resource
allocation. Such features can be grouped into the following four categories.

First, workload pattern features—such as incoming traffic rates, temporal traffic
concentration, bursting patterns, and user/device locality—indicate how load will change over
time and the balancing requirements across machines. The second group of features describes
resource consumption or utilization for executors and data stores (long-term, short-term, or
current values): CPU, memory, network, and disk throughput. The third group collects resource
location information: the distance or transfer delay between clients and data stores or between
two different data stores. Finally, quality-of-service (QoS) requirement features indicate the
minimum acceptable latency/throughput values for a given job. Their unfulfillment can generate
cost penalties or loss of service-level agreements.

Constructing a dataset for the model training, validation, and deployment phases requires
using a tracer tool to record the model features, labeling, and resource usage when executing
pipelines built as data flows, including data processing with Stream Processing Engines (SPES)
and Data Flow Engines (DFEs). The data from these pipelines can then be used to build,
validate, and deploy ML models that predict the runtime cost (in monetary units or time) of
pipeline components and resource schedules needed to satisfy QoS requirements. As an
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additional option, the model can also be trained to predict the optimal values for parameters
selected beforehand.

Worklolad Pattern
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Fig 3: A Multi-Dimensional Feature Engineering Framework for Holistic Resource
Allocation and QoS-Aware Scheduling in Distributed Data-Flow Engines

5.2. Models for Resource Allocation and Scheduling

A range of ML approaches, notably in computer vision, reinforcement learning, and time-
series forecasting, present themselves as candidates for optimizing pipeline performance. Two
categories stand out. SP algorithms presume the optimal solution for all distinct combinations of
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input constraints resides in an external repository. For active RL and Markov decision processes,
the decision-making intelligence can be internal to the data pipeline; learning proceeds via
repeated interaction with the environment. The training is accomplished offline when a high-
fidelity multicloud simulator of the proposed framework is available. Supervised predictors
appear particularly suited for task scheduling and function placement in a data pipeline because
of the multiprocessing architecture and large volumes of training data that will be generated.
Training relies on workload characterization enriched with QoS requirements and resource
utilization patterns and levels, complemented by resource budgets, deployment and scheduling
latencies, cloud-provider specifications, resource allocation policies, and service-level
agreements (SLASs). Health monitoring of the service mesh coupled with system-layer
observability data will yield training and validation labels. The chosen modeling approach will
thus depend on the level of feature engineering and available training and validation data.

ML also supports dynamic and adaptive optimization, balancing performance as
effectively as possible while operating under continuous or transient changes in conditions; it
does so by steering the scheduling and resource allocation functions toward one or more of the
following goals: lowering execution latency (or latency for a batch of requests); maximizing
throughput over time within an SLA (considering resource budgets); maximizing the number of
servable request paths over time (or servable paths at a given instant) within SLAs and resource
budgets; minimizing the end-to-end cost of the pipeline; minimizing the execution cost of the
pipeline (equivalent to cost per request when operating at maximum throughput). Data-driven
and Al-based techniques (including system synthesis and ML) address scheduling such that
performance is improved or path latency reduced without triggering alert conditions.
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Cost-latency trade-off (illustrative)
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6. System Design and Implementation

The supervised prediction model utilizes randomly generated workloads covering the
decision space as training data, while a reinforcement learning approach learns resource-logical
patterns through interaction with the pipeline. Supervised prediction models govern batch
operations and the assessment of data quality rules, and predict the number of connectors
required for each phase; other batch functions must also be weighted by the loading—unloading
data time. Resource localization is labeled by the administrator, and the pipeline’s control plane
enriches its description with exam plans for ML embeds. The reinforcement learning agent
controls the parallelism level for thermal memory-free in-memory processes, and also governs
the local approach to data stash and un-stash components located on nearby nodes. The
deployment phase is designed to be as simple as possible.

Although the system presented in this study is limited to the scheduling of data pipelines,
all processes of the described architecture and the declared end-to-end process can benefit from
auto-tuning of input parameters. Models explore the usage of data locality, the resource
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trajectory, and the time to finish the process against the operations being executed at all process
locations through direct interactions. Such models are particularly suited for reinforcement
learning. Patterns arising from the combination of pipeline components, detected by a model
considering all system logs, can also compose a Markov decision process that tracks the use of
resources on the system graph. Finally, the QoS requirements expressed in declarative schemas
can be 0-1 labels that predict the local and global backpressure in order to generate a near-
optimum routing and an optimum level of resource parallelism.

Equation 3) Core optimization problems (cost—latency trade-off)

3.1 Constrained optimization: minimize cost subject to latency QoS

mrin Ciot(r) st Lopo(r) < Lmax 1i € Zsq

3.2 Lagrangian (step-by-step)
Step 1 (write Lagrangian):

L(r.n)=ime + n(i( o — >_Lmax>
i=1 w

i=1

where n > 0 is the Lagrange multiplier.

Step 2 (differentiate w.r.t. each r;, continuous relaxation):

oL T 6( 1 )
aTi_pi 1 ari Ti,lli—l

Now,

0 ( 1 ) _ Wi
ory \rip; — 4 (rip — A)?
So:

oL T Wi
or; Pi 1 (rip; — A)?
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Step 3 (set to zero at optimum interior point):

Hi
T =p—0-o"t
P = T G — )2

Step 4 (solve for r;):

(it =) npiTrlﬂl A \InPiTr I»li+ﬂi\lnpiT

6.1. Data Ingestion and Processing Layer

Pipelines manifest in either streaming or batch paths. Streaming flows transfer data
continuously, incurring negligible delay before reaching consumers. Streaming ingestors—e.g.
Apache Kafka Connect and Amazon Kinesis Data Firehose—serve data as soon as it’s available.
Sources must apply backpressure, preventing data production from exceeding transfer capacity.
Latency budget dictates whether shortcuts may be taken at the expense of strong consistency; for
replica pools, strong read-after-write consistency requires all writes to read from a single writer,
impacting availability. The throughput-per-query bottleneck for a service mesh executing data
enrichment may govern parallelism setup, promoted—or demoted—relative to throughput
provided more direct paths connecting sources to consumers.

Batch jobs read data from file systems; data-in products like Amazon S3, backed by
CDN s or caches, offer data-serving latency at the same order of magnitude as data-transfer
latency. Natural groupings of clients with similar locality requirements allow for a drop in
streaming parallelism in favour of batched requests. The batch-oriented nature of data lakes
allows temporary data-discrepancy models to linearly reduce storage costs and serve data-read
requests with different levels of data quality; rules of thumb for creating dedicated datasets in a
layered storage architecture, plus a set of cost-performance benchmarks, improve cost
optimization exponentially. A cloud-agnostic streaming engine like Apache Flink, supporting
both streaming and batch modes, would facilitate the definition of autoscaling policy rules that
account for backpressure, support the dynamic addition of new data sinks, and enable datacentre-
best-positioned operations—e.g. ETL/ELT data-moulding operations requiring interaction with
data consumers—to run close to clients-minimizing costs on data access.

6.2. Control Plane and Orchestration
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The control plane is responsible for declarative descriptions of the data pipeline, such as
schemas, data flow policies, and ML model metadata. Policy engines analyze these abstractions
and trigger adaptation and resource provisioning operations. A dedicated set of rules evaluates
resource, connectivity, and QoS requirements triggered by the pipeline definition; the results
feed the autoscaling unit for proper deployment of the connectors and transformations. Data
quality rules, such as completeness or timeliness, are instantiated in the data storage system,
often as SQL-based checks in the defined monitoring environment. The policies implementing
over- or under-provisioning of resources rely on a reaction matrix based on workload patterns
detected over time. Failure and incident events caught by the observability layer drive archival
procedures. Finally, the CI/CD scheme for ML components enables robustness of the data
similarity-based data-locality and scheduling predictors.

For produced data in a streaming manner, a backpressure management module controls
the source speed while preventing data loss in sinks. The streaming parallelism strategy relies on
a user-defined factor for the connector and a per-node inbound throughput estimation multiplied
by the pipelines at each level. The ability to dynamically choose the processing engine is a
crucial feature of the architecture, allowing performance tuning and cost reduction. In the polling
procedure, both the latency and the expected execution consumption determine whether the
batch engine is engaged. For installations relying on cloud-service connectors, the selection
depends on the connector's price. Finally, the choice of streaming engines follows three criteria:
the ability to handle exactly-once processing, the supported processing patterns and functions,
and the integration support for the CICD platform.

7. Conclusion

Data pipelines within cloud deployments can automatically adapt to workload evolution
and resource availability by employing ML on relevant historical artifacts. The end-to-end
architecture supporting this concept is modular, ensuring compatibility with all major cloud
providers. Key components are either observability extensions to existing cloud services or
implementations of well-established design patterns. Automatic behavior tuning relies on
reinforcement learning, while predictive ML techniques support high-level scheduling decisions.
Empirical evidence from a representative cloud provider points to an effective realization of
these optimizations.

The objectives stated above are met, and important practical steps for real-world
deployment and integration of the proposed ideas into a production-grade system are explored.
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Results from a streaming ETL application reveal a limited degree of optimization in a single
cloud environment and suggest that a unified solution across heterogeneous clouds remains an
unmapped territory. Gaps in the experimental evidence thus lead to a clear set of directions for
future work. Generalization and validation of the mechanisms in an unsupervised manner are
necessary, as is the inclusion of user relations in the learning processes. Specialized strategies to
address data residency and privacy concerns along with emergent ML-based approaches for

model self-optimization represent promising avenues for the adaptive optimization of data
pipelines.

Current Optimization Capabilities
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Fig 4: Current Optimization Capabilities
7.1. Future Work and Research Directions
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Model generalization and transfer, cross-cloud portability, privacy protection, and the
application of ongoing advancements in ML to support self-optimizing strategies represent
particularly colourful yet less-explored directions. While CustardNet achieves state-of-the-art
performance for the Azure data pipeline in terms of training time, pipeline cost, QoS latency, and
QoS throughput, the audiovisual dataset is urban and, thus, its workload characteristics manifest
in forested geographical areas as seen by the Kaliningrad cluster. Hence, CustardNet is trained
solely in Azure, a cloud provider environment having non-point data locality and its visual
workload. Using it on a diurnal distributed workload for urban stealthy detection on the German
cluster is merely hoped to yield acceptable cost and QoS predictability without retraining, which
has not yet been possible. Yet, CustardTransfer, a transfer-learning-based approach for cross-
cloud data pipeline workload optimization, and the Poor-Transfer scenario—where the model
pretrained on the source cloud provider environment achieves worse performance than another
model pretrained on the target cloud provider environment and is nonetheless applied to mitigate
the absence of training on the target cloud provider environment—seem particularly
encouraging.

Experience with CustardNet in other cloud provider environments highlights risks in data
privacy, especially for image classification. Reinforcement learning explores non-gaming
environments. So-called emergent behaviours have developed from players’ interactions with
learning agents in DotA 2 and StarCraft 11. Such emergent behaviours have been simulated
during training but have never been achieved naturally like in CustardNet and CustardTransfer.
Applying reinforcement-learning game-changing strategies to training data pipeline workload
optimizers, along the lines of CustardNet and CustardTransfer, could lead to supporting players
via constant automatic training.
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