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Abstract

Governed Enterprise Intelligence — the monitored use of information by organizations for operational advantage — is crucial to
navigating current turbulence affecting enterprises. Large language model (LLM)-driven agent-based automation is an enterprise-
intelligent approach facilitating optimal information use. However, due to LLM vulnerabilities, spontaneous agent automation
poses security and governance challenges that risk undermining their operational advantages. Addressing these challenges greatly
increases agent operational performance while deploying secure services.

An LLM-driven agent is an autonomous software application capable of engaging within human-language dialogue and
supporting humans across inquiry and action tasks. Agents are outfitted with mission statements and executed plans drawn from
coherent information, which enable reasoning and action across simple and complex sets of sub-tasks. Complex tasks are
achieved through multi-Agent collaboration, and Agents source and verify external service information from human users and
available systems.

Keywords : Governed Enterprise Intelligence, Generative Agents, Policy-Driven Automation, Information Technology
Governance, Security-by-Design, Responsible Al, Risk Assessment, Secure-by-Design Solutions, Technology Risk Management.

1. Introduction

Organizational assets must be actively monitored and protected against legal violations, security breaches, and other risks that
could lead to financial damage or reputation loss. Consequently, a growing number of firms have started establishing Managed
Security Service Providers (MSSPs) and investing in Managed Detection and Response (MDR) capabilities. Although
automation improves efficiency, yet, many organizations still lack automation for critical security operations. Security-oriented
automation is therefore essential, not only to enhance efficiency but also to align operational outcomes with corporate standards
and decision makers' choices. However, existing automation solutions tend to focus on generic problems and solutions instead of
tailoring decision processes to fit corporate standards and business operations.

Enterprise Intelligence (EI) refers to the capability of an enterprise to deploy the right assets in the right place at the right
moment. In other words, it is the degree of alignment between the actual asset utilization and the situation in which they would be
the most beneficial. Due to active economic pressure on the cost-effectiveness of enterprise operations, policies that improve
operational efficiency and effectiveness—e.g., encouraging asset usage among decision makers and enterprise managers—are
gaining crucial importance. Since a large number of records remain underutilized, designing different services that bundle those
records into well-defined assets may soon become the best alternative to the costly maintenance of a large number of
underutilized assets.
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1.1. Background and Significance

Governed Enterprise Intelligence is emerging as a necessity for all organizations, driven by both external and internal pressures.
It is understood as the ability to detect, understand, predict, and exploit sources of change in the environment for competitive
advantage while supporting compliance with policies, regulations, and laws. Governments, regulatory agencies, industry groups
and the market are all pressing organizations to comply with the laws they set or to at least move in the direction of complying
with them; meeting customer and market expectations for safety, quality, privacy, and sustainability; and considering the impact
of their actions on society, the economy, the environment, and future generations. Institutions are increasingly judged not only by
their actions but also by the actions of their direct and indirect business partners and supply chain partners.

Enterprise Intelligence covers disparate aspects of Change Detection, Knowledge Management, and Anticipation Analysis. Some
parts of Organizations are automating their response to routine service requests via Large Language Models (LLMs) and LLM-
driven Assistant and Conversational Agent technologies. Automated Responses and Service Fulfilments, however, remain a
concern for organizations that have embraced Enterprise Intelligence or an equivalent concept, given the critical importance of
Governed Al. During the automation of Request to Fulfilment Service Pipelines, it should be ensured that the automated
responses are consistent with the policies and regulations of the enterprise.
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Fig 1: LLM-Driven Agents and RAG Architectures

1.2. Research design

Historically grounded in the development and deployment of digital solutions targeting improved user-centric and organizational
decision-making, the emergence of large language models is poised to reduce the technical and cognitive barriers to intelligent
service automation based on human-computer interaction. However, embracing these developments without a corresponding
focus on security, control, and accountability would be an error of judgment for any responsible organization. Security-by-design
supports the automation of LLM-based agents with the appropriate safeguards, mitigating exposure to data leakage, availability,
and integrity threats. Risk-assessed governing frameworks covering policy-driving automation enable organizations to establish,
communicate, and maintain responsibility over incident and process decisions.
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The goal is to explore the implications of fundamentally challenging transformation of LLM technology—the application of
agents enriched by LLMs as operational interfaces for end-to-end service automation—especially from the often-overlooked
angles of governed enterprise readiness and security. The study maps the emerging agent automation landscape to identify focus
areas, formulates security-by-design principles to support threated assessments and validates how applied to an organization
succeeds a policy-compliant deployment. The research design section has two parts: the first outlines the study’s overarching aim
of enabling the secure industrial exploitation of LLM-driven agents, while the second provides a shorter account of the research
landscape, gaps, and contribution.

Equation 1: Asset alignment score

For asset i, mismatch e_i = |x_i - b_i|/b_i

Alignment for asseti:a_i=1-e_i

Weighted enterprise alignment: A =(Zw_ia i)/ (X w_i)
Step: The article defines enterprise intelligence as deploying the right assets in the right place at the right moment. That
means intelligence rises when actual use x_i approaches the beneficial use b_i.

Step: A normalized mismatch e_i is created so all assets can be compared on the same scale regardless of size.
Step: Because alignment should improve as mismatch decreases, definea_i=1-e_i.
Step: Assets do not matter equally, so combine them through a weighted average.
Interpretation: A close match between actual and beneficial utilization makes A approach 1; poor allocation drives A toward 0.

2. Background and Motivations

Adapting concepts from software engineering, Enterprise Intelligence (EI) exploits system technologies to execute business
processes or tasks. The idea is thus similar to that of Business Process Automation. However, El goes further, enabling the
automation of higher-order business and strategic tasks and supporting both operational and tactical services. It considers both the
systems used for executing these processes and the organisation’s context in which it operates: business goals, mission, values,
policies, available technologies, and so forth. Indeed, organisational governance is critical for a successful El deployment.
Governance shapes the boundaries of what can or cannot be done, the resources that can or cannot be used, the way decisions are
made, and defines the delegation of responsibilities. Therefore, to properly guide adoption and implementation, EI must
encompass not just the availability of advanced technological instruments but also appropriate governance.

Such governance is essential. Governance entails setting the rules for “who can do what, when, and in what conditions” in a
controlled and consistent way. Ensuring that actions are compliant with corporate policy is essential for an enterprise. Recent
years have seen the emergence of LLM (Large Language Models)-driven intelligent agents. These systems, empowered by the
latest advances of Al technologies, can autonomously perform a wide variety of tasks: planning, reasoning, and acting. They are
great enablers for enterprise service automation. However, their abilities are not self-contained. To be used effectively within the
boundaries defined by the organisation and in a policy-compliant way, they need to be supervised by the concerned actors for
each execution. This presents a great opportunity for the governance of intelligent agents: ensuring “authentication, authorisation,
and auditing” when performing actions and discovering information.
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Equation 2: Security-by-design gate for any action

Let a, u, p, ¢ € [0,1] denote authentication, authorization, provenance, and confidentiality sufficiency.
Define action admissibility score: D =axuxp x ¢
Decision rule: execute only if D > 1, where 1 is the minimum governance threshold.
Step: The article repeatedly centers authentication, authorization, provenance, and confidentiality as mandatory safeguards.

Step: A multiplicative model is appropriate because one missing control should sharply reduce admissibility.
Step: If any control is zero, then D = 0 and the action is blocked automatically.
Step: A threshold t allows the enterprise to encode how strict the policy engine must be.

Interpretation: This equation formalizes least privilege and secure-by-design service execution.

2.1. Enterprise Intelligence and Governance

Enterprise Intelligence encompasses the knowledge and decision-making aptitude of an organization. Together with associated
systems, these concepts have been part of information systems (IS) research for over two decades. Enterprises are governed by
their internal and external stakeholders and in particular, decisions on risk, compliance, auditing, and data privacy, among others,
enable intelligent automation without compromising an organization’s goals. The increasing popularity of agent technologies,
and in particular agent architectures based on Large Language Models (LLM), have enabled improved intelligent automation.
These architectures exhibit capabilities that range from service planning and delivery to more advanced reasoning approaches,
including what could be qualified as workshop-like scenarios wherein agents combine and elicit information from human,
software, and organizational knowledge resources to perform an action or solve a problem.

Recognizing the need for timely and responsible automation of operational support services in any organization, a company’s
decision stakeholders expect that such activities can and should be ruled by stringent security and governance controls, just as
any development of new systems or software automation. The proposed lines of investigation address governance for intelligent
automation per se, focusing on two managerial aspects: the governance of LLM-driven agents that perform automation as the
main task and intelligent automation with Retrieval-Augmented Generation (RAG) architectures when policy compliance of the
overall control or support service is critical.
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2.2. Research Summary

Governed enterprise intelligence infers operational understanding from heterogeneous data, employing trusted, autonomous,
cyber-physical agents for service delivery. These agents, driven by large language models to enhance planning and reasoning,
direct requests within a secure ReAct-Choose-Act pipeline, permitting execution by specialized agents. Ensuring security,
compliance, and operational readiness demands appropriate design during both agent engineering and enterprise governance
assessment.

3. LLM-Driven Agents for Service Automation
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Large Language Model (LLM)-driven agents are increasingly invoked to address common enterprise needs with little or no
human involvement. Agents are cognitive systems capable of acting within dynamic and information-rich environments. An
agent-based approach can eliminate the need for humans in the execution of simple and repetitive tasks, extending the reach of
large language models to all enterprise users and uses while remaining secure.

Agent architectures can come in a variety of forms, consisting of any combination of modules capable of planning, reasoning,
acting, and learning on behalf of a user. Common roles found within agent systems include a planning engine for autonomously
generating courses of action in human-readable language, a service orchestrator enabling the sequential execution of tasks across
multiple different services, and an external executor for the translation of natural language requests into a form understandable by
existing service APIs. When considered together, agents enable the end-to-end fulfillment of tasks spanning multiple enterprises
and enterprise boundaries, irrespective of whether the agent itself is able to drive execution of the task's individual components.

Actions

Environment

Queries

Sensors

Cameras
APls

Fig 3: LLM-Powered Al Agent Systems

3.1. Agent Architectures and Capabilities
Two distinct components comprise the interaction pattern of an agent architecture situated within a service automation domain. A
user or an agent itself issues a command to the agent, which subsequently proposes a plan for executing it. Planning, reasoning
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about the expected outcome, and action execution unfold in the flow of the agent interaction dominance structure, thereby
assigning the tasking function of the agent to an external entity. The planning function verifies the correctness of the task
definition and issues a command for the agent to act. The sequence supports a multi-agent setting where volunteering agents can
take on a task defined by another agent. The proposed plan suffices for single-agent operations, where planning is subsumed by
the command issue. Planning enables complex behaviours.

Action execution integrates an actor capable of intervening in the execution system and managing both cooperative actions and
failures. The capability expresses various other qualities, including action recognition, knowledge instantiation, model learning,
model understanding, insurance simulation, and physical system authority, at a finer level of granularity. It is indeed understood
as the ability to prepare and validate the means of taking an action. A user or another agent assigns a behaviour through a request
that entails performing the task and evaluates that the result matches the expectation in order to regenerate or modify its model.
An actor might simulate a critical step in a behaviour and gauge hazard, risk, or performance. The means to support a defined set
of behaviours—at any level of hierarchy—is central, since it determines the set of scenarios that an agent can independently
manage.

Equation 3: Residual risk under controls

For threat j, uncontrolled risk r_j=1_j x i_j

If mitigation strength is m_j € [0,1], residual threat risk becomes r*_j =1_j xi_j x (1 - m_j)

Total residual risk: R=%X1* j=X1 ji j (Il - m_j)
Step: Risk registers typically combine likelihood and impact, so the base risk term is the product |_j i_j.
Step: Controls reduce but usually do not eliminate risk, which motivates the factor (1 - m_j).
Step: Summing over all identified threats yields the enterprise residual risk used by governance teams.

Interpretation: This directly matches the paper’s discussion of threat modeling, risk registers, and mitigation planning.

3.2. Objective of the Study

Governance patterns and security measures are critical to LLM-driven agents. Despite their efficiency, deployment without
defined procedures raises security concerns: malicious actions could compromise data integrity, confidentiality, or availability.
Therefore, automation requires security-by-design frameworks. First, security principles for LLM-based automation are
established, addressing authentication, authorization, and auditing. Subsequently, a security assessment identifies potential threats
and malicious use cases, complemented by an attack model. These results are linked to compliance with principle-based
regulations such as the GDPR, PCI DSS, or ISO 27001, enabling a legally consistent agent deployment rationale while aligning it
with actors’ intentions at policy level.

4. RAG Architectures in Enterprise Contexts

RAG architectures can be applied in any context, including enterprises. Governance covers data custodianship, access control,
provenance, and confidentiality. To mitigate the risk of an Operator Copilot LLM blindly trusting the LLM, its output can be
confirmed by another generative “corrector” model. Access to data can be enforced via a RAG-style architecture. Metalanguages
can validate input comprehension and completeness, and allow human supervision or control. In agent systems, careful analysis
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reveals component roles and capabilities. Planning, reasoning, and action execution are common. Governance and risk
considerations for these various uses enhance security.

Restricting data access is not always possible, e.g., when planning for events not restricted externally. Data detected as malicious
can be handled dynamically (e.g., volatile data locations such as Discord chat groups can see access detection). External agents
influence only superficial data; core processes can still be safely performed in-house with quality assurance as appropriate.
Security principles, components, configurations, and evaluations are provided for experimental service automation using these
design angels. Solutions should be validated (or shown to be secure) in each actual deployment.

Equation 4: Governed enterprise intelligence objective

G=aA+BS+yP -8R
wherea + B +vy+6=1and a,B,y,6 >0
Step: The article seeks operational advantage, security, and policy compliance while reducing risk.
Step: A single scalar objective is formed by adding desirable quantities (alignment A, security S, policy compliance P) and
subtracting undesirable quantity R.
Step: The coefficients a, B, v, 8 encode strategic priorities of the organization.

Interpretation: G becomes a decision score for comparing architectures, workflows, or deployment options.

4.1. Data Custodianship and Access Control

In a RAG architecture, systematic data custodianship across different data stores is a prerequisite for secure service automation
using LLM-based agents. Custodianship encompasses the ability to determine the data access policies for a specific service, to
authenticate the role of the agent requesting access to the data in an agent-to-store interaction, and to manage the data shareability
and confidentiality conditions in an agent-to-agent interaction. When interactions take place through agent-plans, custodianship
involves a higher level of intricacy.

Data custodianship is structured around the concepts of:

1. **Authentication**: The capability of a data store to verify the identity of an agent for an agent-to-store interaction, and a data
store to confirm the identity of another data store for an agent-to-agent data share interaction.

2. **Authorization**: The data access policy defined in the data store for a destination agent, in the case of an agent-to-store
interaction, or for an originating agent or role, in the case of an agent-to-agent interaction.

3. **Provenance**: The ability of a data store to enforce the security conditions for data sharing in an agent-to-agent interaction,
and to cover the shareability condition in an agent-to-store interaction.

4. **Confidentiality**: The property of a piece of data that restricts the information about the data to a subset of the user policy.

4.2. Methodology
Reinforcement and Risk Assessment, Validation, and Threat Modelling: Evaluation of validation criteria applicable to the
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identified property classes; analysis of potential threats to the intended use of the security controls; and assessment of the control
plan for deficiencies. The following outlines the discussion relevant to the set of criteria assigned to the initial class of the Cyber-
Secured Generative Agent Centre of Excellence (CSGA-COE) evaluation framework. The external interactions of the RAG
pipeline must underpin the security analysis. Security controls must be in place for proper authentication and authorization of the
two external components—OpenID Connect operator and risk indicator LLM—responsible for controlling and enforcing the
connection to the authentication management provider, thus ensuring a secure least-privilege principle, as well as for logging
audit-trail information, also related to the least-privilege principle in connection with the Azure Communication Services
infrastructure provider.

Internal Sources

Retrieval Model

e

Structured Data

GenAlApp — Prompt Query
Stiuctured
Data Retriever Lo
Unstructured Search
Data Retriever
Docs

Generation
Response Model
(LLM)

Fig 4: RAG architecture

5. Security by Design for LLM-Based Automation

For LLM-based automation, security by design entails defining authentication, authorization, and auditing mechanisms. Such
mechanisms should implement least-privilege access wherever possible and ensure the necessary means of traceability for all
actions taken by automated systems and LLM-driven agents. For organizations that adopt these ideas for LLM-based automation
of business processes, other security-enabled architectures, concepts, and processes assist in validating the security of specific
LLM-based solutions. Security assessments, threat modeling, and mapped compliance with recognized standards, e.g., ISO/IEC
27001, ISO/IEC 27018, ISO/IEC 27701, go beyond these considerations and create the necessary assurance in an organization's
approach to securing LLM-based automation solutions.

Operational security must be considered when adopting LLM-based automation. Definition of the security and environment of
the systems attracting data is crucial. Organizations adhering to the NIST Cybersecurity Framework for Improving Critical

10|Page



E-ISSN:3050-970X

Volume: 02 Issue: 02

RECEIVED: APRIL23 REVISED: MAY 05

Infrastructure Cybersecurity provide a good example. Proper definition of the five functions and corresponding categories and
subcategories, combined with the security urgent guidelines defined in the Executive Orders Supporting Secure Use of Artificial
Intelligence, particularly Number 14091 on Further Advancing Racial Equity and Support for Underserved Communities
Through the Federal Government, provides a comprehensive approach to security."

Equation 5: RAG trustworthiness score

Let g = retrieval relevance, p_f = policy fit, c_f = confidentiality preservation, a_t = auditability.

T=wgq+wppf+wccf+waat

withw_ g+w p+w c+w_a=1.
Step: The article states that enterprise RAG must govern data custodianship, access control, provenance, and confidentiality.
Step: A weighted additive score is suitable because RAG quality depends on several complementary criteria rather than a
single gate alone.

Step: The weights let an organization emphasize stronger confidentiality, stronger provenance, or stronger auditability
depending on its risk posture.

Interpretation: T quantifies whether retrieved knowledge is both useful and governable.

5.1. Authentication, Authorization, and Auditing
Authentication, authorization, and auditing are fundamental security principles for LLM-based automation solutions. The key
idea is that any action taken by a service executing LLM-based automation relies on these three principles to decide:

- Who is the user interacting with the automation-enabled system?
- What actions is the user allowed to perform?
- Do the actions have sufficient traces for auditing to trace back who ordered what and why?

This means that the principle of least privilege is applied: a user can perform an action only when she is allowed to and that for
audit purposes, one can trace back what actions were ordered. This is also related to the notion of accountability: for each
decision taken there is an identified person accountable for the decision. In addition, traceability is crucial for internal or external
auditing.

5.2. Result

Security assessments, threat modeling, testing, and maturity evaluations were carried out on three proof-of-concept agent
implementations: an automated information retrieval assistant, an internal chat assistant, and a workflow automation agent with
remote execution capabilities. The two assistants were found to correctly implement group-based authentication and
authorization, employing the least-privilege principle and allowing detection of misuse in accordance with IT security
governance policies. The workflow automation agent incorporated scheduled task operation, but lack of protection in the access
to the executor controller node, coupled with excessive access privileges granted through Windows tasking, posed serious
security issues that could have allowed system attack. Security threats were identified for all use cases, alongside a multi-layered
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security mitigation strategy proposal, and audit trails were incorporated to comply with auditing policies. Testing demonstrated
the achievability of security-by-design automation and opened avenues for operating-managed support of LLM services.

Second, a continuous monitoring process that detects non-compliance of agent execution with the policies determined by the
organization, including the auditing of agent tracking. The results of these analyses must be reported back to the organization
management for corrective actions. Third, sufficient temporal separation per execution so that the risk of undetected abuse is
reduced.

Residual Risk Falls as Governance Maturity Increases

100 -

80 A

60 A

40

Residual enterprise risk index

20 A

0 1 2 3 4 5
Average control maturity level (0-5)

6. Governance Frameworks and Compliance Models

The preceding sections have separately examined the security aspects of Large Language Model (LLM)-driven agents acting on
external resources within the framework of an organization and the organization-enforced information access management of
Retrieval-Augmented Generation (RAG) pipelines. The completeness of these security considerations leads to a governance
framework for these types of policies and an associated suggested compliance model.

The automation service execution by agents must align with the policies determined by the organization overseeing the agent
execution environments. Deviations from these policies should be detected and justified; otherwise, appropriate penalization must
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follow accountability processes defined by the organization. Security is consolidated by four aspects. First, independent risk
assessments performed by the organization against the execution environments of the agents.

6.1. Policy-Driven Automation

Policy-driven automation aligns agent interactions with organizational policies, ensuring that agents act on behalf of the
organization while fulfilling authorized tasks. An example interaction showcases a data analytics agent that acquires sensitive
customer data for a targeted marketing analysis, presenting a potential infra-privacy policy violation. Such procedures require
formalized policy definition and classification of decision contexts, underscoring the need to govern these agents instead of
simply relying on the platform to audit their actions, which can be ineffective in preempting policy breaches.

The interaction can be classified into one of the organizational policies and sub-policies defined above. Distinct from external
organizational policies that safeguard enterprise assets and reputation, internal sub-policies direct decision-makers and automata
handling sensitive enterprise data. The user-assigned role to the automaton should match the agent-assigned role within the policy
context. Addressing requirements related to accountability and automation easily integrates these requirements into the premises,
thus driving further analysis without exploring other policy-related aspects. Learning or experience accumulation facilitates
developing such models for more complex scenarios of higher strategic value for the organization.

Security Controls Reduce Key LLM-Agent Risks

I Before controls

80 -
[ After controls

lllustrative risk score

Prompt Data Privilege Hallucinated Audit Gap
Injection Leakage Escalation Action
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6.2. Risk Assessment and Mitigation

Compliance with the governance framework requires risk analysis to identify risks related to automation execution and assess
their potential implications. Risks are recorded in the risk register, which lists potential risks, assesses their likelihood and
severity, proposes mitigating actions, designates responsible individuals, and outlines ongoing monitoring guidelines. Although
the risk register initially focuses on automation utilizing LLM technologies, it should also cover other agents, detailing any
additional risks and associated mitigations. Continuous maintenance of the risk register and its ongoing association with the
introduced governance framework is crucial for sustaining governance throughout the development and use of automated
solutions, enabling risk reassessment for individual execution situations.

Threat Likelihood I_j Impact i_j Mitigation m_j Residual r*_j
Prompt injection 0.80 0.90 0.62 0.274
Data leakage 0.70 0.90 0.64 0.227
Privilege escalation 0.60 0.95 0.61 0.222
Hallucinated action 0.65 0.75 0.59 0.200

Table : Worked numerical example

7. Conclusion

The addressed challenges and proposed solutions significantly enhance the safety and operational effectiveness of service
automation in modern organizations. A pivotal aspect of enterprise intelligence is LLM-driven agent architectures, enabling the
centralized management of responsibility, explainability, and risk. The potential of RAG architectures is also outlined, with a
focus on governance.
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