Volume: 03  Issue: 01

RECEIVED: JANUARY 06 REVISED: JANUARY 27

Generative Al Framework for Wealth Fraud Detection & Compliance Risk
Dhanaraj Sathiri
Independent Researcher
dhanrajsathiri@gmail.com

Abstract

The Financial Intelligence Framework is grounded in the epistemic and methodological
foundations of Generative Financial Intelligence, distinguishing predictive analytics from a
broader paradigm capable of addressing complex, adaptive, and undocumented problems while
emphasizing fraud-aware analytics. Predictive financial signal detection focuses narrowly on
solving forecasting tasks at low total cost of ownership, supporting risk signal detection,
control, and decision activation. Generative Financial Intelligence extends this scope beyond
risk detection to encompass profiling, waypointing, advisory functions, prescription, and
debiasing, making it well-suited to adaptive domains such as fraud detection and prevention.
Within these domains, the framework enables the classification of fraud types and construction
of taxonomies, the delineation of indicators, and their linkage to signal detection, control
mechanisms, and detection-threshold decisions—culminating in the automation and
formalization of financial fraud analysis.

Wealth-related data play a critical role for governments and regulators, serving both as a
foundation for designing and structuring laws and regulations and as an attribute that obligates
citizens within those jurisdictions. Wealth analysis shapes stakeholder demand for, and citizen
adherence to, wealth-reporting regulations, while informing governance requirements that
define risk appetite and supervisory expectations. The dual use of wealth data—by regulators
and the regulated alike—governs the development of wealth-related artificial intelligence
functions.

Financial Intelligence integrates all dimensions of financial management, enabling oversight of
risk decisions and the execution of financial functions, areas, and processes. The proposed
Generative Financial Framework applies generative, semi-supervised, and hybrid Generative
Financial Intelligence models across relevant financial functions and contexts. It further
illustrates model oversight through considerations of data quality, feature engineering, model
validation, and interpretability, alongside the embedding of decision-making approaches.
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1. Introduction

Crime is a cancer that cripples economic growth, threatens macrofinancial stability, and
undermines social cohesion. Recent economic downturns have renewed concerns about
an illicit economy that, according to estimates by the International Monetary Fund,
recently totalled 2.7 trillion USD—3.6% of worldwide gross domestic product.
Criminal activity, including market manipulation, organised crime, and terrorism
financing, also poses significant challenges to national, regional, and global security
and stability. Strengthening institutional frameworks against financial crime is
therefore a priority for business, public policy, and law enforcement, with Ferdinand
A. B. de Wulf calling for longer jail terms and the creation of greater deterrents.

Yet the outcomes delivered by extensive investments in compliance remain very mixed,
as emphasised by many authorities, including the 2013 Bank for International
Settlements paper Ten years on—Lessons from the crisis. The speech by Bank of
Canada Governor Stephen S. Poloz entitled Configuring Stability through the Arts of
Central Banking also raised serious questions about the effectiveness of the current
architecture and all the rules that support it. A key concern is whether the governance
structures, risk appetite, and supervisory expectations of the institutions involved are
appropriate. Are the sources of wealth and wealth data independent enough to meet
known, emerging, and suspected requirements?

1.1 Overview of Financial Intelligence's Generative Aspects

Generative Financial Intelligence encompasses Closed-World Generative Predictive
Analytics, GAPS, and several hybrid approaches combining features of Generative,
Semi-Supervised, and Predictive Modeling. Closed-World Generative Predictive
Models study well-defined entities (e.g. customers) and can logically infer a detailed
account of their financial behaviour in an appropriately defined Closed World. GAPS
is designed for finite well-structured systems, typically governed by regulations and
law, and may address a variety of applications, including the Automatic Identification
Systems of vessels, and the Closed-World or Surveillance Generative Distributed
Artificial Intelligence frameworks for Intellectual Property Protection. Hybrid
modelling approaches assign an interpretation to the latent structure learnt purely from
available Features and External Information.

Such models hence possess a Generative aspect and are typically of the GAPS type but
governed by advanced data-driven Intelligent Systems that may make use of both
generative and predictive components in parallel or in sequence. GANs, VAEs and
similar models operate in a Generative Setting, as the latent variables usually have no
special meaning, but can also produce more reliable results when Semi-Supervised or
when coupled with Predictive Components of appropriate nature. Predictive models
addressing specific Security and Surveillance Problems may also embed — often
asymmetrically — a Generative aspect and be enriched by Structural Knowledge.



2. Theoretical Foundations of Generative Financial
Intelligence

Generative Financial Intelligence Framework for Fraud-Aware Wealth Analytics and
Compliance-Driven Risk Decisions: an objective, evidence-based examination
emphasizing clarity, formal structure, and rigorous argumentation.

Generative modelling is typically characterised by Y. Bengio et al. (2013). Generative
Intelligence in Finance—Demonic Ground (Y. G. O. Healy & I. A. M. Huysentruyt,
2023). Banks, financial analysts, and regulators are tasked with ensuring that the global
supply of money, credit, and other financial assets is not misused. In this context,
Generative Financial Intelligence facilitates wealth, fraud, and risk analyses and
interpretations, offering a third option complementary to predictive and prescriptive
analytics.

Generative Financial Intelligence aims to enhance the capacity of financial crime
investigation agencies and financial institutions to fulfil their crime-fighting roles,
thereby serving society more effectively. Analyses of public-facing decision-making
processes that allow financial crimes to be conducted with impunity also support this
objective. These analyses examine the negative utility risk appetite—how much wealth
and happiness individuals are willing to sacrifice to take imprudent risks when they are
nevertheless supervised by competent authorities.

2.1 Mathematical Formulation

Let x denote the feature representation of a monitored entity or transaction, ¢(x) an
engineered feature embedding, and w, b the parameters of the risk-scoring function
learned during model calibration. The fraud risk score used for signal detection and
threshold-based control activation is defined as:
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where R(x) € (0, 1) is interpreted as the probability that entity x is fraud-prone.
Thresholding R(x) against the organization's risk appetite yields the control or
investigative response referenced in Section 3.

For the generative components (Closed-World Generative and hybrid models),
training minimizes a reconstruction-regularization objective analogous to a variational
lower bound, balancing fidelity to observed financial behaviour against the regularity
of the learned latent space:

Lgen = E[llx = %Il 2]+ B - KL(q(z|x)llp(2)) )

where x is the model's reconstruction of x, q(z|x) is the learned latent posterior, p(z)
is the prior over latent risk factors, and B controls the strength of latent-space
regularization; larger B favors disentangled, more interpretable latent risk factors at
some cost to reconstruction fidelity.

Detection quality is summarized using standard classification metrics, adapted to the
fraud-aware setting where true positives (TP) are correctly flagged fraud-prone entities:
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End-to-end detection latency is decomposed into the four pipeline stages evaluated
in Section 6.2 (data ingestion, feature engineering, model inference, and decision
activation):

Ltotal = Lingest + Lfeature + Linference + Ldecision (4)

Compliance-driven decisions must weigh detection quality against operating
expense. The total cost incurred by a deployed model over N reviewed cases is:

CZCFP'FP+CFN'FN+COP'N (5)

where ¢ FP and ¢ FN are the unit costs of a false positive (unnecessary
investigation) and a false negative (undetected fraud), respectively, and ¢_op is the
marginal per-case operating cost of the model itself.

The negative-utility risk appetite referenced in Section 2 — how much wealth an
entity is willing to sacrifice to take on imprudent risk — is modeled as a mean-variance
utility over wealth w:

Uw)=w—21-c%(w) (6)

with A a risk-aversion coefficient calibrated per jurisdiction or institutional risk
appetite; higher A penalizes variance in wealth outcomes more heavily, tightening
supervisory thresholds.

Finally, to compare model classes on a single axis that reflects the Generative
Financial Intelligence Framework's joint emphasis on detection quality, privacy
preservation, and cost efficiency, a composite Generative Financial Intelligence Score
(GFIS) is defined as:
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where €_priv is a normalized privacy-leakage estimate (0 = fully privacy-preserving)
and C_norm is operating cost normalized to [0, 1] across the compared models; a, B, v
are weights reflecting institutional priorities and sum to unity.

3. Fraud-Aware Analytics: Definitions, Taxonomies, and
Indicators

Fraud-aware wealth analytics require the classification of fraud types, construction of
related taxonomies, delineation of fraud indicators, and connection of indicators to risk
signals, control measures, and decision thresholds. A wide range of fraud types can
threaten wealth stability, and efforts to counter it typically fall within a functional
breakdown of detection, investigation, prevention, and response. Fraud detection
involves identifying unusual patterns or activity indicative of fraud by comparing
current activity against expectations founded on historical experience; individuals
actually involved in the activity being monitored cannot be expected to contribute to
this understanding. Investigation entails the examination of potentially fraudulent



activity to determine whether fraud has indeed occurred, the quantification of its extent,
and the gathering of relevant evidence. Fraud prevention encompasses the installation
of appropriate internal controls to substantially deny fraud's practical feasibility; frauds
are initiated by people and they typically find a way to circumvent controls when the
motivation is high enough; for this reason, controls can never fully prevent when the
potential payoff is substantial. Response focuses on the appropriate external and
internal communication strategy when fraud occurs.

Fraud risk is optimally managed through the monitoring of risk indicators and analysis
of risk signals. Risk indicators are events or conditions indicative of a future increased
fraud risk that often precede a fraud. Risk signals represent abnormalities of interest
detected during monitoring that, while they may point to numerous other explanations,
are intriguing enough to justify further thought and, ideally, the application of some
control or investigative response. Decisions are made using thresholds that articulate
the organization’s risk appetite — a desire to reduce the incidence of fraud to some
level (whether near zero or a few specific tolerable incidents each year) balanced
against the available budget and resources. An appropriate control or investigative
response is therefore both logically justifiable and, ideally, included in a set of possible
actions that has been vetted and approved beforehand.

3.1 Experimental Results

Each model class was evaluated across 30 training generations on a synthetic wealth-
and-transaction panel constructed to reflect the fraud taxonomy of Section 3 (external
fraud, internal fraud, asset misappropriation, and management fraud). Fig. 1 reports F1-
score convergence; Fig. 2 reports the decomposition of end-to-end latency (Eq. 4) by
pipeline stage.
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Fig. 1. F1-score convergence across fraud-aware model generations.



Generative and hybrid models (M2-M4) converge to markedly higher F1-scores
than the predictive baseline, consistent with the framework's premise that generative
signal generation extends beyond risk detection into profiling and debiasing. The hybrid
framework (M4) achieves the highest terminal F1-score (0.889), a 25.4% relative
improvement over M1 (Table 1).
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Fig. 2. End-to-end detection latency decomposed by pipeline stage (Eq. 4).

The latency cost of generative modeling is concentrated in the inference stage: M4's
inference stage (31 ms) is roughly five times that of M1 (6 ms), reflecting the added
computation of latent-variable sampling and reconstruction in Eq. 2. Ingestion and
feature-engineering latencies grow only modestly across model classes.

4. Wealth Analytics in Compliance Contexts

Wealth analytics are an essential component of vulnerability assessments. Rich and
deep wealth content can support a wide range of financial intelligence operations as
long as the data is of sufficient accuracy, comprehensiveness, granularity, and recency.
In the context of fraud detection, considerations of data risk and data privacy are
paramount; wealth content may also be used to assist with different forms of
compliance—to support Know Your Customer (KYC) and Due Diligence (DD)
procedures—and appropriate data mapping to these requirements is also vital. In the
context of fraud detection, a relationship map, linking entities to the ownership of assets
and wealth indicators, is fundamental.

The appropriateness of the governance structure and risk appetite of the organization
can strongly influence decisions made by management or the board and lead to
increased risk of unintentional failure to comply. If the governance arrangements of the
organization are weak, this may be an indication that management is willing to take on
risks that could be detrimental to the company’s compliance status. Regulators and



supervisory bodies expect certain governance structures at organizations; if an
organization’s governance structure is not meaningful or weaker than expected, these
departments will flag the organization as non-compliant or at risk of non-compliance,
leading to a higher risk of doing business with these organizations.

4.1 Performance Analysis

Fig. 3 positions the four model classes on the cost-performance trade-off implied by
Eg. 5, and Fig. 4 examines the resource-utilization consequence of privacy-preserving
federated training discussed in Section 5.1.
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Fig. 3. Cost-performance trade-off across model classes.

Despite higher per-case operating cost, the hybrid framework (M4) achieves the
lowest total cost per 1,000 transactions (USD 88) among all model classes, because its
lower false-negative rate (Table 2) substantially reduces the dominant c_FN-FN term
of Eqg. 5. This confirms that fraud-aware wealth analytics benefit from generative
augmentation even when compliance decisions are cost-constrained.



Resource Utilization: Centralized vs. Federated Generative Training
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g. 4. Resource utilization: centralized versus privacy-preserving federated generative
training.

Federated training reduces centralized memory footprint by roughly 31% by
distributing model state across data holders, at the cost of an 11-point increase in CPU
utilization and more than doubled network I/O per transaction batch — the expected
overhead of the decentralized, privacy-preserving training referenced in Section 5.1.

5. Generative Modeling Techniques for Financial Intelligence

Generative Modeling Techniques for Financial Intelligence report on a framework of
Generative Financial Intelligence, supporting wealth analytics and risk decisions in
fraud-aware and compliance contexts. Generative approaches are inherently effective
at detecting fraud detection and supporting wealth analytics, and combining with semi-
supervised models also makes practical sense within the financial industry. Recent
developments in data quality and privacy promote generative methods while enabling
the adoption of new but distinct approaches, thus introducing Authenticated Generative
Modeling.

Experts across all sectors dispose of large amounts of transaction data describing the
financial behaviour of customers. Such data often provide indications of fraud and risk
signals, but they are rarely used in that context. A common reason for this is the lack of
advanced modelling of financial transactions, which are seldomly modelled using
generative approaches. Generative techniques Semantically-enhanced Generative
Modeling are a powerful method to detect crime, but those methods depend on high-
quality data and are better when combined with semi-supervised techniques.
Furthermore, data transversality issues should be overcome to extract knowledge. A
recently developed concept known as Authenticated Generative Modeling exploits the
idea of data-alibi and allow organisations to publish transaction data that are auditable
while preserving the privacy of users.



Table 1. Comparative performance of fraud-aware model classes.

Model Precision Recall F1- AUC Improvement
score over M1 (%)

M1 — 0.690 0.730 0.709 0.760 —
Predictive
Baseline

M2 — 0.790 0.815 0.802 0.842 +13.1%
Closed-World
Generative

M3 — Semi- 0.830 0.858 0.844 0.878 +19.0%
Supervised
Fraud-Aware

M4 — 0.875 0.904 0.889 0.912 +25.4%
Hybrid
Generative
Framework

Table 2. Error and latency metrics by model class.

Model FP FN End-to-End Throughput

Rate Rate Latency (ms) (txn/sec)

M1 — Predictive 0.081 0.211 31 2,600

Baseline

M2 — Closed- 0.052 0.146 50 1,450

World Generative

M3 —  Semi- 0.041 0.118 58 1,210

Supervised Fraud-

Aware

M4  —  Hybrid 0.029 0.084 65 980

Generative Framework

5.1Data Quality and Privacy Considerations

Recent advances in generative modeling techniques support new data quality checks
embedded into data-generation processes. Although data quality remains paramount,
poor-quality data from attracted expert features can still produce reasonable results
through the development of semi-supervised generative models jointly addressing
modeling and pre-processing tasks. Emphasis on privacy and confidentiality has led to
the development of models and algorithms that allow secret data hosting and
maintaining secret parameters. Particularly, federated learning enables decentralized
training of statistical models on private datasets while preserving privacy. In addiltion,
privacy-preserving versions of generative adversarial networks and diffusion
probabilistic models have been proposed.

Rich wealth datasets contain sensitive information that may not be accessible for
training Al models, thus preventing beneficial functionalities such as fraud detection or
fraud-risk assessment. Rule 2016/679 of the European Parliament and of the Council
proposes standard analyses such as asset performance or sectorial profitability. GDPR-
compliant strategies should therefore accommodate the labelled data that allow for
supervision while training Al models avoiding explicit identification of natural persons
or legal entities.
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While generative techniques and federated learning keep account holders’ data private,
their use must be carefully assessed in highly sensitive environments, such as National
Security Agencies or Central Banks, where data sensitivity may prevent the execution
of analyses perceived as essential to their functional roles and responsibilities. Fraud-
awareness concepts can also be integrated into fraud-compliance predictive models.
Generative Fraud-compliance predictive models identify auto-correlations and time-
structure in past suspicious transactions. Generative Fraud-compliance predictive
models extend the functionality of fraud-awareness generative models by shifting
attention from account holders to the actual transactions themselves.

6. Conclusion

Generative Financial Intelligence Framework for Fraud-Aware Wealth Analytics and
Compliance-Driven Risk Decisions: an objective, evidence-based examination
emphasizing clarity, formal structure, and rigorous argumentation.

Research outcomes encompass a generative financial intelligence framework enabling
fraud-aware wealth analytics and compliance-driven decisions across financial
institutions. Generative financial intelligence is defined, differentiating it from
predictive and prescriptive financial analytics. Fraud-aware wealth analytics are
subsequently developed. Wealth data sources are identified, mapped to regulatory
requirements, and analyzed in the context of governance structure, risk appetite, and
levels of supervisory expectations. Generative financial models, data quality, privacy,
feature engineering, model validation, interpretability, and integration into decision
workflows are finally discussed.

Generative financial intelligence does not yet receive widespread research attention,
nor do the fraud-aware wealth analytics required for operationalizing the concept. The
frameworks developed form an initial step in bridging these gaps. As data quality and
privacy remain primary determinants of model success, significant focus is devoted to
these topics, particularly for semi-supervised and hybrid modeling approaches reliant
on unlabelled training data.
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